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ABSTRACT: With the fast advancements happening in cloud computing and administrations, there has been a
developing method to utilize the cloud for substantial scale data storage. This has raised the vital security issue of how
to control and prevent unapproved access to data stored in the cloud. With the character of low support, cloud
computing gives a conservative and productive answer for sharing gathering asset among cloud clients. But, sharing
data in a multi-proprietor way while saving data and character security from an untrusted cloud is as yet a challenging
issue, because of the continuous change of the participation. To start with, we propose a safe proprietor data sharing
plan, for dynamic gatherings in the cloud. By utilizing group signature and dynamic communicate encryption
strategies, any cloud client can secretly impart data to others. Then, the storage overhead and encryption calculation
cost of our plan are autonomous with the quantity of revoked clients. Likewise, we break down the security of our plan
with verifications, and show the effectiveness of our plan .
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I. INTRODUCTION

The cloud provider provides one of the best services is data storage the security and privacy issue have major
concern for organization for utilizing such service. It is a greatest platform that provides data storage in very lesser cost
and all time it should be available over the internet. The security must be important in the cloud computing. The
encryption technique is commonly adopted by the cloud computing that means the encrypted data should be stored on
the storage of cloud to protect the data. Encryption is no sufficient as organization obtain have to enforce fine-
grained access control on data. Such control is based on the attribute that system is known as the attribute based system.
For the data privacy it is important to encrypt the data and upload the encrypted data on the cloud. In cloud it is not
easy to design efficient and secure data sharing scheme in multiowner system due to the following challenging issues.
Identity, revocation and new member participation i.e. the changes of membership make securely data sharing
extremely difficult. On the other hand an efficient member revocation without updating the secret key of remaining
user to minimize the complexity of key management. Signed receipt is caused after every member revocation in group
that minimizes multiple copy of encrypted file it can help to minimize computation cost.

In this paper, we propose a protected information sharing plan, which can achieve secure key requisition and
information sharing for element bunch. The principle commitments of our plan include:

1. We give a safe approach to key transport with no protected correspondence channels. The clients can safely obtain
their private keys from gathering chief with no Certificate Authorities because of the confirmation for people in general
key of the client.

2. Our plan can accomplish fine-grained access control, with the assistance of the gathering client list, any client in the
gathering can make use of the source in the cloud and disavowed clients can't get to the cloud again after they are
denied.

3. We propose a safe information sharing plan which can be protected from agreement attack. The denied clients cannot
have the capacity to get the first information records once they are rejected regardless of the fact that they contrive with
the untrusted cloud. Our plan can accomplish secure client rejection with the assistance of polynomial capacity.

4. Our plan can encourage dynamic gatherings effectively, when another client join in the gathering or a client is
renounced from the gathering, the private keys of alternate clients don't should be recomputed and renovate.
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5. Security investigation to demonstrate the security of our plan. In expansion, performance of reenactments to exhibit
the effectiveness of our plan.

Il. RELATED WORK

In this section, the reference are collected from all conferences, sites, articles, books from the internet which helps to
implement the project. For development of this project we referred some of the base papers, ideas which helps in
development, testing and deployment phase. For good understanding of the advanced authentication system there are
some work on the IEEE international journal that we have referenced are:

Boyang Wang, Baochun Li, and Hui Li, has proposed a paper on ”Public Auditing for Shared Data with Efficient
User Revocation in the Cloud”. Where it gives information of Shared data with efficient user revocation in the cloud.
The cloud can improve the efficiency of user revocation. But it has disadvantage as “Network Connections
Dependency. Cost is more”. Cheng-Kang Chu, Sherman S.M. Chow, Wen-GueyTzeng, Jianying Zhou, and Robert H
Deng proposed a paper on "Key-Aggregate Cryptosystem for Scalable Data Sharing in Cloud Storage.”. More flexible
than hierarchical key assignment which can only save spaces if all key-holders share a similar set of privileges. Allows
efficient and flexible key delegation. "Network Connections Dependency. here also has disadvantage that Cost is more
and algorithm used are Key aggregate Encryption, Decryption.

Seung-Hyun Seo, Member, IEEE, Mohamed Nabeel, Member, IEEE, Xiaoyu Ding, Student Member, IEEE, and

Elisa Bertino, Fellow, IEEE” proposed a paper on ”An Efficient Certificate less Encryption for Secure Data Sharing in
Public Clouds”. Securely share sensitive data in public clouds. Improve efficiency. here also has disadvantage that
Network Connections Dependency and Cost is more” algorithm used are public key encryption algorithms.
Mohamed Nabeel and Elisa Bertino, Fellow, IEEE proposed a paper on” Privacy Preserving Delegated Access Control
in Public Clouds”. Decomposition ACPs used to privacy preserving fine-grained delegated access control to data in
public clouds. The Owner has to handle a minimum number of attribute conditions while hiding the content from the
cloud here also has disadvantage that Network Connections Dependency. Cost is more algorithm used are optimization
algorithms, gen graph, random cover, policy decomposition.

Kaitai Liang, Man Ho Au, Member, IEEE, Joseph K. Liu, Willy Susilo, Senior Member, IEEE, Duncan S. Wong”
proposed a paper on ”A DFA Based Functional Proxy Re-Encryption Scheme for Secure Public Cloud Data Sharing”.
Here also has disadvantage that ”Network Connections Dependency. Cost is more” algorithm used are DFA-based
functional proxy re-encryption. KaipingXue and Peilin Hong proposed a paper on ”A Dynamic Secure Group Sharing
Framework in Public Cloud Computing”. "Dynamic secure group sharing framework in public cloud computing
environment The sharing files are secured stored in cloud servers and all the session key are protected in the digital
Envelopes. Here also has disadvantage that "Network Connections Dependency. Cost is more” algorithm used are
Proxy signature algorithm Diffie-Hellman.

Tao Jiang, Xiaofeng Chen, and Jianfeng Ma IEEE. proposed a paper on "Public Integrity Auditing for Shared
Dynamic Cloud Data with Group User Revocation”. it has Secure data integrity auditing for share dynamic data.
Provide data confidentiality for group users. Here also has disadvantage that ”Network Connections Dependency. Cost
is more” algorithm used are Randomized Key generation, RSA, SHA. Jiawei Yuan and Shucheng Yu proposed a paper
on”Public Integrity Auditing for Dynamic Data Sharing With Multiuser Modification”. Efficient data user
authentication protocol, which not only prevents attackers from eavesdropping secret keys and pretending to be illegal
data users performing searches, but also enables data user authentication and revocation. Systematically construct a
novel secure search protocol, which not only enables the cloud server to perform secure ranked keyword search without
knowing the actual data of both keywords and trapdoors, but also allows data owners to encrypt keywords with self-
chosen keys and allows authenticated data users to query without knowing these keys. -Additive Order and Privacy
Preserving Function family (AOPPF) which allows data owners to protect the privacy of relevance scores using
different functions according to their preference, while still permitting the cloud server to rank the data files accurately.
Here also has disadvantage that Network Connections Dependency. Cost is more algorithm used are Randomize Key
generation, AES 128.

Wei Zhang, Student Member, IEEE, Yaping Lin, Member, IEEE, Sheng Xiao, Member, IEEE, Jie Wu, Fellow, IEEE,
and Siwang Zhou” proposed a paper on "Privacy Preserving Ranked Multi-Keyword Search for Multiple Data Owners
in Cloud Computing”. Xinyi Huang, Joseph K. Liu, Shaohua Tang, Member, IEEE, Yang Xiang, Senior Member,
IEEE, Kaitai Liang, Li Xu, Member, IEEE, and Jianying Zhou” proposed a paper on "Cost-Effective Authentic and
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Anonymous Data Sharing with Forward Security”. ”Xinyi Huang, Joseph K. Liu, Shachua Tang, Member, IEEE, Yang
Xiang, Senior Member, IEEE, Kaitai Liang, Li Xu, Member, IEEE, and Jianying Zhou” ID Based Ring Signature here
also has disadvantage that Key exposure Network Connections Dependency. Cost is more” algorithm used are
RSA/ElIGamel/SHA.

I1l. PROBLEM STATEMENT

Data confidentiality requires that unauthorized users including the cloud are incapable of learning the content of
the stored data. To maintain the availability of data confidentiality for dynamic groups is still an important and
challenging issue. Specifically, revoked users are unable to decrypt the stored data file after the revocation.

IV.EXISTING SYSTEM

A cryptographic storage system that enables secure data sharing on untrustworthy servers based on the techniques
that dividing files into file groups and encrypting each file group with a file-block key. Key policy attribute-based
encryption, proxy re-encryption and lazy re encryption to achieve fine-grained data access control without
disclosing data contents.

Drawbacks of Existing System:

1. The file-block keys need to be updated and distributed for a user revocation; therefore, the system had a
heavy key distribution overhead.

2. The complexities of user participation and revocation in these schemes are linearly increasing with the number of
data owners and the revoked users.

3. The single-owner manner may hinder the implementation of applications, where any member in the group
can use the cloud service to store and share data files with others.

V. SIMULATION RESULTS

In this paper, we propose a secure data sharing scheme, which can achieve secure key distribution and data sharing
for dynamic group. We provide a secure way for key distribution without any secure communication channels. The
users can securely obtain their private keys from group manager without any Certificate Authorities due to the
verification for the public key of the user. Our scheme can achieve fine-grained access control, with the help of the
group user list, any user in the group can use the source in the cloud and revoked users cannot access the cloud again
after they are revoked. We propose a secure data sharing scheme which can be protected from collusion attack. The
revoked users can not be able to get the original data files once they are revoked even if they conspire with the
untrusted cloud. Our scheme can achieve secure user revocation with the help of polynomial function. Our scheme
is able to support dynamic groups efficiently, when a new user joins in the group or a user is revoked from the group,
the private keys of the other users do not need to be recomputed and updated. We provide security analysis to prove
the security of our scheme.
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Fig. 1. Architecture of Anti-Collusion Data Sharing Scheme

Advantages of Proposed System:

1. The computation cost is irrelevant to the number of revoked users in RBAC scheme. The reason is that no matter
how many users are revoked, the operations for members to decrypt the data files almost remain the same.

2. The cost is irrelevant to the number of the revoked users. The reason is that the computation cost of the cloud for
file upload in our scheme consists of two verifications for signature, which is irrelevant to the number of the revoked
users. The reason for the small computation cost of the cloud in the phase of file upload in RBAC scheme is that
the Verifications between communication entities are not concerned in this scheme.

3. In our scheme, the users can securely obtain their private keys from group manager Certificate Authorities and
secure communication channels. Also, our scheme is able to support dynamic groups efficiently, when a new user joins
in the group or a user is revoked from the group, the private keys of the other users do not need to be recomputed and
updated.

System Architecture:

The system model consists of three different entities: the cloud, a group manager and a large humber of group
members. The cloud, maintained by the cloud service providers, provides storage space for hosting data files in a pay-
as-you-go manner. However, the cloud is untrusted since the cloud service providers are easily to become untrusted.
Therefore, the cloud will try to learn the content of the stored data. Group manager takes charge of system parameters
generation, user registration, and user revocation.

In the practical applications, the group manager usually is the leader of the group. Therefore, we assume that
the group manager is fully trusted by the other parties. Group members (users) are a set of registered users that will
store their own data into the cloud and share them with others. In the scheme, the group membership is dynamically
changed, due to the new user registration and user revocation.
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VI. IMPLEMENTATION

a) Group Manager:

Group manager takes charge of system parameters generation, user registration, and user revocation. In the practical
applications, the group manager usually is the leader of the group. Therefore, we assume that the group manager is
fully trusted by the other parties.

b) Group members:

Group members (users) are a set of registered users that will store their own data into the cloud and share them with
others. In the scheme, the group membership is dynamically changed, due to the new user registration and user
revocation.

c) Key Distribution:

The requirement of key distribution is that users can securely obtain their private keys from the group manager
without any Certificate Authorities. In other existing schemes, this goal is achieved by assuming that the
communication channel is secure, however, in our scheme, we can achieve it without this strong assumption.

d) Access control:

First, group members are able to use the cloud resource for data storage and data sharing. Second, unauthorized
users cannot access the cloud resource at any time, and revoked users will be incapable of using the cloud resource
again once they are revoked.

e) Data confidentiality:

Data confidentiality requires that unauthorized users including the cloud are incapable of learning the content of
the stored data. To maintain the availability of data confidentiality fordynamic groups is still an important and
challenging issue. Specifically, revoked users are unable to decrypt the stored data file after the revocation.

f) Efficiency:

Any group member can store and share data files with others in the group by the cloud. User revocation can be
achieved without involving the others, which means that the remaining users do not need to update their private keys.
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g) Cloud module:
Cloud module plays an important role ,group managers upload some files into cloud those files are stored in encrypted
format because a secure access control scheme on encrypted data in cloud storage by invoking role-based encryption

technique. It is claimed that the scheme can achieve efficient user revocation that combines role-based access
control policies with encryption to secure large data storage in the cloud.

Unfortunately, the verifications between entities are not concerned, the scheme easily suffer from attacks, for example,
collusion attack. Finally, this attack can lead to disclosing sensitive data files. The cloud, maintained by the cloud
service providers, provides storage space for hosting data files in a pay-as-you-go manner. However, the cloud is

untrusted since the cloud service providers are easily to become untrusted. Therefore, the cloud will try to learn the
content of the stored data.

VIl. PROPOSED ALGORITHM

Implementation is the stage of the project when the theoretical design is turned out into a working system. The
implementation stage involves careful planning, investigation of the existing system and it’s constraints on
implementation, designing, designing of methods to achieve change over and evaluation of change over methods.

Algorithm/Technique used
Advanced Encryption Standard (AES)

Algorithm Description
AES is an iterated symmetric block cipher, which means that:
e AES works by repeating the same defined steps multiple times.
e AES isasecret key encryption algorithm. AES operates on a fixed number of bytes.
AES as well as most encryption algorithms is reversible. This means that almost the same steps are performed to
complete both encryption and decryption in reverse order. The AES algorithm operates on bytes, which makes it
simpler to implement.

This key is expanded into individual sub keys, a sub keys for each operation round. This process is called Key
Expansion.

VIIIl. EXPERIMENTAL RESULT

In general, our proposed plan can accomplish secure key appropriation, fine get to control and secure client
repudiation. For obviously seeing the upsides of security of our proposed plan, as represented in Table 1, we list a table
contrasted and Mona, which is Liu et al's. plan, the RBAC plan, which is Armbrust plan and ODBE plan, which is
Delerablee et al's scheme. The  in the clear means the plan can accomplish the comparing objective and also simulate
in java platforms using an IDE Eclipse.

Scheme Sg:m’a Ke}' Access | Secure psa Anti-Collus | Data Ct?nfer Bl'nck Key Recov
Distribution | Control | Revocation| -ion Attack | dentiality User -ery Attack
Mona Yes
RBAC Scheme Yes
ODBE Yes Yes Yes
Base Paper Yes Yes Yes Yes Yes
Our Scheme Yes Yes Yes Yes Yes Yes Yes

Fig. 3. Security Performance Comparisons
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X. CONCLUSION

We design a secure anti-collusion data sharing scheme for dynamic groups in the cloud. In our scheme, the users can
securely obtain their private keys from group manager Certificate Authorities and secure communication channels.
Also, our scheme is able to support dynamic groups efficiently, when a new user joins in the group or a user is revoked
from the group, the private keys of the other users do not need to be recomputed and updated. Moreover, our scheme
can achieve secure user revocation; the revoked users can not be able to get the original data files once they are revoked
even if they conspire with the untrusted cloud.
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