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ABSTRACT: Over the years, there has been rapid advancement in internet technologies, such as the email, the world
wide web, VOIP, social networks, etc. Networks of compromised individual and corporate computers called (botnets)
have been used to deploy malware, such as Viruses, Worms, Trojans, Spyware etc, to vulnerable computerson a global
scale. Botnets are used for various kinds of malicious activities on the internet including: distributed denial of service
(DDOS) attacks, massive spam email messages, distributing other malware, click fraud attack and information theft,
etc. Better Security decisions are usually associated with experience in cyber security, advanced-technologies, and rich
data and information, as such an earnest and determined collaborative approach to botnet detection is likely to have a
significant positive outcome in tackling the menace of botnets. In this paper, we propose a novel botnet detection
approach that leverages the expertise and experience of several research collaborators, as well as the abundant data and
information at each collaborator’s disposal, to detect botnets irrespective of command and control protocol, type of
architecture, or infection behaviour. We use Python scripts to broadcast diagnosis request to peer collaborators and then
use Supervised Machine learning to learn through False Positives (f,), False Negatives (f,), True Positives (t,), and
True Negatives (t,), the detection accuracy of peer collaborators, detect malicious collaborators, and finally, detect
costly and unreliable collaborators.

KEYWORDS: Botnet, Malware, Distributed Collaborative Detection, Intrusion Detection System, Supervised
Machine Learning, Hashing.

I. INTRODUCTION

Botnets are networks of compromised computers (bots) under the control of a single command and control (C&C)
channel called a botmaster [1]. A botmaster is an adversary who leverages the advancement of the communications
technology to covertly install malicious software on unsuspecting end users (host computers) in order to turn these end
computers (also called Bots or Zombies) into attack arsenals for a wide range of malicious activities. The initial
ambition of a botmaster is to gather as many bots as possible so as to have a powerful and effective botnet capable of
disrupting a target network. However, the larger the botnet size, the higher the chance of it being detected, as such
botmasters have since changed tactics and preferred to create smaller groups of independent botnets. The botmaster can
then command these independent botnets from multiple C&C channels to carry out a variety of malicious activities, or
just rent out individual botnets to other adversaries.

Botnets pose severe threats to Internet security since they provide the platforms for most large-scale and harmonized
cyber-attacks, for deploying malicious activities on the internet, such as; hosting phishing web sites [2], search engine
abuse [3], spamming activities [4], facilitate distributed denial of service (DDoS) attacks [5-9], click fraud [10-13] and
information theft [14]costing companies, businesses, and governments billions of dollars in losses. More than 100
billion spam messages are believed to be sent daily [15], and botnets are believed to account for 85%of all spam
messages [16-21], Botnets have expanded rapidly in recent years both in diversity and population and in 2011, it was
estimated that about 40% of world’s end computers were part of botnets [22]. As botnets become more robust and
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furtive, the contamination of other emerging infrastructure, such as smart phones [23] and industrial control systems
[24] is also pervasive. Although there have been significant achievements in the botnet research community, botnet
developers continue to develop highly sophisticated botnets and covert ways to control their networks. As such the
need for a collaborative approach to botnet detection, mitigation and prevention by experienced stakeholders using all
the relevant data and advanced-technologies at their disposal.

In this paper, we propose a novel detection approach that leverages the expertise, experience, and the abundant data

at the collaborators’ disposal, to detect the wide range of botnets including potentially newer classes of botnets. Our
approach is a fully distributed collaborative application that sits on top of an intrusion detection system (IDS). We
configure Snort intrusion detection system to generate logs and dump the logs on to a database. Python scripts are then
used to fetch data payload from the database, pass the payload to a hash generator, and broadcast an advisory request
alongside the computed payload hash to the collaborative network. We then collate and aggregate all responses and
apply a supervised machine learning to learn the detection accuracy of collaborators, and detect malicious and costly
collaborators.
The remainder of this paper is organized as follows. Section Il compares various approaches in the literature. Section
I11 discusses problem statement and our contributions to this work. Section 1V presents our methodology and approach
for this work, and how the methodology is applied and the anticipated results. Finally, we discuss and conclude the
paper in section V.

Il. RELATED WORK

In this work, our focus is on a distributed collaborative approach to detect specifically botnets, while the
collaborative approaches in the literature focus more on the general intrusion detection of any kind of malware which
of course includes botnet; however, both approaches are very relevant.Carol Fung et al. in [25] and [26] proposed a
distributed host based IDS (HIDS) particularly focusing on identifying, selecting, and maintaining collaborators using
Bayesian learning. However, the papers focus more on learning and fishing out a dishonest collaborator but does little
to identify effective and efficient collaborators which are key to creating a robust detection system. Bogus test
messages are sent out periodically to collaborators in an effort to fish out a malicious or incompetent collaborator
similar to [27]. While this approach may help fish out an incompetent collaborator, it can be defeated by a determined
sophisticated malicious collaborator who would anticipate this kind of bogus messages, thus responding correctly over
time and then responds misleadingly when it matters most.

It is important to note that unlike this work, much work in the literature such as in [28-30], failed to address the
issue of a possible malicious collaborator in the network which will greatly impact the success of the system. Some
papers have used majority voting [31] among peer collaborators to detect a malicious insider, which is clearly not
practical as it degrades the performance and responsiveness of the system. Other works have used trust management
such as in [32-33] in an attempt to fish out a malicious insider.

Guerid et al. [34] proposed a collaborative approach to botnet detection in real-time, by grouping botnet members
residing in distributed networks into communities, and then attempting to detect botnets C&C servers by identifying
their convergence points using bloom filters similar to [35]. While this may be a good approach, however, using bloom
filters to group botnet members could result in too many false positives as more and more members are added to the
group list. Moreover, using bloom filters deprives the methodology the chance to remove members that are incorrectly
added to the group or no longer have the characteristic of that particular group.

Wang et al. [36] proposed a collaborative architecture for specifically botnet detection using hierarchical levels of
collaboration that could help facilitate the detection mechanism. The three levels of collaboration they used are,
information collection from collaborators systems, feature extraction and correlation from those systems, and finally
the decision level collaboration. While this proposed architecture is decentralized, which makes it promising, However,
no practical experiment has been carried out to actually assess the performance of the system, or normalize information
sharing among peer collaborators, among other things. The authors also propose other collaborative approaches to
botnet detection [37]. Again, these approaches have not been practically implemented and tested, and as such suffer
from similar weaknesses which [36] suffers from.

Stevanovic et al. [38] proposed a framework called ContraBot aimed at improving Botnet detection and mitigation
through collaborative approach from several collaborators. ContraBot relies on input from a wide range of sources
which include network sensors from within and outside the network to perform an in-depth correlation of suspicious
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network traffic. The correlator then forwards detected malicious traffic to a warning generator. It will in turn send a
warning alert to its subscribers. Again, this hypothesis has not been implemented as such it is not clear how issues such
as trust management among collaborators would be managed, or how effective or efficient ContraBot is.

Last but not the least, Quanyan Zhu et al. [39] propose a distributed collaborative detection methodology aimed at
finding from the collaborators’ responses, decisions which are less costly. However, unlike in this paper, where all
responses and no responses are all aggregated, the methodology allows some collaborators not to respond at all and as
such no responses are aggregated. This makes the overall collaborators feedback aggregation weaker and potentially
increases the cost of decisions.

I1l. PROBLEM STATEMENT AND CONTRIBUTION

Botnets are being used to carry out various malicious activities on the internet today. They include distributed denial of
service (DDOS) attacks, massive spam email messages, distributing other malware, click fraud attack and information
theft, among other threats. In 2011, Hogben et al. reported that more than 40 percent of world’s end computers were
believed to be infected by bots. As such they were part of some kind of botnets [22].

The global impact of botnet activities on governments and businesses is enormous. The Global Threat Intelligence
Report (GTRI) reported that, Client botnet activities constitute 34% of 3 billion worldwide attacks in 2013[40]. In
2014, the FBI said in its statement before the senate judiciary committee on cybercrime and terrorism, that the industry
estimates botnets have caused over $9 billion in losses to United States victims, and over $110 billion in losses globally
[41]. Furthermore, FBI said, approximately 500 million computers are being compromised globally each year,
translating into 18 victims per second. More recently in October, 2016, we have witnessed arguably the largest DDOS
attacks in historywhich is believed to have been caused by the Mirai botnet. The attack targeted Dynsystems and was
responsible for major internet outage on large numbers of internet users in Europe and North America [42].

Researchers and security professionals are having sleepless nights over Botnet occurrences, the threats posed by
Botnets, and the difficulty in detecting highly sophisticated botnets. Botnet developers have become more sophisticated
over the years as they use several obfuscation techniques to evade detection.

As botnet developers continue to develop highly sophisticated botnets and covert ways to control their networks,
researchers face several challenges in doing experiments that would pave the way for the design and development of
effective botnet detection systems. Researchers must collaborate with a wide range of internet domains and
organizations to share the necessary data and information needed for experiments to finding responsive solutions.
Researchers must make sure they have large sets of real network traces gathered from across wide ranges of
administrative internet domains that truly represent the high heterogeneity of the internet. Researchers must also
possess a wide range of data about infected systems. However, carrying out this ambition is easier said than done,
because most organizations would be reluctant to share real network traces because they will most likely contain
sensitive private information. Most organizations would also be reluctant to share information regarding infections
which their networks suffer from, as revealing them might be used by competitors to take advantage business-wise.
These challenges slow down the progress being made by researchers in this domain.

Therefore, the main motivation of this research method, is to provide higher accuracy, effectiveness and efficiency in
detecting botnets of any kind while preserving the privacy of collaborators, and thereafter overcoming the weaknesses
of existing botnet detection approaches.

A. Contributions

Better security decisions are usually associated with experience, advanced technologies, and rich data and
information at our disposal. Therefore, an earnest and determined collaborative approach to botnet detection like this
one, is likely to have a significant positive outcome. The main contributions of this research are as follows:
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e Novel design, configuration, and deployment of the infrastructure, consisting of data source, sink, and the
participating nodes as depicted in Fig. 1

e The process of writing novel python scripts that fetch data logs from a database that was dumped by
Barnyard2 from the Snort’s alert logs server, compute a hash for the payload, and then append a question to
the payloadhash, and broadcast the message to the collaborating entities in a secure manner. The collaborating
entities then broadcast a reply to all.

e The data is collected, aggregated and a Supervised Machine Learning algorithm is applied, resulting in
learning the detection accuracy of collaborators through False Positives (f,), False Negatives (f,), True
Positives (t,), and True Negatives (t,), the detection of malicious collaborator, and finally, the detection of
costly and unreliable collaborators, resulting in an EFFICIENT, ACCURATE, AND SECURE
DISTRIBUTED COLLABORATIVE BOTNET DETECTION SYSTEM.

IV. METHODOLOGY

This research is generally divided into three parts. The first part involves the creation, configuration, and deployment
of the infrastructure, consisting ofdata source, sink, and the participating nodes. The second part involves the process
of writing python scripts that fetch data logs from the Snort’s alert logs server/MYSQL, then attach a question to the
payload, compute a hash for the payload, encrypt the payload hash, and broadcast the message to the collaborating
entities. The collaborating entities compare payload hash against stored hashes for various threats, then broadcast a
reply to all. Finally, the data is collected, aggregated and machine learning technique is applied, and three main
decisions are taken; learn the detection accuracy of collaborators, detection of malicious collaborators, and detection of
costly and unreliable collaborators. The IDS is subsequently updated with the new signature.

A. Experimental Setup

This research approach involves a fully practical environment as can be seen in Fig. 1 below. This research
experiment requires enormous technical expertise to setup and configure the test environment. The test bed is
comprised of various operating system platforms, hardware, software, and technologies. It took us 30 days to setup and
configure the test bed which includes a Linux box as the firewall and a gateway to and from the internet. For now, the
firewall is configured to direct all incoming traffic to the Snort intrusion detection and prevention system which sits on
top of the firewall, and is configured on Ubuntu 16.04 Linux operating system. We are only interested in the alert logs
generated by snort, therefore we configured Snort in intrusion detection mode instead of prevention mode.

Snort IDS/IPS System

”’ﬁ—’a_:tabas;

Snort’s Binary output

The Interget

Machine Learning

Firewall

Fythqn Script

1. Aggregate Data.

2. Learn/Detection
Accuracy

3. Learn/Detect Malicious
Collaborator.

1. Fetch Anomalous payload
Internal 2. Are we looking at a botnet?
Network 3. Send here

SYeEs 4. Learn/Detect
. No Unreliable and costly
~—~‘ | . Notsure collaborator.
- = -J 3 . = = __: - | . No response 5. Evaluate Performance.
1 = - 6. Improve Result
=] LAN /
SN
[

Fig. 1. Complete test bed and the Distributed Collaborative Communication.
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B. Analysis of the Distributed Collaborative detection

We started by writing script in Python Language to periodically fetch questionable payload data that was dumped into
MySQL database by Snort. A hash for the payload is then computed and the script appends a question to the data
payload hash, encrypt the hash, and broadcast the data to the distributed collaborative network. Each collaborator
analyses the received data with all the resources and technologies at its disposal, and henceforth broadcast a reply with
an opinion as to what the collaborator believes about the questionable data i.e if the questionable data has the
characteristics of a botnet, or matches a previously stored botnet hashes. A second script handles the reply process. We
set up a reply threshold and collate all responses including a no response. We then aggregate all collected data. The
data collected includes a “YES” reply, a “NO” reply, a late reply, and finally a “NULL” which is entered against a
collaborator who had not replied at all. We then clean up the data using Core Spark, and apply Machine Learning using
both Spark ML, and separately using Anaconda data science platform. Fig. 2 is a flow chart diagram that depicts the

above scenario.
. Unified2 to DB
II
Fetch Payload & Append a
Question 2?27 = Payload Data
II

|
\
' \ -
\ \
Broadcast Message to e \
Collaborative Network : :
" Compute Hash
\

Each Node's

answer

Data

Agoregation

Botnet OR
Not?

Update Snort rules

Supervised

Machine

Learning

Fig. 2: Distributed Collaborative Detection.

We started by selecting twenty collaborators, and the process of selection was purely manual. This means that we did
our homework to find several reputable collaborators that were interested in joining the collaborative network, such as
Internet Service Providers (ISPs), Security Companies, intelligent communities, and even government agencies. The
process of adding and maintaining the collaborative network is shown below. Our approach has a fixed collaborators
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pool P of size N for better management and performance. However, P is not restricted to the fixed size of N, it can be
extended as the need arises. But for now, we are limiting the size of P to 20. This is constantly being updated as some
collaborators are deleted or replaced based on the risk or cost of keeping them in the collaborative network.

Three different sets are employed in this study: the training set, the validation set and the test set. The training set was
used to develop the initial classifier and train the dataset and the different classifier parameters were tested with the
validation set. Finally, the classification accuracy was measured using the test set. Three metrics were used to measure
the classifier performance which include the Hamming Distance (HD) and accuracy, Mathews Correlation Coefficient
(MCC), and the Precision (y) and Recall (x). Equation 1 shows the HD between two vectors with binary entries, this
calculates the errors from real and predicted classifications and retrieves the number of correct classifications which
represents the accuracy.

1-HD eq. (1)

Our main goal was to learn from the aggregated data the accuracy of responses in the context of f,s, f,s, t,s, and
t,s. If the majority replied with a “YES”, then “YES” was a t,,, and a “NO” was a f,,. Whereas, if the majority replied
with a “NO”, then “NO” was a ¢, and “YES” was an f,, respectively. We also learned from the aggregated data,
collaborators that either did not reply to a certain request, or did not reply within the threshold, which allowed us to
detect incompetent, inefficient and costly collaborators.

For each sample, the quality of the classifier was measured from the real and predicted values using the MCC
(equation 2), which considers both the f,andf,,.

(tp * tn)_ % * fn)
V& + Bt + fVE+ H)ta + ful

MCC =

- €0.(2)

Where; MCC > -1 <1

MCC = —1 (all wrong predictions)

MCC = 0 (classifier is good for random predictions )
MCC = 1 (perfect predictions)

It is important also to ensure the precision (y) of the classifier so that negative samples are not labeled as positive
samples. The precision was calculated from equation 3 and precision is inversely proportional to f,, the higher the
precision value, the smaller the f,,.

The true positive rate or recall () represents the unique ability of the classifier to determine all positive samples. This
was calculated using equation 4 and it shows that higher » means that there are smaller numbers of f,,. The ratio of
negative samples labeled as positive samples is the fall-out (§) which can be calculated from equation 5.

L eq. (4)
H=— .... .
6+ f a
_ I
8= i eq.(5) .

u = 1 (no false negatives)
& = 0 (no false positives)

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2017. 0511001 16386


http://www.ijircce.com

i i\
HIJIRCCE i

ISSN(Online): 2320-9801
ISSN (Print) : 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(A High Impact Factor, Monthly, Peer Reviewed Journal)
Website: WWW.ijircce.com
Vol. 5, Issue 11, November 2017
V. DISCUSSION AND FUTURE WORK

In this paper, we propose a distributed collaborative approach to botnet detection. Our approach leverages the
expertise, experience, and resources of several research collaborators to improve the accuracy and efficiency of botnet
detection. This collaboration ensures that the system overcomes the weaknesses of existing intrusion detection systems
that function in isolation, and therefore have limited capability. Our System has the potential to detect any kind of
botnet irrespective of a particular C&C, communication protocol, or infection behavior.

To better manage the collaborators pool, we started with a fixed number of collaborators and expanded as the need
arose. The pool was constantly being updated as some members were deleted or replaced based on certain factors. Most
collaborative approaches are only proof of concept such as in [34-39], they have not been implemented and tested. Our
approach is now being implemented and tested.

Privacy issues are a major concern among collaborators, such as the exchange of payload data which may contain
sensitive information. Our approach tackles privacy issues thereby sharing only the computed hash of the payload,
instead of the actual payload data. It would be virtually impossible to reverse the hash and retrieve the actual data.
Nevertheless, we encrypted the hash before transmitting it across the collaborative network.

It is also crucial to provide a proactive mechanism that will protect the system from malicious insiders. Fung et al. in
[27] proposed sending out a bogus test messages periodically to the collaborative network in an effort to detect a
malicious insider. While this approach might work well against an amateur collaborator, it would certainly be defeated
by a sophisticated malicious collaborator who would anticipate this kind of bogus test message, henceforth replying
correctly over time until the malicious collaborator gains the trust of the system, and then becomes malicious when it
matters most. In our approach, the mode of communication among collaborators is Broadcast not a Unicast, which
means every collaborator gets a copy of a message and its replies. Moreover, a decision is not taken until all replies are
aggregated, therefore limiting the impact of a malicious reply. We also set a threshold to receive replies to boost the
efficiency of the system. We decided to use a Supervised machine learning approach since our focus is to achieve a
desired result from the training dataset. In our future work, we will employ the combination of a supervised machine
learning and unsupervised machine learning approach, in other words a hybrid approach similar to [43]. The integration
of an unsupervised machine learning approach would help the classifier predict new class of results henceforth making
the system more robust.
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