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ABSTRACT: Storing the data is the most essential service of cloud. Data that we store on the cloud in the form of text 
or images need to be secured. Here comes the role of Re-encryption and deduplication which are the most important 
factors to store data in the cloud without data leakage and deduplication. It will find the proof of the owner to recognize 
whether the user is authorized or not. This is efficiency. Re-Encryption: The data that is stored in the cloud should be 
secured without the access of unauthorized users. Then comes the data security or re-encryption method to maintain the 
user's data privacy and data securely stored in the cloud. The re-encryption role is to share the access key only with an 
authorized user for accessing the file without the data leakage problem. Deduplication: We are protecting the text files 
and images by removing the deduplication in our purposed system. The results can be predicted the possible efficiency 
and effectiveness of the scheme for the possible practical deployment of data deduplication in cloud storage. For 
example, we have tons of personal individual images, and text files on our cell phones, PCs, Laptops, etc., So, these 
images and text files need to be secure for that we are using encryption to increase security. Aside from reducing 
overburden the cloud system has many spots for data privacy and cloud users' privacy. However generally personal 
identifications like pan cards, Aadhar cards, passports, ATM copies, etc., need to keep secure on the cloud server. For 
avoiding deduplication and protecting our data we are proposing this. 
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I. INTRODUCTION 

Cloud Computing is the computing system and storage area over the network where only authorized users can access 

the platform from anywhere and everywhere using internet connectivity. As we know data storage is the most valuable 

thing in a cloud system. Cloud is the server on the internet for storing, managing and processing the data instead of 

using a desktop/computer, Laptop, and so on. 

The proposal of this project is related to cloud computing, these clouds have a large amount of data storage that is 

accessible at low costs as well as data and files that are stored on clouds that are independent of the platform for 

accessing the files. All of these functions of the cloud have been attractive to users use cloud services in the last few 

years of leading to a large amount of data being stored. This has to be a huge challenge for cloud service providers as 

well as to handle all this efficiently, the data deduplication technique came into the existence. This technique used is to 

minimize the data redundancy that is to get rid from duplicate copies of the similar data which is stored in the cloud 

and through which most of the space gets utilized. 

Data Encryption is used to determine malicious parties from accessing sensitive data. An important thing is to define 

Data encryption is the today’s worlds of cybersecurity. To ensure that our data is safe on cloud, educate the 

organization on best practices that data usage and sharing of that data too. 

To conquer this, a combination of encryption is the combination of keys for encryption/ decryption of the data and the 
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key is by using cryptographical hash functions of the data. Subsequently generation of key to users will use the keys  

and send the that cipher text to the cloud. Through which, data copies produce the similar combination of     keys. Also, 

for removing the access to data, the validation of authorization is much important to provide the proof that the user 

indeed owns the same file when a duplicate file found.  

Hence this encryption technique enable us the data deduplication cloud and give us needed security for only 

authorized users. 

         Overview: 

                                                                  Fig 1:- Overview of encryption/decryption of data 

 

II. NEED OF STUDY 

The idea of this project is associate with cloud computing, a virtual storage space for the data which is used across the 
whole internet. These clouds have a huge data storage available in low costs and the data or files stored on the clouds 
are platform independent for accessing the files. All these functions of cloud have been attracting users more and more 
cloud services since past few years leading to large amount of data to be stored. This has to be as a big challenge for 
cloud service providers and to handle this efficiently, data deduplication technique has come into existence. This 
technique is used to minimize data redundancy that is to eliminate duplicate copies of same data stored on the cloud 
and through which more and more space utilization.  

Personal photos, for instance, can be found on desktop computers, mobile and handheld devices, and so on.  Therefore, 
in order to strengthen security for these photographs, we are implementing encryption. 
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III. RESEARCH METHODOLOGY 

AES (Advanced Encryption Standard)  

AES is a widely used symmetric encryption algorithm that operates on fixed-size blocks of data, commonly 128 bits. 
The methodology for encryption and decryption using AES includes the following steps:  Figure 3.0 shows the overall 
structure of the AES encryption process. The cipher takes a plaintext block size of 128 bits or 16 bytes. Depending on 
the key length, the algorithm is referred to as AES-128, AES-192, or AES-256. 
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MD5 Algorithm  

The MD5 (Message Digest Algorithm 5) is a widely used cryptographic hash function. It takes an input message of 
arbitrary length and produces a fixed-size 128-bit hash value. MD5 is designed to be a one-way function, meaning it 
should be computationally infeasible to reverse the process and obtain the original message from its hash value.  

 

 

 

 

 

                                                                                   

 

           

                                                                                   Fig 3.0.1 

1.1 Proposed System 

 

There are many reasons why encryption of data with authorized deduplication in cloud. Secure data 

deduplication uses AES and MD5 algorithms To determine if the user is an authorized user or not, it also 

looks for proof of ownership. This promotes effectiveness. The role re-encryption approach involves sharing 

the access key so that the appropriate authorized user can access the specific file without any privacy 

information leaking out. We are using both the avoidance of text and digital visuals in our effort.  

 Deduplication: For the Deduplication we use MD5 Algorithm. If deduplication Occur in file, then we 

sent to user again and if file contain is not deduplication, then store file. 

 Encryption: File contain is unique That time AES algorithm working and store file in encrypted 

format.  

 Decryption:  If user want or access file or download file in original format that time AES algorithm 

download file in decrypted format 

 

 

Fig 3.0 AES 
Architecture  
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                System Architecture : 

 

 

 

 

 

          Fig 3.1 System Architecture 

2. Implementation  

We are glad to inform that the Cloud Computing model Encryption of data with Authorized deduplication in 

cloud has been successfully build, utilizing AES and MD5 Algorithms and with the reference of architecture 

design and new technologies that have been demonstrated significant performance benefits over previous 

techniques. The system has been tested well and we are delighted to show off the application interface 

 
Fig 4.1 Home Page 

 

 
Fig 4.2 Registration Page 
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Fig 4.3 Login Page 

                                 
     Fig 4.4 Encryption and Decryption 

     
Fig 4.5 Image Encryption 

 

 
Fig 4.6 Image Decryption 
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   Fig 4.7 Image Deduplication Success 

 
Fig 4.8 Text Encryption 

 

         
Fig 4.10 Text Decryption 

 

 
Fig 4.11 Decrypted Text 
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Fig 4.12 Text Deduplication Sucess 

 

IV. FUTURE SCOPE 

Data deduplication, an efficient approach to data reduction, has gained increasing attention and popularity in 

large-scale storage systems due to the explosive growth of digital data. 

 

It eliminates redundant data at the file or subfile level and identifies duplicate content by its cryptographically 

secure hash signature which is shown to be much more computationally efficient than the traditional 

compression approaches in large-scale storage systems. 

 

V. CONCLUSION 

In this survey, we have learned to prevent duplication using the Encryption and decryption methods. Many 
deduplication methods are already present, but they provide low security.  For the text uploading we are supposed to 
analyse two algorithms, The uploading in the cloud system we will be using the Structural Similarities AES Algorithm 
the main goal of the similarity index is to recognize and check the image’s quality such as pixels, radiance, 
contradiction and the structure of image, afterwards, it measures the similarity in the two images. To reserve a large 
amount of data with its efficiency, and to prevent duplicate texts and images we are using the method of encryption. 
 

De-duplication of data, is an extremely efficient technique for data reduction, advantageous or beneficial attention. This 
has been accepted to be more efficient than traditional compression methods on huge data storage systems. 
 

The outcome of the study display that the proposed solution can significantly reduce storage costs by removing and 
altering duplicate data, while also providing strong data security through encryption and access control. The study also 
highlights the main importance of authorized deduplication in ensuring that data is not accidentally deleted or modified 
by unauthorized users. 
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