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ABSTRACT: Cloud computing is computing paradigm in which task are assigned to a combination of connections 

software, hardware, services over the internet. Several trends are opening up the era of cloud computing which is use 

for computer technology. Conceptually, users get computing platform from computing clouds and then inside run 

theirapplications. Always cheaper and more powerful processors together with the software-as-a-service computing 

architecture. These are transforming data centers into of computing service on huge scale. The increasing network 

bandwidth and reliable yet flexible network connections make it even possible that users can now subscribe high 

quality service from data and software that reside solely on remote data centers. Cloud offers great convenience to users 

„when transforming data into cloud since cloud client don‟t have to care about the complexities of direct hardware 

management 
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I.INTRODUCTION 

Cloud computing technology is an open standard, service-based; The Cloud has become a new traveler for delivering 

resources such as computing and storage to customers on demand. Rather than being a new technology in itself, the 

cloud is a new business model wrapped around new technologies such as server virtualization that take advantage of 

economies of scale and multi-tenancy to reduce the cost of using information technology resources. Here we discusses 

the business drivers in the Cloud delivery mechanism and business model, what the requirements are in this space, and 

how standard interfaces, coordinated between different organizations can meet the emerging needs for interoperability 

and portability of data between clouds.storage and infrastructure. Cloud computing providers deliver the applications 

via internet, which are accessed from web browsers, desktop and mobile apps. Cloud Computing Technologies are 

grouped into 4 sections: they are, SaaS, DSaaS, IaaS and PaaS. SaaS (Software as a Service) is an on-demand 

application service. Itdelivers software as a service over the Internet. 

 

PaaSisdelivery of computing platforms and/or solution stack as a service, often consuming cloud infrastructure and 

sustainingcloud applications. It facilitates deployment of applications without the cost and complexity of buying and 

managing the underlying hardware and software layers. It improves the flexibility in having multiple platforms in 

business environment. DSaaS (Data Storage as Services) is an on- demand storage service.Cloud computing provides 

internet- based on demand back up storage services to a customer. In this service, customers can keep their data backup 

remotely over internet servers. These backup data maintenance is taken care by DsaaS service Provider. Cloud DsaaS 

service providers are responsible for keeping the customer data confidential. Here customers need not worry on setting 

up the large discs array to keep their huge amount of data. IaaS (Infrastructure as a Service) is an on- demand 

infrastructure service. It delivers the computer infrastructure – typically a platform virtualization environment – as a 

service, along with raw (block) storage and networking. Rather than purchasing servers, software, data-center space or 

network equipment, clients can buy those resources as a fully outsourced service. 
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Security Threats and Mitigation: 

   In today’s competitive market, being able to explore data to understand customer behaviour, segment customer base, 

offer customized services, and gain insights from data provided by multiplesources is key to competitive advantage. 

Although decision makers would like to base their decisions and actions on insights gained from this data [4], making 

sense of data, extracting non obvious patterns, and using these patterns to predict future behaviour are not new topics. 

Knowledge Discovery in Data (KDD) [5] aims toextract non obvious information using careful and detailed analysis 

and interpretation. Data mining [13,8], more specifically, aims to discover previously unknown interrelations among 

apparently unrelated attributes of data sets by applying methods from several areas including machine learning, 

database systems, and statistics. Analytics comprises techniques of KDD, data mining, text mining, statistical and 

quantitative analysis, explanatory and predictive models, and advanced and interactive visualisation to drive decisions 

and actions [3,4,6].The large volume and different types of the data can demand pre-processing tasks for integrating the 

data, cleaning it, and filtering it. The prepared data is used to train a model and to estimate its parameters. Once the 

model is estimated, it should be validated before its consumption. Normally this phase requires the use of the original 

input data and specific methods to validate the created model. Finally, the model is consumed and applied to data as it 

arrives. This phase, called model scoring, is used to generate predictions, prescriptions, and recommendations. The 

results are interpreted and evaluated, used to generate new models or calibrate existing ones, or are integrated to pre-

processed data. Analytics solutions can be classified as descriptive, predictive,or prescriptive Descriptive analytics uses 

historical data to identify patterns and create management reports; it is concerned with modelling past behaviour. 

Predictiveanalytics attempts to predict the future by analysing current and historical data. Prescriptive solutions assist 

analysts in decisions by determining actions and assessing their impact regarding businessobjectives, requirements, and 

constraints.Despite the hype about it, using analytics is still a labour intensive endeavour. This is because current 

solutions for analytics are often based on proprietary appliances or software systems built for general purposes. Thus, 

significant effort is needed to tailor such solutions to the specific needs of the organisation, which includesintegrating 

different data sources and deploying the software on the company’s hardware (or, in the case of appliances, integrating 

the appliance hardware with the rest of the company’s systems)[12].Such solutions are usually developed and hosted on 

the customer’s premises, are generally complex, and their operations can take hours to execute. Cloud computing 

provides an interestingmodel for analytics, where solutions can be hosted on the Cloud and consumed by customers in 

a pay-as-you-go fashion.For this delivery model to become reality, however, several technical issues must be 

addressed, such as data management, tuning  of models, privacy, data quality, and data currency. 

 

II.RELATED WORK 

 

Recently, much of growing interest has been pursued in the context of remotely stored data verification [2]–[10], [12]–

[15]. Atenieseet al. [2] are the first to considerpublic auditability in their defined “provable data possession”(PDP) 

model for ensuring possession of files on untrusted storages. In their scheme, they utilize RSAbasedhomomorphic tags 

for auditing outsourced data, thus public auditability is achieved. However, Atenieseet al. do not consider the case of 

dynamic data storage,and the direct extension of their scheme from static data storage to dynamic case may suffer 

design and security problems. In their subsequent work [12], Atenieseet al. propose a dynamic version of the prior PDP 

scheme. However, the system imposes a priori bound on the number of queries and does not support fullydynamic data 

operations, i.e., it only allows very basic block operations with limited functionality, and blockinsertions cannot be 

supported. In [13], consider dynamic data storage in a distributed scenario, and the proposed challenge-response 

protocol can both determine the data correctness and locate possible errors.Similar to [12], they only consider partial 

support for dynamic data operation. Juelset al. [3] describe a “proof of retrievability” (PoR) model, where spot-

checking and error-correcting codes are used to ensure both “possession”and “retrievability” of data files on archive 

service systems. Specifically, some special blocks called “sentinels” are randomly embedded into the data file F for 

detection purpose, and F is further encrypted to protect the positions of these special blocks. However, like [12],the 

number of queries a client can perform is also a fixed priori, and the introduction of pre-computed “sentinels”prevents 

the development of realizing dynamic data updates. In addition, public auditability is not supported in their scheme. [4] 

design an improved PoR scheme with full proofs of security in the security model defined in [3]. They use publicly 

verifiable homomorphicauthenticators built from BLS signatures [16], based on which the proofs can be aggregated 

into a small authenticator value, and public retrievability is achieved. 



         
          ISSN(Online): 2320-9801 

             ISSN (Print):  2320-9798                                                                                                                                 

                                                                                                               

 

International Journal of Innovative Research in Computer  

and Communication Engineering 

(An ISO 3297: 2007 Certified Organization) 

    Vol. 3, Issue 10, October 2015            

 

Copyright to IJIRCCE                                                     DOI: 10.15680/IJIRCCE.2015. 0310171                                                  9938   

 

Still, the authors only consider static data files [14] was the first to explore constructions for dynamic provable data 

possession. They extend the PDP model in [2] to support provable updates to stored data files using rank-based 

authenticated skip lists. This scheme is essentially a fully dynamic version of the PDP solution.To support updates, 

especially for block insertion, they eliminate the index information in the “tag” computation in Ateniese’s PDP model 

[2] and employ authenticated skip list data structure to authenticate the tag information of challenged or updated blocks 

first before the verification procedure. However, the efficiency of their 

scheme remains unclear. Although the existing schemes aim at providing integrity verification for different data storage 

systems, the problem of supporting both public auditability and data dynamics has not been fully addressed. How to 

achieve a secure and efficient design to seamlessly integrate these two important components for data storage service 

remains an open challenging task in Cloud Computing. 

 

 

III.PASSWORD GENERATION 

 

In this level a team level password generation to authenticate the team for particular service. Example team needs to 

enter the team name, team id, team thumb image and sign. First all images get added and convert into number data. 

This data gets concatenate with textual inputs. The resultant output will be a TA (multidimensional team 

authentication) password.  

 

IV.SECURITY ANALYSIS 

 

In this section, we evaluate the security of the proposed scheme under the security model . This level is a user level 

password generation. It authenticates the user privileges. User need to enter user name, age, phone number, id and 

DOB to generate his/her password. Algorithm will process these inputs and generate the PA(multidimensional privilege 

authentication) password. Organization password alone is not sufficient to access any cloud service. Organization 

password helps to move authentication into Intranet. Team password helps to move intra team and privilege password 

helps to access the cloud service for particular user. 

 

 

 
Figure 1: Password Generation 

 

 

foresee the emergence of what they termed as Business Intelligence and Analytics (BI&A) 3.0, which will require 

underlying mobile analytics and location and context-aware techniques for collecting, processing, analysing, and 

visualising large scale mobile and sensor data. Many of these tools are still to be developed. Moreover, moving to 

BI&A 3.0 will demand efforts on integrating data from multiple sources to be processed by Cloud resources, and using 

the Cloud to assist decisions by mobile deviceusers. More recently, terms such as Analytics as a Service (AaaS) and 

Big Data as a Service (BDaaS) are becoming popular. They comprise services for data analysis similarly as IaaS offers 

computingresources. However, these analytics services still lack well defined contracts since it may be difficult to 
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measure quality and reliability of results and input data, provide promises on execution times, and guarantees on 

methods and experts responsible for analyzing the data. Therefore, there are fundamental gaps on tools to assist service 

providers and clients to perform these tasks and facilitate the definition of contracts for both parties. 

 

V.CONCLUSION AND FUTURE WORK 

 

Cloud computing helps in alleviating these problems by providing resources on-demand with costs proportional to the 

actual usage. Furthermore, it enables infrastructures to be scaled up and down rapidly, adapting the system to the actual 

demand.Although Cloud infrastructure offers such elastic capacity tosupply computational resources on demand, the 

area of Cloudsupportedanalytics is still in its early days. In this paper, we discussed the key stages of analytics 

workflows, and surveyed thestate-of-the-art of each stage in the context of Cloud-supported analytics. Model Building 

and Visualisation and User Interactions.For each of these areas, ongoing work was analysed and key open challenges 

were discussed. This survey concluded with an analysis of models for Cloud-assisted data analytics and other non-

technical challenges. In  research this paper, we examine the problem of data security problem stored the in cloud data 

storage, which is mostly a distributed storage system, In this research our scheme achieves the integration of data error 

localization and storage correctness insurance. security analysis showsthat our scheme is highly efficient. 
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