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ABSTRACT: Cloud computing has given the users the accessibility to deploy number of files to the centralized cloud
and share those with number of users. The flexibility of cloud computing always comes with the hurdles of security
concerns. The data owner always needs to encrypt the files before uploading and it must decrypt before end users. This
system needs secure storage of keys, but as files gets increased in number keys management becomes complex. We
have proposed the system called as (KASE). The system proposes aggregate key for file sharing in groups and
searchable encryption. We have observed that to create trapdoors manually for specific files it becomes very tedious
and hence we have applied the TF-IDF technique to avoid manual job.
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I. INTRODUCTION

Cloud systems can be used to enable data sharing capabilities and this can provide an abundant of benefits to the
user. There is currently a push for IT organizations to increase their data sharing efforts. In enterprise settings, demand
for data outsourcing is increased today. Data outsourcing should be assists in the strategic management of corporate
data. This scheme is also used as a core technology behind many online services. These online services used for online
application. Currently this scheme was easy to apply for free accounts for mail, photograph album, sharing of file with
storage size more than 25GB[5]. Together by using the current wireless technology, cloud users can access almost all
of their files, directories and emails by a mobile phone in any corner of the world.

Some of major requirements of secure data sharing in the Cloud are as follows. Firstly the data owner should be
able to specify a group of users that are allowed to view his or her data. Any member within the group should be able to
gain access to the data anytime, anywhere without the data owners intervention. No-one, other than the data owner and
the members of the group, should gain access to the data, including the Cloud Service Provider. The data owner should
be able to add new users to the group. The data owner should also be able to revoke access rights against any member
of the group over his or her shared data. No member of the group should be allowed to revoke rights or join new users
to the group. One trivial solution to achieving secure data sharing in the Cloud is for the data owner to encrypt his data
before storing into the Cloud, and hence the data remain information-theoretically secure against the Cloud provider
and other malicious users. When the data owner wants to share his data to a group, he sends the key used for data
encryption to each member of the group. Any member of the group can then get the encrypted data from the Cloud and
decrypt the data using the key and hence does not require the intervention of the data owner. However, the problem
with this technique is that it is computationally inefficient and places too much burden on the data owner when
considering factors such as user revocation. When the data owner revokes access rights to a member of the group, that
member should not be able to gain access to the corresponding data. Since the member still has the data access key, the
data owner has to re-encrypt the data with a new key, rendering the revoked member’s key useless. When the data is re-
encrypted, he must distribute the new key to the remaining users in the group and this is computationally inefficient and
places too much burden on the data owner when considering large group sizes that could be in excess of millions of
users. Hence this solution is impractical to be deployed in the real-world for very critical data such as business,
government and medical related data. While considering data privacy, we cannot rely on traditional technique of
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authentication, because unexpected privilege escalation will expose all data. Solution is to encrypt data before
uploading to the server with users own key. Data sharing is again important functionality of cloud storage, because user
can share data from anywhere and anytime to anyone. For example, organization may grant permission to access part of
sensitive data to their employees. But challenging task is that how to share encrypted data. Traditional way is user can
download the encrypted data from storage, decrypt that data and send it to share with others, but it loses the importance
of cloud storage.

Il. LITERATURE SURVEY

This section provides the purpose of the feasibility study[12,14], the background of the proposed system, the
methodology used for performing the study, and any reference materials used in conducting the feasibility study for the
project.

A. Multi-User Searchable Encryption

There is a rich literature on searchable encryption, including SSE schemes [6] and PEKS schemes [8]. In
contrast to those existing work, in the context of cloud storage, keyword search under the multi-tenancy setting is a
more common scenario. In such a scenario, the data owner would like to share a document with a group of authorized
users, and each user who has the access right can provide a trapdoor to perform the keyword search over the shared
document. In MUSE scenario, although they all adopt single-key combined with access control to achieve the goal[9],
and schemes are constructed by sharing the documents searchable encryption key with all users who can access it, and
broadcast encryption is used to achieve coarse-grained access control. Attribute based encryption (ABE) is applied to
achieve fine-grained access control[2] aware keyword search[13]. Attribute-based encryption (ABE) [8] allows each
ciphertext to be associated with an attribute, and the master-secret key holder can extract a secret key for a policy of
these attributes so that a ciphertext can be decrypted by this key if its associated attribute conforms to the policy.

B. Multi-Key Searchable Encryption

In a multi-user application, consider that the number of trapdoors is proportional to the number of documents
to search over (if the user Multi-user Searchable Encryption provides to the server a keyword trapdoor under each key
with which a matching document might be encrypted), firstly introduces the concept of multi-key searchable encryption
(MKSE) and puts forward the first feasible scheme in 2013[10]. MKSE allows a user to provide a single keyword
trapdoor to the server, but still allows the server to search for that trapdoors keyword in documents encrypted with
different keys[7].

111. PROPOSED ALGORITHM

A. Design Considerations:

The proposed product is designed for secure authorized access to cloud database. In this system, hybrid cloud
architecture is introduced. The intermediate proxy server keys for privileges will not be issued to users directly, which
will be kept and may become single point of failure. User cannot trust third parties as value of data is high for user. In
this way, the users cannot give control of data to entrusted parties or in hand of cloud service provider. The authorized
access can guarantee data confidentiality and optimal complexity to access that data.

KASE scheme to solve the above mentioned problem in problem definition. There is need to concentrate on
two techniques. The architecture basically build on entities like CSP, Data owner, End User and Components like
encryptor, decryptor and key generator. The Data owner first uploads the file/files and generates the aggregate key
based on the ciphertext classes which is known as personal document hierarchy.

The key generation is basically composed as the combination of node id, node name, and parent node id of the
hierarchy tree[4]. Once the aggregate key is generated file will be encrypted under the Elgamal algorithm and trapdoors
will be generated for the files. These trapdoors and encrypted file will be uploaded on the cloud. Meanwhile data owner
will share the Aggregate key with the End User.

End user on the other hand, will search the document based on the trapdoors and will decrypt the original files
on submission of decryption keys.
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B. Description of the Proposed Algorithm:

The below proposed algorithm is basically deals with complete data sharing model in group. The each step represent
the as describe the below.

Step 1: This step basically initialize the basic set up model and generating the public keys. Public keys are generating
through random alphanumeric characters also considering global number of users.

Initialize the public parameters:

Pk = random_gen(setoff(characters, numbers), random_user_id)
Step 2: Dataowner will upload the files and select the users to be able to access the file and encryption of files.

Upload the file (Dataowner):
E’(F) = Encrypt(F)

Step 3: After encryption of files, the dataowner should also generate the trapdoors.

Generate Trapdoors:
Td = Trap(F, w’)
Where w’ = set of keywords

Step 4: User must create the aggregate key based on the cipher text class and send this to end users.

Generate aggregate key:
K = Combine(F, tag(level, Pk))

Step 5: At last, encrypted file and trapdoor must be send to cloud for storage.

Upload to CSP:
CSP(F)=FE’(F) + Td

Step 6: At the end user side, end user will decrypt the file specifying the aggregate key.

Decrypt at user end:
F = Decrypt(E’(F))

1V. PSEUDO CODE
o KeyGen():
In this step system initialization will be done and public and private key pair will be generated in order to
perform the encryption. This key will be based on the nodes of binary tree hierarchy which will be defined by data
owner. Each node represents the privacy level of Data owner interest known as ciphertext classes.

o ElGamal Encryption Algorithm

INPUT: A plaintext integer m satisfying 0<m<p, and recipient’s public key p, g, and h.
OUTPUT: Pair of integers(v,w)

function ENCRYPT (m)

Select a pseudo-random integer Kk, such that 0<k<p-1
Compute v=g* mod p

Compute w=m . h*mod p

return (v,w)

end function

ogkhwphE
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o ElGamal Decryption Algorithm

INPUT: A ciphertext integers v and w, and own private-key a and p.
OUTPUT: message m, which is an EIGamal decryption of (v,w).

function DECRYPT(v,w)
Compute t=v"*? mod p
Compute m=t. wmod p
returnm

end function

apwdOE

V.SIMULATION RESULTS

The simulation studies involve To perform this operation under live cloud having minimum 32 GB RAM and with 5.5
version of MySQL. The algorithm Elgamal is selected to give better results. The size of the public key is minimal in
Elgamal and it definitely affects the size of cipher text. The size of cipher text is lower as compare to other asymmetric
encryption algorithm. The trapdoorQ generation is another important aspect of our application. The technique based on
the synonym of the word under the paragraph is expected to have efficient keywords. The result are expected to give
better execution time as compare to base paper.

300

250
e
‘o 200
E
o paper
% $150
g8 mal Algorithum
< QO
w on

100 -

50 -

1nnnnjme size(kb) 30000kh

Fig. 1. Simulation result in terms of Execution time.
Fig. 2.
As shown in fig.1 we can see execution time required for our proposed solution is less than traditional. The
base paper take almost 206 sec to encrypt the 10000kb files and Elgamal is expected to take approx 135 sec. The base
paper take almost 259 sec to encrypt the 30000kb files and Elgamal is expected to take approx 170 sec.

V1. CONCLUSION AND FUTURE WORK

The analysed scheme of Aggregate key along with searchable encryption in experiment. The aggregate key is
basically composed from binary tree nodes from the hierarchy tree of data owner interest of privacy. The aggregate key
allows the decryption of files at the child nodes of aggregate key node. The searchable encryption is basically
composed of trapdoors concept. We have also studies the recent encryption algorithm ElGamal and synonym based
keyword extraction scheme.
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