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ABSTRACT: As we know, Social Networking Sites are being used in Terrorist Activities for secret communication by
the Terrorists. That’s why, it has become prime necessity of different countries like India, U.S.A, Russia etc. to find a
solution to stop these secret communication. In this research paper, we have introduced a new and efficient technique
that will stop secret communication over internet (or Social Networking Sites). In this research, we have used
Steganography and Cryptography both. RMP ZR 1.0 will give full control to the Social Networking Sites over the
transfer of Stegano Images. It may be proved to be very successful technique to make terrorists attempt failure.
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I. INTRODUCTION

RMP ZR 1.0 is an efficient technique which will meet the prime necessity of countries like India, U.S.A, Russia etc to
stop secret communication over internet (or Social Networking Sites). The basic principles behind the development of
RMP ZR 1.0 are the concepts of Steganography as well as Cryptography. If a sender ‘A’ sends a hidden message (or
information) behind an image through a Social Networking Site, ‘Mbook’ to ‘B’ then the receiver ‘B’ will surely
receive the image, though ‘B’ cannot retrieve the original message as sent by ‘A’. The reason behind this is that RMP
ZR 1.0 will be applied to the image just when the user clicks the upload button.

Cryptography Versus Steganography: Steganography™!! differs from cryptography in the sense that where cryptography
focuses on keeping the contents of a message secret, steganography focuses on keeping the existence of a message
secret. Steganography and cryptography are both ways to protect information from unwanted parties but neither
technology alone is perfect and can be compromised. Once the presence of hidden information is revealed or even
suspected, the purpose of steganography is partly defeated. The strength of steganography can thus be amplified by
combining it with cryptography. The comparison and contrast between steganography and cryptography is illustrated
from the following table!?:

S. No. Context Steganography Cryptography
1. Host Files Image, Audio, Text, etc. Mostly Text Files
2. Hidden Files Image, Audio, Text, etc. Mostly Text Files
3. Result Stego File Cipher Text
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Steganalysis: Analysis of a

4. Type of Attack file with an Cryptanalysis

objective of finding whether
it is stego file or not.

Table No. 1.1

Il. INITIAL RESEARCH WORKS:

1. We have sent a .bmp image of size 20x20 through Gmail to a Gmail-id and then downloaded the image at the
receiver’s end.

2. We have uploaded a bitmap image (.bmp), a .jpeg image, a .png image and a .gif image of size 20x20 at
Facebook. After that we downloaded the image.

3. We have sent a .bmp image through Whatsapp and downloaded the image at the receiver image.

We compared the original image with the image we obtained after download as from the receiver’s end.

Conclusion 1: When we downloaded the image from Gmail we obtained .jpeg image instead of the .bmp image which
was sent.

Conclusion 2: When we downloaded the image from Facebook we got .jpeg image instead of .bmp and .jpeg. As far as
.png and .gif image are considered we got the .png and .gif respectively.

Conclusion 3: In case of WhatsApp we obtained the same result as we mentioned in Conclusion 2.
Final Conclusion of our Initial Research Work:

We conclude from the analysis that the image obtained after download will have the same extension as of the image
which was sent by the sender. This conclusion is not valid for .omp image. If we send a .bmp image it will be converted
into .jpeg image (Due to compression) that means if a sender sends an image in .bmp format the sender will receive
.jpeg image when he/she downloads the image.

11l. PROPOSED ALGORITHM

Assumption: We are assuming all the images which are being transferred over a network, are the Stego images. That’s
why to check this we will apply this Proposed Algorithm to all the images while they are being uploaded. For instance,
suppose X, Y are the terrorists and X is trying to send some information hidden behind a career image to Y. For this
when he just clicked the image button, this Algorithm will be applied to the image firstly then it will be uploaded to the
network. In this case B will surely get the image but he will not be able to retrieve the original message as sent by A,
because of modification.
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Consider the taken image as Figure 1.

Figure 1
where | and b are the length and the breadth of the image (dimension of the image i.e. | x b)
In this research, we have used Steganography as well as Cryptography both. The reason behind this is that either
Steganography or Cryptography alone is an efficient technique for secret communication over the internet (or Social
Networking Sites). It is not safe enough to communicate secretly over an unsecured network using one of them alone.
Step 1: Find out the co-ordinates of point A, B, C, D, E,F, G, H, I, J, K, L, M, N, O, O’, P, Q, R, S, T as follows:
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A=(0,0) B=(l,b) C=(,b) D=(0,h)

E = (I/4, b/4) F = (31/4, b/4) G = (31/4, 3b/4) H=(1/4,3b/4)

I = (0, b/2) J=(I/6, b/2) K = (I/4, b/2) L=(31/8,b/2)

M = (51/8, b/2) N = (31/4, b/2) O = (51/6, b/2) O’=(1/2,b/2)
P=(l,b/2) Q=(/2,0) R = (1/2, b/4) S=(1/2,3b/4)
T=(/2,b)

Step 2: Find out the pixel intensity of the points A, B, C, ...... , R, S, T by using Algorithm RZ 1.0

Step 3: Convert the pixel intensity from decimal to binary form.
Step 4: Consider only the first eight bits of the pixel intensity (which is converted into binary form).
Step 5: Find X as
X =(Z+Pv)

where Z = first eight bits of the pixel intensity and

Pv = eight bits of position value in the binary form
Step 6: Findrl as

rl =rand() % 255

Calculate (key);o usingthe following formulae:

rl +100 //ifrl < 100
(keYo = { (2)+50 /7ifrl > 100
2
Step 7: Find (key), i.e. K; (say).
Step 8: Create message as follows:
M1 =
X | K| X Ko | X2 | Ky | X K,
X | K| X Ko | X2 | Ky | X K,
X Ko | X' | Ky | X K, X | Ky
X Ko | X' | Ky | X K, X | Ky
(Note: 1 block = 8 hits)
Where X, X’, K, and K;’ all are of 8 bits.
KEY =
B, B, Bs Bs, | Bs | Bs B, Bs
BQ BlO Bll BlZ Bl3 Bl4 BlS BlG
Bl7 BlS Blg BZO BZl BZZ BZ3 BZ4
Bas | Bos | Bor | Bag | Bag | Bao | Bar | Ba
B1 = Ky;

Up to Bg follow the following instruction Shift the MSB to the LSB position and shift the LSB to one bit towards left.
For instance, K, = (11100001), hence,

B, = (1110 00@T),

B;=(11 1),
B, = (1100 0011),
Bs; = (1000 0111),
Andsoon...
From By to By follow the following procedure :
Bg =
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Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit
8 7 4 3 6 5 2 1

For instance, B9 = (11001001), (From the above).

And so on..

Now Calculate as follows :

B =B; OR By; Blg =B; OR B3 Blg =B; OR By; Bzo =B, OR B3
B,; = B, OR By; By = B3 OR B, 823 = B5 XOR Be, By, = B5 XOR By
825 = B5 XOR Bg, Bze = Be XOR By By; = Be XOR Bg, Bzg:B7 XOR Bg
Bag = By AND Biy; B3g = B1g AND By, Bs; = B13 AND Byg; B3, = B1s AND By

Now we will perform XOR operation between M1 and KEY such that
Res = M1 XOR KEY
Res will be of 256 Bits.
Step 9: Apply MATLAB Code RZ 2.0, a Data Compression Technique and store it in RRes.
Step 10: Repeat Step 9 and overwrite the value in RRes until RRes is reduced to 4 bits.
Step 11: Overwrite these 4 bits to pixel intensity (in binary form) of the pints A, B, C, ...... ST

Algorithm RZ 1.0

Step 1: Open the image in MATLAB. For instance, consider the following statement:
a = imread(* D:\sti\N_Imagel.bmp ’);
Here “‘a’ is a variable used in workplace; ‘N_Imagel.bmp’ is an image which is stored in “sti’ folder in ‘D:\’ drive; and
‘imread’” is a MATLAB Command.
Step 2: Find out a, ay, a; as follows:
a;=double(i(:,:,1))
a,=double(i(:,:,2))
as=double(i(:,:,3))
Step 3: Determine ‘X’ using the following mathematical statement:
X=a;+a,+a3
MATLAB Code RZ 2.0:
cle;
clear all;
close all;
sig=1:4;
Symbols=[1 2 3 4];
P=[0.10.30.40.2];
dict=huffmandict(Symbols,P);
temp=dict;
for i=1: length(temp)
temp {i,2}= num2str(temp{i,2});
end
disp(temp);
hcode= huffmanenco(sig,dict)

V. SCOPE AND FUTURE

The features of RMP ZR 1.0 can be enhanced in near future that may help to suppress Terrorism.
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VI. CONCLUSION

This Algorithm RMP ZR 1.0 is found to be very efficient and successful to stop secret communication over Internet or
Social Networking Sites through image steganography. If RMP ZR 1.0 is used then no secret information of our Nation
‘India’ can be sent to different countries by the spy placed in our countries. This is the reason why terrorism will be
reduced up to much extent. RMP ZR 1.0 will give the control to ‘The Indian Defense’ over the terrorist activities.
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