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ABSTRACT: Nowadays, Mobile Ad Hoc Networks (MANETs) are more vulnerable to various types of attacks due to 
the insecure communication medium and infrastructure-less environment. In this paper a system is proposed to detect 
misbehaving node in a homogeneous as well asa heterogeneous environment. In such networks, to monitor the behavior 
of nodes over a wide environment it is proposed to realize an intrusion detection system with only a single monitor 
node to be elected. This node will monitor the function of each node in the entire network. If there is any disruption in 
the normal behavior of a communication channel then the monitor node will identify the node, which is malicious node. 
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I. INTRODUCTION 
 

Mobile ad-hoc networks (MANETs) can be formed without any fixed infrastructure. A MANET is an infrastructure 
less network, since the nodes belonging to the network can easily move in the environment. It is due to this mobility of 
nodes, the network topology cannot be predicted. In this environment each node can have be a transceiver and receiver, 
so eachnode can also act as a router and the nodes communicate with each other without any fixed infrastructure. If 
both the sender and the receiver nodes are within their radio range, then they will communicate directly otherwise 
communication needs one or more intermediate node. This is called multihop communication. Therefore, there are 
normally situations when each node acts as a host and router at the same time. 
MANETs are more vulnerable to attacks because of the open communication medium. The attacks can be classified 
into two categories: active attacks and passive attacks. Many methods have been proposed to detect active attacks, but 
passive attacks are more challenging in ad-hoc network environments. So, we observe numerous research efforts that 
have been made to secure ad-hoc networks from the attackers; but there are no sufficient methods for detection of an 
attacker and respond to an attacker. To solve this problem many Intrusion Detection systems (IDS) have been 
proposed. In Cluster Based Intrusion Detection (CBID) Systems, the mobile nodes are grouped together to form two or 
more clusters. Within the cluster, one node will be elected as a cluster head and this head node will monitor the 
behaviours of each and every node in that cluster. If there is any malicious activity identified by a cluster head then it 
will detect the intruder node and expel the misbehaving node from the cluster. 
The rest of the paper is organized as follows: In Section II we review the literature survey. Various types of attacks are 
described in Section III. In Section IV we present the proposed mechanism. We conclude the paper in Section V. 

II. LITERATURE SURVEY 
 

Many intrusion detection systems have been proposed. In 2003, P.M.Mafra [1] proposed algorithms for a distributed 
intrusion detection system in MANETs. The aim of this paper is to employ fault tolerance techniques and cryptographic 
mechanisms to detect and deal with malicious or faulty nodes. This model focused only on hierarchical IDS model used 
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to detect the malicious activity in MANET environments. But this method did not focus on other malicious activity 
detection ideas. 
Hasini.et.al [2] proposed the IDS applications that can be used in an environment with a set of mobile nodes. In which a 
leader node will be elected to monitor the behaviour of an entire network. This method reduces the energy 
consumption, network traffic and also leader election and also intrusion detection process. Ali. H. Afsari [3] proposed 
end to end communication between source and destination. The OLSR protocol mechanism was used to perform 
intrusion detection accurately and to isolate the misbehaving node. 
Nisha Dang.et.al [4] proposed a clusterbased intrusion detection system and it analyse the involvement of overhead in 
cluster based intrusion detection systems and also explored some techniques for reduction of attacks. But this method 
has not provided any secure algorithm in terms of time consumption. 
EjazAhmed.et.al[5] proposed a generalized clustering algorithm to detect intruders, which had high detection rate and 
low processing and memory overheads. But, CBID systemsrequire different routing protocolsto check the effectiveness 
and independence, which are not taken for consideration. 

III. ATTACKS IN MANET 
 
Attacks on mobile ad hoc networks can be divided in to two categories: 

 Passive Attacks 
 Active Attacks 

Passive attacks will not perform any operation on the data.Instead it will just listen to the data which is being 
transmitted. But in active attacks the data will be modified by intruders, which include modifying the content or 
appending the new data which may disturb the normal operation of a network. Internal attack is the attack that comes 
from a compromised node inside the network. Whereas, as external attacks comes from outside of the network and  
also may cause congestion in the networks . Sometimes active attacks may be created by compromise nodes or selfish 
nodes that drop the packets. 

 
A. WORMHOLE ATTACK: 

In  a wormhole attack, an attacker receives packets at one point in the network , “tunnels” them  to another point in 
the network, and then replays them in to the network  from  that point.Routing can be disrupted when routing protocol 
message are tunnelled. This tunnel between two colluding attack is known as wormhole. 

 
B. EAVESDROPPING ATTACK: 

In this type of attacks, the intruder silently listens to the communication by tapping the wireless link. 
 

C. FLOODING  ATTACK: 
In a flooding attack, attacker exhausts the network resources, such as bandwidth and to consumes a nodes resources, 

such as computational and battery power or to disrupt the routing operation to cause server degradation in network 
performance. 

 
D. BLACK-HOLE  ATTACK: 

In this type of attack, a malicious node acts like a Black hole, dropping all data packets passing through it as like 
matter and energy disappears from our universe in a black hole. If the attacking node is a connecting node of two 
connecting componentsof that network, then it effectively separates the network in to two disconnected components. 

 
E. GRAY-HOLE  ATTACK: 

In this attack, instead of dropping all packets the intruder node will randomly drop the packets. 
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F. JELLYFISH  ATTACK: 
Jellyfish attack is somewhat different from Black-Hole & Gray-Hole attack. Instead of blindly dropping the data 

packets, it delays them before finally delivering them. It may even scramble the order of packets in which they are 
received and sends it in random order. This disrupts the normal flow control mechanism used by nodes for reliable 
transmission. This attack can result in significant end to end delay and thereby degrading QoS. 

 
G. ROUTELOOP  ATTACK: 

The malicious node may advertise wrong routes to the source node, due to which, the source node may send packets 
through wrong route. So the packet may not reach the destination within the stipulated time. 

 
H. IGNORING THE MAC PROTOCOL  ATTACK: 

In an ad-hoc network environment only two nodes can communicate with each other at a time. But this rule may not 
be known by malicious node. The malicious node may initiates sending a packet to a node when it already has 
communication with some other node. 

 
I. CLONING NODE ATTACK: 

In a clone node attack, the malicious node captures the credentials of the original node by extracting its feature and 
replicates it in the network. 

 

IV.  PROPOSED SYSTEM 
 
In this paper it is proposed that a cluster based intrusion detection system with a single master cluster-head will 

monitor the behavior of nodes both in inter-cluster and intra-cluster. In this method, one cluster head will be elected 
from each cluster, and then one master cluster-head will be elected from among the different cluster-heads. This master 
cluster-head node will collect the information from the different cluster-heads, analyses the presence of intrusion and 
then eliminates the malicious node or malicious nodes from the network. This system is being implemented using NS2 
tool. 

V. CONCLUSION 

 
Currently MANET plays a vital role in information sharing era, due to the rapidadvancement in wireless technology. 
MANET is vulnerable to intrusion because of the dynamic change in network topology and the lack of security 
measures. So, this type of network requires security incorporation into the environment. The intrusion detection system 
will monitor the behaviour of nodes in the network and detect and isolate the malicious node(s). The conventional 
detection mechanisms will slow down the process of creating harmful event in a mobile environment with several 
issues, which harness the quality of the MANET. So the proposed cluster based intrusion detection system will protect 
the mobile network with minimized overheads. 
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