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ABSTRACT: Wireless networks are vulnerable to Sybil attacks, in which a malicious node poses as many identities in
order to gain disproportionate influence. Many defences based on spatial variability of wireless channels exist, but
depend either on detailed, multi-tap channel estimation—something not exposed on commodity 802.11 devices—or
valid RSSI observations from multiple trusted sources, e.g., corporate access points—something not directly available
in ad hoc and delay-tolerant networks with potentially malicious neighbours. We extend these techniques to be practical
for wireless ad hoc networks of commodity 802.11 devices. Specifically, we propose two efficient methods for
separating the valid RSSI observations of behaving nodes from those falsified by malicious participants. Further, we
note that prior signalprint methods are easily defeated by mobile attackers and develop an appropriate challenge-
response defense. Finally, we try implementing the Mason test concepts, the first implementation of these techniques
for ad hoc and delay-tolerant networks of commodity 802.11 devices. We illustrate its performance in several real-
world scenarios.

KEYWORDS: Wireless networks, Manets, Sybil attacks, RSSI value, Network vulnerability, Identity stealing
. INTRODUCTION

A wireless networks is a way to establish communication among nodes without having hurdles of wires. Wireless
networks may be implemented in various manners like mobile ad-hoc networks (MANET), vehicular ad-hoc networks
(VANET), wire-less sensor networks etc. mobile ad-hoc network is collection of various wireless mobile nodes
connected by wireless links. It is an autonomous system which does not require any pre-existing infrastructure and
establish for temporary purpose. Ad-hoc is a Latin word which stands “for this” also known as IEEE 802.11 standard.
It is a new technology emerged for fast, in ex-pensive network establishment without having burden of other devices
like hub, switches or router. Here, devices are itself capable to behave as node or router to discover a route and forward
packets. In MANET, each mobile node has communication range depend upon transmission power, antenna gain and
loss along with antenna height. Communication in the net-works depends upon the connection among nodes using
wireless links. A node can communicate to another node either through direct link connection or passing through multi-
hop-routing nodes. It always depends upon radio range of node and connectivity among same.

Proposed defences (see Levine et al. for a survey fall into two categories. Trusted certification methods [7], [8] use
a central authority to vet potential participants and thus are not useful in open ad hoc (and delay-tolerant) networks.
Resource testing methods [9], [10], [11], [12] verify the resources (e.g., computing capability, storage capacity, real-
world social relationships, etc.) of each physical entity. Most are easily defeated in ad hoc networks of resource-limited
mobile devices by attackers with access to greater resources, e.g., workstations or data centres.

1. RELATED WORK

Many Sybil defence techniques are built on resource testing of wireless channels, because placing transmitters in
many locations is much more difficult than acquiring additional computation or memory resources. Xiao et al.
observe that in OFDM-based 802.11 channels, the coherence bandwidth is much smaller than the system bandwidth
and thus the channel response estimates at wellspaced frequency taps are uncorrelated, forming a vector
unique to the transmitter location and robust to changes in transmitter power [15]. Li et al. use the unique mapping
between identity and wireless channel to develop a channel-based authentication scheme, using both pulse-type probing
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in the time domain and multi-tone probing in the frequency domain for channel estimation. Although not originally
designed for Sybil defence, applying this technique to detect multiple identities sharing the same channel is
straightforward. A primary drawback of this class of work is its restriction to specialized hardware or firmware, as
commodity 802.11 devices do not expose detailed channel information to the driver and operating system. Faria and
Cheriton and Demirbas and Song independently developed the signalprint technique, which greatly simplifies channel
estimations while maintaining high Sybil detection performance [16]. Instead of measuring probe responses, a vector of
RSSIs reported by multiple receivers at different locations is used to characterize the sender’s unique location and
wireless environment. This class of work [16] has two disadvantages. First it relies on trusted external measurements,
e.g., RSSIs from trusted 802.11 access points, which are generally unavailable in open ad hoc networks. Our work
builds on their ideas, but does not rely on any particular external device being trustworthy. Second, it restricts the attack
model to stationary devices, even though attackers can easily use mobile devices. Our work detects and rejects moving
nodes, instead of accepting them as non-Sybil.

I1l. TYPES OF ATTACKS

Passive Attack— It is kind of where malicious node listens and observes the content of packet by eavesdropping
and traffic analysis. But it does not make any fabrication and modification or drop packet.
Active attack - attacker may try to introduce malicious node inside the network or compromise the trusted
node for Dropping of packets, denial of service attack, modification of data and sending fabricated spoofed message
in network.

Smurf attack— Sybil node send ICMP echo message to broadcast address of network with spoofed IP address of
legitimate node then ICMP echo-reply message from all host in network is designated to legitimate node which create
flooding traffic for legitimate node

Fraggle attack — Sybil node broadcast UDP echo packet to network with spoofed identity of legitimate node
and legitimate node flooded with reply traffic from network.
ARP-poisoning attack - Sybil node send reply message of arp request with spoofed IP address of gateway so
it become gateway for node and perform active or passive attack on packet which send by nodes.
Routing loop — Sybil node send RREQ packet in network then nodes send RREP to Sybil node but the RREQ
source not listed in network so RREP packet propagate in hole network until TTL value of IP packet is expired
TTL expiry attack - Sybil node decrement the TTL value to zero of IP packet which it received to forward ,then
Sybil node send ICMP time exceeded with spoofed identity of legitimated node.so source node assume there is routing-
issue with particular node and remove node form its routing table.

IV. PROPOSED ALGORITHM

Following graphical representation is an illustration that how a Sybil can attack and where it can reside.
This system shows how to prevent the arrival of Sybil requests

RSSI calculation

Identity change by a node posing as its original node
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Design Considerations:

Check for IP and MAC match in a black list
Scalar RSSI values for range prediction
Maintaining a database for Sybil nodes id
Public key encryption

Address verification

A. Description of the Proposed Algorithm:
Aim of the proposed algorithm is to maximize the security aspects of nodes in wireless network like manet by using
the ip, mac check process and RSSI value calculation to enable the extensive features of security.

Step 1: IP Check in black list
Step 2: MAC check for verifying the node identity

Step 3: Calculate scalar RSSI values
Step 4: Establish a connection once the verification satisfies the authentication policies
V. DETECTING THE MOVING ATTACKERS

A mobile attacker can defeat signalprint comparison by changing locations or orientations between transmissions to
associate distinct signalprints with each Sybil identity. Instead of restricting the attack model to only stationary
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devices, we protect against moving attacks by detecting moving nodes. Moving nodes are treated as non-conforming, in
essence, and will not be able to participate in network protocols until stationary enough to be tested for Sybilness
again. Fortunately, in the networks we consider, most conforming nodes (e.g., human-carried smartphones and laptops)
are stationary over most short time-spans (1 to 2 min), due to human mobility habits. Thus, multiple transmissions
should have the same signalprints [15]. From this observation, we develop a protocol to detect moving attackers.
Again, the lack of trusted observations is troublesome. Instead of comparing signalprints, we compare the initiator’s
observations: all transmissions from a conforming node should have the same RSSI. As shown in Section 9,
this simple criterion yields acceptable detection.

V1. ALGORITHM/FLOW CHART
Establishing a connection between two peers and to a server can result in a unauthorized access to the network
or to the available files in the system. Hence the requirement to avoid this is to check for the black list which is a part of
the system we are proposing in which the predicted and detected sybil nodes would be stored. That enables the systems
in network to have a primary security feature to achieve discard unwanted requests from random systems.

a) Phasel — IP and MAC check for nodes requesting a service and Scalar RSSI calculation

Start

Create 15 nodes

”E'%hffl”é;t“k 1} Identity collection
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IP and MAC Block List /& *
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Once the IP and MAC filtering is done, the RSSI values will be evaluated and provide with the service. If
found with wrong or improper RSSI values for the requesting systems, it has to be discarded for the service. alculating
stable RSSI values indicates the truthness of the systems to classify Sybil and non0Sybil systems among all.
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b) Phase 2- Service enablement
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VII. SCREENSHOTS

1) Home window showing transmission of data to a non-sybil identity
The following screenshot shows the prompt that lists the available network terminals in the current network.
Selecting a file to send to the destination is done using this terminal and encrypted with the public key encryption
technique. We will receive a notification on the successful transmission of the data with flash message which is
illustrated in the following picture.

EirEir=

NEXTME SH
Piz Enter The Destination Name SREE-PC <IDOCTYPE htmi= SREEPC |
<htmi

% LocarioNer

The Core Address is : 127.0.0.1

SREE-PC

2) Encrypted data
As mentioned the data is being encrypted and sent over the network once the destination is prescribed by the
sender. All this process can come into picture only if it bypasses the IP and MAC filtering. Thus the selected data will
be converted into the cipher form to give a secure feature.
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VI1I. CONCLUSION AND FUTURE WORK

We have described a method to use signalprints to detect Sybil attacks in open ad hoc and delay-tolerant networks
without requiring trust in any other node or authority. We use the inherent difficulty of predicting RSSIs to separate
true and false RSSI observations reported by one-hop neighbours. Attackers using motion to defeat the signalprint
technique are detected by requiring low-latency  retransmissions  from the same  position.

It eliminates 99.6-100 percent of Sybil identities in office environments, 91 percent in a crowded highmotion
cafeteria, and 96 percent in a high-motion open outdoor environment. It accepts 88-97 percent of conforming identities
in the office environments, 87 percent in the cafeteria, and 61 percent in the outdoor environment. The vast majority of
rejected conforming identities were eliminated due to motion.
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