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ABSTRACT: Cloud computing is the biggest buzz in the computer world these days maybe too big of a buzz. Cloud 
computing means different things to different people. Cloud computing is not a small, undeveloped branch of IT. 
Research firm IDC thinks that cloud computing will reach $42 billion in 2012. You can do everything on cloud from 
running applications to storing data off-site. You can run entire operating systems on the cloud. This paper is for 
anyone who may have recently heard the term "cloud computing" for the first time and needs to know what it is and 
how it helps them. We find those concerns are not adequate and more should be added in terms of five aspects (i.e., 
availability, confidentiality, data integrity, control, audit) for security.  Moreover,  released acts on privacy are out of 
date to protect users’ private information in the new environment (i.e., Cloud Computing system environment) since 
they are no longer applicable to the new relationship between users and providers, which contains three parties  (i.e.,  
Cloud  service  user,  Cloud  service  provider/Cloud user, Cloud  provider).  Multi located data storage and services 
(i.e., applications) in the Cloud make privacy issues even worse. Hence, adapting released acts for new scenarios in the 
Cloud, it will result in more users to step into Cloud. We claim that the prosperity in Cloud Computing literature is to 
be coming after those security and privacy issues have been resolved. 
 
KEYWORDS: Cloud Computing, Data Security, Data Privacy 

I. INTRODUCTION 
 
Computer in its evolution form has been changed multiple times, as learned from its past events. First from the 
beginning when mainframes (i.e. state-of-the-art computers for mission critical tasks, named in mid of 1960s referred 
to their main CPU cabinets) were predicted to be the future of computing. Indeed mainframes and large scale machines 
were built and used, and in some circumstances they are used similarly today. The trend, however, turned from bigger 
and more expensive, to smaller and more affordable commodity PCs and servers which are tired together to construct 
the so called Cloud Computing System, denoted as Cloud in short, due to their same capability in providing services, say 
storage, computation, and management and so on. Moreover, Cloud has advantages in offering more scalable, fault-
tolerant services with even higher performance. Cloud computing can provide infinite computing resources  on  demand  
due  to  its  high  scalability  in  nature, which  eliminates  the  needs  for  Cloud  service  providers  to plan far ahead on 
hardware provisioning. As Cloud service providers can eliminate an up-front commitment, they are able to start from 
small companies and increase hardware resources only when there is an increase in need. Because of the capability 
of renting hardware from Cloud Computing providers, they are charged in terms of computing resources usage on a 
short-term basis (e.g., processors by the hour and storage by the day), and can release computing resources as they 
need, which is the so called utility computing. Therefore, some of the Cloud users enjoy the scalability of Cloud to 
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provide services (e.g. Data as a Service (Daas), Software as a Service (SaaS), and Platform as a Service (PaaS)) to a 
larger amount of end users above Cloud Computing systems. Under this computing ecosystem, Cloud Computing is 
developing at an amazing pace. 
Many companies, such as Amazon, Google, and Microsoft and so on, accelerate their paces in developing Cloud 
Computing systems and enhancing its services providing to a larger amount of users. As consisted of hundreds of 
thousands of commodity PCs and servers (say low prices), Cloud is more capable for competitions between 
companies. The successes of the above companies, say Google, Amazon and so on, are great examples and 
encourage an amount of other companies to step into the Cloud, such as MediaTemple, Mosso, Joyent, Flexicale, and 
so on. Lots of services, such DaaS, SaaS, PaaS, IaaS, etc. get into practice and provide to millions of users. On the 
other hand, more and more users are considering Cloud Computing is important and start to setup applications in the 
Cloud Computing system or adopt the services provided by it. According to a survey conducted by Forrester [1] 
over a large number of firms, which evaluate the importance of using Software as a Service (SaaS) in terms of their 
points of view, more and more firms are thinking it is important. Fig. 1 gives it in detail. 15% of the firms view it is 
important and another 5% of the firms consider it is very important. In the survey [1], it also claims that a typical 
organization today might have 5 to 15 applications in the Cloud. As Cloud Computing has advantages for both 
providers and users, it is developing in an amazing pace and predicted to grow and be adopted by a large 
amount of users in the near future [2]. Thus, Cloud Computing is becoming a well-known buzzword nowadays. 
However, security and privacy issues present a strong barrier for users to adapt into Cloud Computing systems. 
According to an IDC survey in August 2008, which is conducted of 244 IT executives/CIOs and their line-of-business 
(LOB) colleagues about their companies’ use of and views about IT Cloud Services,  security  is  regarded  as  the  top  
challenge  of  nine [3]. Fig. 2 shows the nine challenges in detail. Security is the top one concern, say users of 
Cloud Computing worry about their businesses’ information and critical IT resources in the Cloud Computing 
system which are vulnerable to be attacked. Nevertheless, concerns on performance and availability are below the 
security. Furthermore, Cloud Computing becomes a hot topic at the RSA security conference in San Francisco  in  
April  2009.  Cisco  CEO  Chambers  said  that Cloud  computing  was  inevitable,  but  that  it  would  shake- up  the  
way  that  networks  are  secured  on  that  conference. Again, Forrester [1] also said data protection, operational 
integrity vulnerability management, business continuity (BC), disaster recovery (DR), and identity management (IAM) 
are top concerns of security issues for Cloud Computing and privacy is another key concern. Security and privacy of 
Cloud Computing system become a key factor for users to adapt into it. 

Moreover, many security and privacy incidents are also observed in today’s Cloud Computing systems. We list a 
few of them blew: 
∙ Google Docs found a flaw that inadvertently shares user’s docs in March 2009. 
∙ A Salesforce.com employee fell victim to a phishing attack and leaked a customer list, which generated further 

targeted phishing attacks in October 2007. 
∙ Epic.com lodged a formal complaint to the FTC against Google for its privacy practices in March 2009. EPIC 

was successful in an action against Microsoft Passport. 
∙ Steven Warshak stops the government’s repeated secret searches a n d   seizures  of  his  stored  email  using  
    the federal Stored Communications Act (SCA) in July, 2007. 
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Fig. 1.Rating the Importance of Using SaaS in Terms of firms’ 
Points of view 

 

Fig. 2.  Rate the Challenges/Issues Ascribed to the Cloud On-demand 
Model 

 
 

However, the government argues the Fourth Amendment doesn’t protect emails at all when they are stored with an 
ISP or a webmail provider like Hotmail or Gmail. That’s to say, many Cloud Computing systems in the real world do 
have security and privacy problems. In this paper, we investigate the security and privacy concerns of current Cloud 
Computing systems provided by an amount of companies. As Cloud Computing referred to both the applications 
delivered as services over the Internet and the infrastructures (i.e., the hardware and systems software in the data 
centers) that provide those services [2], we present the security and privacy concerns in terms of the diverse 
applications and infrastructures. Based on the investigation to those Cloud Computing systems, we find that the 
security and privacy concerns provided by companies nowadays are not adequate, and consequently result in a big 
obstacle for users to adapt into the Cloud Computing systems. Hence, more concerns on security issues, such as 
availability, confidentiality, data integrity control, audit and so on, should be taken into account. New strategies are 
able to be deployed into Cloud Computing systems to make them even more secure. 
 

We present a few such strategies in terms of the five aspects in the Cloud Computing literature. Cloud 
Computing system usually has a special relationship between users and providers (i.e. three parties), which will be 
introduced in Section III. The special relationship results in many privacy protection acts not applicable in the Cloud 
Computing scenarios. We investigate a few privacy acts to illustrate that they are out of date. Data storage in the Cloud 
Computing system which is located in multi regions (locations) to make the system more tolerant may also raise the 
privacy problems. We present a brief introduction to this latter. We admit the prosperity of Cloud era do to be coming 
after those issues on security and privacy being resolved. 

 
The rest of the paper is organized as follows. Security concerns should be added to the current systems, which are 
presented in Section II, while those privacy concerns are presented in Section III. We conclude our paper in Section IV. 

 
II. SEC UR I T Y O N DEM A N D 

 
Cloud services are applications running somewhere in the Cloud Computing infrastructures through internal network 
or Internet. For users, they don’t know or care about the data where to be stored or services where to be provided. 
Cloud computing allows providers to develop, deploy and run applications that can easily grow in capacity 
(scalability), work rapidly (performance), and never (or at least rarely) fail(reliability), without any concerns on the 
properties and the locations of the underlying infrastructures. The penalties of obtaining these properties of Cloud 
Computing are to store individual private data on the other side of the Internet and get service from other parties (i.e. 
Cloud providers, Cloud service providers), and consequently result in security and privacy issues. Then, what kind of 
security is sufficient for users? Basically, we say the Cloud Computing systems are secure if users can depend on them 
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(i.e. DaaS, SaaS, PaaS, IaaS, and so on) to behave as users expect. Traditionally, it contains 5 goals; say availability, 
confidentiality, data integrity, control and audit, to achieve adequate security. The five goals are integrated 
systematically, and none of them could be forfeited to achieve the adequate security. Nevertheless, few Cloud 
Computing systems can achieve the five goals together nowadays. 
 
A. Availability 

 
The goal of availability for Cloud Computing systems (including applications and its infrastructures) is to ensure its 
users can use them at any time, at any place. As its web-native nature, Cloud Computing system enables its users to 
access the system (e.g., applications, services) from anywhere. This is true for all the Cloud Computing systems (e.g., 
DaaS, SaaS, PaaS, IaaS, and etc.). Required to be accessed at any time, the Cloud Computing system should be 
severing all the time for all the users (say it is scalable for any number of users). Two strategies, say hardening and 
redundancy, are mainly used to enhance the availability of the Cloud system or applications hosted on it. 
Many Cloud Computing system vendors provide Cloud infrastructures and platforms based on virtual machines. For 
example, Amazon Web Services provide EC2, S3 entirely based on the virtual machine called Xen [4], and Skytap 
[5] offers virtual lab management application relaying on hypervisors, including VMware [6], Xen and Microsoft 
Hyper-V [7], and so on. Let’s take the virtual machine Xen provided by Amazon as an example, it is capable in 
providing separated memory virtualization, storage virtualization, CPU/machine virtualization and etc., which are 
hosted on a large number of commodity PCs. That is the reason why Cloud service provider can rend resources (e.g., 
CPU cycles, storage capacity, memory) from Amazon on demand at the expense of usage in terms of a single unit. 
Hence, the virtual machine is the basic component to host these services. Fig. 3 shows this service provision 
architecture in detail. As shown in Fig. 3, hosted services reside on the virtual machine, which is combined with 
or shared from a set of CPUs, memory, storage on demand, and is regarded as services’ infrastructures or platforms 
running on. Clearly, virtual machines have the capability in providing on demand services in terms of users’ individual 
resource requirement for a large amount of users. In certain sense, users can use them as on-premises systems and can 
upgrade at any time they want to. On the other hand, Cloud system vendors depends on the virtual machine to tie 
commodity personal computers or servers together and to provide a scalable, robust system. Thus, this virtual machine 
is always available to use. Furthermore, current Cloud system vendors who are providing infrastructures and platforms 
based on virtual machine (e.g. Amazon, Skytab) offer the ability to block and filter traffic based on IP address and port 
only to secure their systems, but these facilities are not equivalent to the network security controls in most enterprises. 
These security control strategies are hardened into to their virtual machine, which in turn enhances availability of the 
provided infrastructure. 

As for redundancy, large Cloud Computing system vendors (e.g., Amazon, Google) offer geographic 
redundancy in their Cloud sys t em s , hopefully  enabling  high  availability  on  a single provider. For example, 
Amazon builds data canters in multiple regions (e.g., USA, Europe) and various availability zones within those 
regions. Availability zones are distinct locations that are engineered to be insulated from failures in other availability 
zones and provide inexpensive, low latency network connectivity to other availability zones in the same region. Using 
instances in separate availability zones, one can protect applications from failure of a single location. That’s to say, 
Cloud system has capability in providing redundancy to enhance the high availability of the system in nature. As 
estimated, Google owns more than 1 million machines which are distributed in 36 data centres across the world. 
Similar to Amazon, Google offers geographic redundancy in its systems. At the mean time, Google file system (GFS) 
[8] developed by Google set 3 as the default number of replications for each objects it stores. That’s to say, each file 
stored in the GFS is replicated at 3 places, which further enhances the availability of the system. 
In a word, Cloud Computing systems are able to provide available services in nature through hardening and 
redundancy strategies. Strategies are hardened into to their virtual machine, which in turn enhances availability of the 
provided infrastructure. 
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As for redundancy, large Cloud Computing system vendors (e.g., Amazon, Google) offer geographic redundancy in 

their Cloud  systems,  hopefully  enabling  high  availability  on  a single provider. For example, Amazon builds data 
centers in multiple regions (e.g., USA, Europe) and various availability zones within those regions. Availability 
zones are distinct locations that are engineered to be insulated from failures in other availability zones and provide 
inexpensive, low latency network connectivity to other availability zones in the same region. Using instances in 
separate availability zones, one can protect applications from failure of a single location. That’s to say, Cloud 
system has capability in providing redundancy to enhance the high availability of the system in nature. As estimated, 
Google owns more than 1 million machines which are distributed in 36 data centres across the world. Similar to 
Amazon, Google offers geographic redundancy in its systems. At the mean time, Google file system (GFS) [8] 
developed by Google set 3 as the default number of replications for each objects it stores. That’s to say, each file 
stored in the GFS is replicated at 3 places, which further enhances the availability of the system. 

In a word, Cloud Computing systems are able to provide available services in nature through hardening and 
redundancy strategies. 

 
B. Confidentiality 

 
Confidentiality means keeping users’ data secret in the Cloud systems. The confidentiality in Cloud systems is a big 
obstacle for users to step into it, as many users said ”My sensitive corporate data will never be in the Cloud” in the 
article named ”Above the Cloud” [2]. Currently, Cloud Computing system offerings (e.g., applications and its 
infrastructures) are essentially public networks, say the applications or systems are exposed to more attacks when 
comparison to those hosted in the private data centres. Therefore, keeping all confidential data of users’ secret in the 
Cloud is a fundamental requirement which will attract even more users consequently. Traditionally, there are two basic 
approaches (i.e., physical isolation and cryptography) to achieve such confidentiality, which are extensively adopted 
by the Cloud Computing vendors. As discussed, Cloud system offerings (e.g., data, services) are transmitted through 
public networks. That’s to say no physical isolation could be achieved. Alternatively, Virtual Local Area Networks, and 
network middleboxes (e.g. firewalls, packet filters) should be deployed to achieve the virtual physical isolation [2]. For 
example, CohesiveFT releases VPN-Cubed [9] to provide a security perimeter for the IT infrastructure whether it is 
inside a single Cloud or multiple Cloud or hybrid Cloud-datacenter ecosystem. Moreover, Vertica [10] deploys its 
database on the Amazon EC2 and provides VPN and firewall to secure its database, as shown in Fig. 4 [10]. When a 
Vertica database instance is provisioned by the Amazon EC2, it provides users full root access so users can secure the 
system as they see it. They chose to create a VPN between their enterprise users and their Vertica for the Cloud 
instance and set up a firewall to the outside world. Aside from the VPN port and software, they blocked off all external 
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communication. Encrypted storage is another choice to enhance the confidentiality. For example, encrypting data 
before placing it in a Cloud may be even more secure than unencrypted data in a local data center; this approach was 
successfully used by TC3 [11], a healthcare company with access to sensitive patient records and healthcare claims, 
when moving their HIPAAcompliant application to AWS [11]. 
 

          
 

     Fig. 4.    Vertica Provides VPN and Firewall to Secure Its Database  
Fig. 5.    Zetta RAIN-6 system architecture 

C.  Data Integrity 
Data integrity in the Cloud system means to preserve information integrity (i.e., not lost or modified by unauthorized 
users). As data is the base for providing Cloud Computing services, such as Data as a Services, Software as a Service, 
Platform as a Service, keeping data integrity is a fundamental task. 

Furthermore, Cloud Computing system usually provides massive  data  procession  capability.  Herein,  
massive  data means many Tera Bytes (TB) data or even Peta Bytes (PB) data in volume. The challenges for 
data integrity associated with data storage in the Cloud Computing system are as follows. Firstly, in terms of the 
current development of state for hard disk drivers (or solid state disks or tapes), their capacity increases are not keeping 
pace with the data growth [12]. Therefore, to scale up the data storage in the Cloud Computing systems, vendors need 
to increase the population of hard drives (or solid state disks or tapes). This may consequently result in increased 
high probability of either node failure or disk failure or data corruption or even data loss. Secondly, disk drives (or 
solid state disks) are getting bigger and bigger in terms of their capacity, while not getting much faster in terms of 
data access. In this section, we give a brief introduction to the Zetta system [13] provided by Zetta which mainly 
focus on data integrity for Cloud Computing services, which has a similar idea to RAID systems [14]. 

     Zetta  [13]  provides  Zetta  system  for  storage  service  on 
demand mainly considering on the data integrity. There, data integrity means that the system won’t corrupt or data 
won’t lose, even at tremendous large scale and over long periods of duration, regardless of the corruption vector. 
Zetta im- plements RAIN-6  (Redundant Array of Independent Nodes-6) in its Zetta system for the primary data 
hosting service, mainly considering on the data integrity. It is called RAIN-6 because it has a similar 
implementation to RAID-6 (Redundant Array of Independent Disks-6), and result in similar capability considering the 
data integrity. Therefore, RAIN-6 is not only able  to  tolerant  hard  drive  failure  and  bit  errors,  but  also to recover 
from node failure and bit errors for any causes (e.g., network failure, power supply shortage, memory or a 
hard drive corruption and etc.). This data integrity property is achieved by data placement in terms of node striping. 
Additionally,  Zetta  system  uses  an  N+3  implementation comparing to RAID system [14], which means that it is 
able to  tolerate  three  simultaneous  failures  (e.g.,  a  three  disks failure or even a three entire nodes failure) in a 
given stripe. Thus, Zetta system provides rather high availability and data integrity. Fig. 5 [13] shows the RAIN-6 
architecture in Zetta system. The standard for Zetta system encoding is an 8+3 encoding (i.e., 8 pieces of primary data 
are encoded into 11 chunks, which are further distributed across 11 independent storage nodes, and each of which 
contains redundant network connections). This node level processing capacity allows Zetta to deliver data with high 
integrity (i.e., without corruption). 
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Digital signature is a commonly used technique for data integrity testing. The widely adopted distributed 
file systems (e.g.,  GFS  [8],  HDFS  [15])  usually  divide  data  in  large volumes into a set of blocks, each of which 
has a default size (e.g., 64MB, 128Mb). When a block of the data is physically stored on, a digital signature is attached 
to it. This digital signature is useful for future integrity testing. Herein, digital signature is able to test the integrity of the 
data, and recover from corruption. 

                            Hence, data integrity is fundamental for Cloud Computing system, and it is hopeful to be 
achieved by techniques such as RAID-liked strategies, digital signature and so on. 

 
D.  Control 

Control in the Cloud system means to regulate the use of the system, including the applications, its 
infrastructure and the data. 

Cloud computing system always involves distributed computation on multiple large-scale data sets across a large 
number of computer nodes. Even more, every Internet user is able to contribute his or her individual data to the Cloud 
Computer systems which are located on the other side of the Internet, and make use of them. For example, a user’s 
click stream across a set of webs (e.g., Amazon book store, Google search web pages, etc.) can be used to provide 
targeted advertising. Future healthcare applications may use an individual’s DNA sequence (which is captured by 
hospitals) to develop tailored drugs and other personalized medical treatments. When all these personal data are stored 
in the Cloud Computing system environment, users of Cloud Computing systems may face many threats to their 
individual data. For example, let’s consider a medical patient who is deciding whether to participate in a health-care 
study or not. Firstly, he or she may concern the careless or malicious usage of his or her data, and consequently 
results in the exposure of his or her individual data. For instance, by writing his or her individual data into a world 
wide readable file which may further be indexed by a search engine. Second, he  or  she  may be  concerned  that  
even  if  all  computations are  done  correctly  and  securely.  However,  the  study  result itself (e.g., the aggregate 
health-care statistics computed as part of the study) may leak sensitive information about his or her personal medical 
information. Performing distributed computation in the Cloud Computing systems on such sensitive individual data 
raises serious security and privacy concerns. Control of the distributed computation in the Cloud Computing systems 
over those individual data is essential in need. 
In the Cloud Computing literature, Airavat [16] integrates decentralized information flow control (DIFC) [17] and 
differ- ential privacy [18], [19], [20] to provide rigorous privacy and security control in the computation for the 
individual data in the MapReduce framework [21]. Airavat integrate DIFC into the MapReduce framework (it 
uses Hadoop [22] instead in the implementation). Therefore, it is able to pay particular attention to the division of 
labor between the MapReduce framework, the distributed file system (i.e., Hadoop Distributed File System [15]) and 
the operating system (e.g., Linux). Airavat  uses  DIFC  to  ensure  that  the  system  is  free  from unauthorized 
storage access. For example, it prevents Mappers to leak data over unsecured network connections or leave the 
intermediate result data in unsecured local files. By providing several trusted initial mappers and trusted reducers, 
Airavat is able to carry out privacy-preserving computations in the MapReduce framework, eventually allowing users  
to  insert their own mappers while dynamically ensuring differential privacy. 
Fig. 6 [16] shows the architecture of Airavat. MapReduce computations start with an Airavat supplied mapper. The 
initial mapper must be trusted because it reads the data schema. The initial mapper also provides a sampling of input 
data to allow multiple queries to be composed in parallel, which reduces the amount of noise needed to 
achieve differential privacy. So long as a user computation starts with a trusted mapper and uses trusted 
reducers, the result of the computation can use differential privacy. The user can supply arbitrary mapper stages 
that do not need to be audited. This creates a powerful and flexible computation platform that retains the provable 
guarantees of differential privacy. 

Hence, efficient and effective control over the data access in the Cloud Computing system and regulate 
the behaviors of the applications (services) hosted on the Cloud Computing systems will enhance the security of 
systems. 
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           Fig. 6.    High level architecture of, trusted components are starred 

 
E.  Audit 
Audit means to watch what happened in the Cloud system. Auditability could be added as an additional layer above 
the virtualized operation system (or virtualized application environment) hosted on the virtual machine to  
provide facilities watching what happened in the system. It is much more secure than that is built into the 
applications or into the software themselves, since it is able watch the entire access duration. For such kind of 
scenarios, three main attributes should be audited: 
 
∙ Events: The state changes and other factors that effected the system availability. 
∙ Logs: Comprehensive information about users’ application and its runtime environment. 
∙ Monitoring: Should not be intrusive and must be limited to what the Cloud provider reasonably needs in    

order to run their facility. 
Such a new feature  (i.e.,  audit ability  added  as  an  additional layer in the virtual operation systems) reinforces the 

Cloud Computing developers to focus on providing virtualized capabilities instead of specific hardware to being 
provided. That’s to say they have the capability in auditing the entire Cloud Computing system in technique 
perspective. Another related concern is that many nations have laws requiring Cloud Computing providers (or SaaS 
providers) to keep customer data and copyrighted material within national boundaries, which make the audit ability 
hopefully in the law issue perspective. However, some businesses do not like the ability of a country to get access 
to their data via the court system; for example, a European customer might be concerned about using Cloud 
Computing system in the United States given the USA PATRIOT Act [23]. 

 
                                 III. PRI VAC Y O N DEM A N D 
 

As Cloud Computing system usually offers services (e.g. DaaS,  SaaS,  IPMaaS,  PaaS,  and  so  on)  on  the  other  
side of the Internet in terms of its users, the secret information of  individual  users’  and  business’  are  stored  
and  managed by the service providers, and consequently results in privacy concerns. Privacy issues exist for a long 
time in the computing literature, and many law acts have been published to protect users’ individual privacy as well 
as business secret. Nevertheless, these acts are out of date and inapplicable to the new scenarios, where a new 
relationship between users and providers (i.e. three parties) raises .In this subsection, we investigate a few privacy 
acts to illustrate those acts are not applicable in the new environment, in the subsection III- A. Data storage in the 
Cloud Computing system which is located in multi regions (locations) to make the system more tolerant may also 
raise the privacy problems. We present a brief introduction latter in the subsection III-B. 

 
A.  Legal Issues 

Cloud computing systems (including applications and ser- vices hosted on them) has significant implications for the 
privacy of personal information as well as for the confidentiality of business and governmental information. That’s 
because any information is shifted from local computers to the Cloud Computing systems at the Cloud Computing era, 
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including email, word processing documents, spreadsheets, videos, health records, photographs, tax or other financial 
information, business plans, PowerPoint presentations, accounting information, advertising campaigns, sales numbers, 
appointment calendars, address books, and more. Furthermore, the entire contents of a user’s originally stored on 
local device may be shifted to a single Cloud provider or even to many Cloud providers. Whenever an individual, a 
business, a government agency, or other entity shares information in the Cloud, privacy or confidentiality questions 
may arise. 

 
B.  Multi Location Issues  

Cloud system means to offer huge computer resource to users, including infrastructure, platform, services (e.g., storage, 
computing power, and so on). Hence, a business has to trust the Clouds system vendor and store its private data to the 
Cloud system. That’s to say the business’s data are stored in someone else’s computer (say  in  someone  else’s  
facility).  However, many things can go wrong, if data are stored in someone else’s devices. For example, the Cloud 
service provider may go out of business or may decide to hold the data hostage if there is a dispute. 
Furthermore, large Cloud system vendors have their Cloud mirror sites in many other countries. For example, 
Amazon has its EC2 in multi-locations, and currently one in USA and the other in Europe. Google App Engine locates 
in may countries too (i.e., it has 36 data centers across the world), such as USA, China, and so on. We list a few 
problems that may occur, if the private data are stored in multi-locations [23]. 

IV. CONCLUSION  
 

Cloud Computing becomes a buzzword nowadays.  More and  more  companies  step  into  Cloud  and  provide  
services above  on  it.  However,  security  and  privacy  issues  impose strong  barrier  for  users’  adoption  of  
Cloud  systems  and Cloud services. We observed the security and privacy concerns presented by an amount of 
Cloud Computing system providers in this paper. Nevertheless, those concerns are not adequate. More security 
strategies should be deployed in the Cloud environment to achieve the 5 goals (i.e. availability, confidentiality, data 
integrity, control and audit) as well as privacy acts should be changed to adapt a new relationship between users and 
providers in the Cloud literature. We claim that prosperity in Cloud Computing literature is to be coming after those 
securities and privacy issues resolved. 
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