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ABSTRACT: Social media is a platform where many young people are getting bullied. As social networking sites are 

increasing, cyberbullying is increasing day by day. To identify word similarities in the tweets made by bullies and 

make use of machine learning and can develop an ML model automatically detect social media bullying actions. 

However, many social media bullying detection techniques have been implemented, but many of them were textual-

based. The goal of this paper is to show the implementation of software that will detect bullied tweets, posts, etc. A 

machine learning model is proposed to detect and prevent bullying on Twitter. Two classifiers i.e. SVM and Naïve 

Bayes are used for training and testing the social media bullying content. Both Naive Bayes and SVM (Support Vector 

Machine) were able to detect the true positives with 71.25% and 52.70% accuracy respectively. But SVM outperforms 

Naive Bayes of similar work on the same dataset. Also, Twitter API is used to fetch tweets, and tweets are passed to the 

model to detect whether the tweets are bullying or not. 
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I. INTRODUCTION 

 
To date, Internet users from everywhere over the globe utilize and access forms of social network services and social 

media as a fundamental to their personal networking, transferring, and sharing of information within the communities. 

The sites that provide “Online Social Networking” services assist users in forming a sway or perception, in maintaining 

and acquiring new relationships within the SNS. we will deduce that the web community may be a place for the SNS 

users to satisfy people allow users to satisfy people on the other sides of the globe in cyberspace, allowing users to 

explain their social networks clearly and maintain a connection and network with others, in the virtual world. 

Social networks like microblogging could be a mass medium that exists within the kind of blogging. Twitter may be a 

microblogging service that evolved as a disruptive platform that's meant for the users to transmit their daily activities, 

feelings, and opinion by posting simple tweets (messages) within their friend’s circle. The topics range from the 

standard of living to current activities, personal opinions, experience sharing and other interests. The social networks, 

i.e. Twitter has was something that's indivisible to those 645,750,000 active Twitter users (Statistic Brain, 2014) and 

becoming a part of their life, where everyone can share the knowledge, as anyone with large amount of users can't live 

without Twitter.  

With the recent popularity of Twitter, it's important to understand why and the way people use these tool, as Twitter 

can sometimes wont to abuse by irresponsible users to cyberbully and 

post something bad and harm individual’s personally. The importance of those social network services  has caused an 

increase in cyberbullying circumstances, particularly among the teenagers . Hence, it's important to spot the 

cyberbullying event and therefore the attacking messages in social media. Though cyberbullying won't cause any 

physical damage initially, however, it likely caused destructive psychological effects, like low self-esteem, mental 

depression, suicide consideration and even suicide (S. Hinduja and J. W. Patchin, 2010). A fatal cyberbullying incident 

had happened on MySpace SNS (Tavani, Herman. T. , 2013), whereby Megan Meier, a 13-year-old teen became 

increasingly distressed by the net harassment being directed at her, and eventually decided to finish her life by hanging 

herself in her bedroom in 2006. Hence, recognizing the cyberbullying event itself isn't efficient in combating 

cyberbullying as such, as we want to identify the 000 user of the cyberbully so as to arrest them for justice, and to 

forestall further similar cases to happen. It’s a motivation to make a web-based application, i.e. the Cyberbullying 

Detection System on Twitter, to effectively discover the cyberbullying related tweets from Twitter and providing 
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reasonable solution thereafter. With this technique, the users can identify the cyberbullying related tweets supported the 

keywords and populate it during a news feed form. By doing this, it allows users to see the identities of the cyberbullies and 

also the victims from the cyberbullying tweets.  Also, it'll allow the users to come up with reports to higher authorities, i.e. 

police reports, based on case’s severity and wishes. 

In conclusion, with the arrival of this cyberbullying detection and solution system in Twitter, it will help the authorities to 

observe, regulate or a minimum of decrease the harassing incidents in cyberspace in Malaysia. With the implementation of 

this method, this can also help to lift the cyberbullying awareness among the Twitter users, and posting the tweets responsibly 

within the social media, as posting irritating tweets is prohibited and bullies are often convicted under the Computer Crimes 

Act, the legal code. 

 

II. RELATED WORKS 
 
The rise of social media platforms in recent years brought up huge information resources that involve new approaches to 

studying the respective data. Users interact with this system through the Web interface, mobile application, instant 

messaging(IM) agent, or sending SMS updates. There are several kinds of research being done to investigate the usage and 

the communities on Twitter. (Java, A., et al., 2007), investigate the motivation of research user’s in adopting this specific 

microblogging platform, i.e. Twitter. As mentioned in this research, there are still shallow studies that have been done on this 

form of communication and information sharing, and hence, further studies on the topological and geographical structure of 

Twitter’s social network have been carried out in this research in attempting to comprehend the user intentions and 

community structure in microblogging. 

Cyberbullying can be defined as a type of harassment (or bullying) that takes place online, via e-mail, text messaging, or 

online forums, such as social networking sites. Social networks provide an ideal background for data gathering and 

information that might enable the criminals to execute their crime, for example, by determining one that is a vulnerable or 

‘suitable’ victim. We categorized this kind of crime as cyber-related crime and we are expanding its definition to include 

cyberbullying as one of the serious offenses in the cyber realm as it has resulted in death(Tavani, Herman T., 2013). 

 

A statistical report investigated by Cyber Security Malaysia in 2007 showed that 60 cases have been reported involving 

cyberbullying. Although the report illustrated some isolated cases, however, while the same survey also found that nine out of 

ten children in Malaysia have been exposed to negative experiences or elements from online use. According to the report by 

Cyber Security Malaysia, most cyber bullies and their victims have close contact including their close friends, ex-spouses, 

and former colleagues. Thus, the existing problem required serious attention and a solution. Cyberbullying is a serious sign 

and should be addressed by all parties and their concerns on the matter are necessary including parents, teachers, and the 

surrounding community at large. 

Some previous research has discussed cyberbullying in social media. Writing style, structure, and specific cyberbullying 

content as features to predict the user’s potential to send out offensive messages. The technique that has been used to identify 

offensive language is the Lexical Syntactic Feature (LSF) approach and it is successful in detecting some offensive content in 

social media, which has achieved a precision of 98.24%, and recall of 94.34%, and also succeeds in detecting users who sent 

offensive messages, achieving precession of 77.9%, and recall of 77.8%(Chen et al. 2012). 

With the rapid and wide coverage of Twitter, events can be discovered in an instant manner by monitoring and observing the 

incoming tweets. The event detection system, Twitter-based Event Detection and Analysis System (TEDAS), (R.Li, K.H.Lei, 

R.Khadiwala, Chang,2012) employs an adapted information retrieval architecture that covers online processing and an offline 

processing part. The offline processing is based on a fetcher accessing Twitter’s API and a classifier to mark tweets as event-

related or not event-related. Not only that, this system can help in identifying and examining events by exploring rich 

information from Twitter. From this research, there are three main functions proposed, which are detecting new events, 

ranking events based on their priority, and generating spatial and temporal patterns for the events detected. The TEDAS 

system is mainly focusing on Crime and Disaster-related Events (CDE), for instance, car accidents. 

 

III. METHODOLOGY 
 
The implementation of the Cyberbullying Detection System on Twitter is based on PHP andHTML with MySQL and Twitter 

API. This system will detect cyberbullying-related tweetsthat have matching keywords from the database. The conceptual 

model of cyberbullying detection system is shown. The conceptual model of the system describes the complete processof how 

bullying-related tweets can be identified and alert the associations, and others or guardians in monitoring their cyberbullying 

activities. Initially, the user needs to login into thesystem. The system has been coded with the account from the website. The 

API connects to Twitter when the sign is perfectly done. 

 

IV. PROJECT AND SCOPE 
 
In this Cyberbullying Detection System on Twitter, we've got to clarify the scope so as to accomplish this project 
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efficaciously. Since this is often a text-based cyberbullying tweets mining system, we've to obviously choose the kind of text 

or language that is going to be captured for this method to process. during this system, we only target the English language 

with proper and formal text. Thus, cyberbullying means won't be captured within the system. 

Furthermore, since the system only specializes in the text posted by Twitter users. The thing we focus on during this study is 

the only text written by users. Besides that, supported that include ‘gay’, ‘bitch’, ‘slag’, ‘homo’, ‘dike’, and ‘queer’, may 

appear in our targeted tweets. 

The social network platform that we are visiting further discuss and research are within the context of Twitter SNS. We are 

specializing in the tweets posted by the users on Twitter and capture the keywords written by the users for keyword matching 

so as to work out the cyberbullying event, the checking of the victims and cyberbullies, and their areas. The website is 

offering one of the best paraphrasing tools to rephrase sentences. 

 

V. RESULTS 
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VI. SOFTWARE TESTING 

 
Software testing is the method of verification and evaluation that a software outcome or application does what it is 

supposed to do. The benefits of testing include preventing bugs, reducing development costs, and improving 

performance. Evaluating the software against various test case scenarios is called testing the software. 

Software Testing is a method to check whether the actual software product matches all needs and is less prone to errors. 

It involves the execution of software/system components using manual or automated tools to evaluate one or more 

properties of interest. The goal of testing is to the identification of errors, spaces, or missing constraints in contrast to 

actual requirements. 

Software testing can be stated as the process of checking and testing whether software or application has fewer defects, 

updated to the technical requirements as needed by its design and development and the user requirements are met 

effectively and efficiently by handling all the exceptional and boundary cases. 

 It mainly aims at measuring the specification, functionality, and performance of a software program or application. 
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VII. CONCLUSIONS 
 
An approach is proposed for detecting and preventing Twitter cyberbullying using SupervisedBinary classification 

Machine Learning algorithms. Our model is evaluated on both Support Vector Machine and Naive Bayes, also for 

feature extraction, used the TFIDF vectorizer. As the results show us that the accuracy for detecting cyberbullying 

content has also been great for Support Vector Machine at around 84.05% which is better than Naive Bayes. Our model 

will help people from the attacks of social media bullies. 
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