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ABSTRACT: Efficient asset tracking is a fundamental requirement for organizations operating in fast-paced and
resource-intensive environments. From monitoring warehouse inventory to locating expensive hospital equipment, the
demand for accurate and real-time asset visibility is growing. Traditional tracking systems often fail due to high
maintenance costs, lack of integration, and limited automation. In response, this paper proposes a Bluetooth Low
Energy (BLE)-based asset tracking system integrated with Amazon Web Services (AWS) cloud infrastructure to deliver
a scalable, reliable, and low-power tracking solution. The system is comprised of BLE beacon-enabled assets, IoT
gateways, AWS IoT Core for secure communication, AWS Lambda for processing, Amazon DynamoDB for storage,
and a Flask web application for visualization. This architecture not only ensures low-latency asset tracking but also
significantly reduces operational costs by utilizing a serverless, pay-as-you-go model. The paper elaborates on the
design principles, implementation methodology, use case scenarios, and future advancements in asset tracking using
modern cloud technologies.

1. INTRODUCTION

As the global economy becomes increasingly reliant on real-time data, physical asset management has emerged as a
critical operational focus. Asset tracking refers to the process of monitoring the physical location, condition, and status
of objects such as equipment, tools, or packages, across various sectors including manufacturing, healthcare, education,
retail, and logistics. Businesses lose millions of dollars annually due to misplaced, stolen, or underutilized assets.
Historically, systems using barcodes or RFID tags required manual scanning, suffered from limited range or accuracy,
and had no real-time feedback mechanism. These systems also lacked centralized data storage and intelligent analytics,
making them inefficient for modern organizations.

In contrast, this research proposes a BLE-enabled asset tracking solution supported by AWS Cloud infrastructure. BLE
provides an energy-efficient method to broadcast proximity data from devices, and AWS services handle real-time
communication, computation, and storage. The architecture is cloud-native, serverless, and cost-effective, ensuring ease
of deployment and high scalability. By offering near-instantaneous data flow from the edge to the cloud and ultimately
to a user-friendly dashboard, the system provides a fully automated solution for real-time asset tracking.

II. LITERATURE REVIEW

Several studies and technologies have attempted to address the challenges associated with asset tracking. Traditional
systems employed GPS, which works well outdoors but is impractical inside buildings due to signal obstruction. RFID
has been widely adopted for inventory control but lacks the ability to offer real-time updates unless actively scanned.
BLE, a protocol defined by the Bluetooth Special Interest Group (SIG), emerged as a better alternative. BLE is a part of
Bluetooth 4.0+ and is optimized for intermittent, low-data-rate communication between small devices. It’s especially
effective for short-range, indoor applications.

On the cloud side, AWS provides services such as [oT Core, Lambda, and DynamoDB, which offer an ideal platform
for real-time data ingestion, serverless processing, and fast NoSQL data storage. Previous implementations of BLE
tracking systems used custom servers or cloud VMs which required maintenance. In contrast, AWS’s fully managed
serverless ecosystem minimizes human effort, maximizes uptime, and scales automatically.

This project leverages findings from various BLE and cloud-IoT integrations, combining them into a unified,
production-ready architecture with a real-time web interface.
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III. SYSTEM ARCHITECTURE

3.1 Overview

The system is designed using the following six major components:

1. BLE Beacon (Sensor Tags) — These are the hardware components attached to assets. They periodically emit
Bluetooth signals containing unique identifiers.

2. IoT Gateway (Raspberry Pi or similar) — These gateways scan BLE signals and publish them to AWS via MQTT.

3. AWS IoT Core — A managed MQTT broker that handles secure communication between gateways and the AWS
cloud.

4. AWS Lambda — A compute service that processes the incoming data and saves it into a database.

Amazon DynamoDB — A serverless NoSQL database for storing and retrieving real-time tracking data.

6. Flask Web Application — The frontend interface that allows users to visualize the location and metadata of assets in
real time.

(9]

3.2 Detailed Component Descriptions

3.2.1 BLE Beacons

BLE beacons are small, battery-operated devices capable of broadcasting information in short pulses. Each beacon has
a universally unique identifier (UUID) and uses radio signal strength (RSSI) to help estimate proximity. Due to their
low energy consumption, BLE beacons can function for several months on a single coin cell battery.

3.2.2 IoT Gateway

Devices such as Raspberry Pi or ESP32 act as BLE scanners. They listen to advertising packets and parse the signal,
capturing details such as:

. tag id: The identifier of the BLE tag

. RSSI: Signal strength used to estimate distance

. timestamp: When the signal was captured

This data is formatted as JSON and sent to AWS IoT Core using MQTT protocol:
{

"tag id": "BLE123",
"source_cb": "Gateway A",
"distance": "1.5m",
"timestamp": "2025-04-23T10:15:30Z"
i
3.2.3 AWS IoT Core
This is the core entry point for BLE signal data. AWS IoT Core supports message ingestion via MQTT and allows
secure transmission using TLS encryption. It scales to millions of devices and includes features like device shadows,
rules engine, and message routing.
3.2.4 AWS Lambda
AWS Lambda is used to perform computation and business logic:
e  Validates the incoming data
e Maps BLE IDs to known assets
e  Updates or inserts data into DynamoDB
e Triggers alerts (if needed)
This approach eliminates the need for managing EC2 servers, reducing cost and complexity.
3.2.5 Amazon DynamoDB
A NoSQL service that provides:
e AssetTracking Table: Tracks each beacon’s latest location, distance, and timestamp.
e  AssetTagMap Table: Maps beacon IDs to asset metadata (name, department, type).
DynamoDB’s high-speed, low-latency architecture makes it ideal for applications that require rapid querying and
updates.
3.2.6 Flask Web App
The frontend system is built using Flask (a Python web framework) and deployed on AWS Elastic Beanstalk. It
provides:
e  Auto-refreshing dashboards
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e Filtering by asset ID, sensor name
e Live updates every 5 seconds

4. Implementation Methodology

The steps involved in implementing this system are:

1. Configure BLE beacons with specific broadcast intervals.

2. Install BLE scanning software on Raspberry Pi gateways.

3. Setup AWS IoT Core and MQTT topics.

4. Write and deploy Lambda functions to handle incoming data.

5. Create DynamoDB tables with proper indexes.

6. Develop Flask web app using boto3 and HTML templates.

7. Deploy app using AWS Elastic Beanstalk and set up scaling rules.
8. Security Features:
9. TLS encryption for MQTT traffic
10. TAM role-based access to AWS resources

Asset Tracking Data
™em TG MAME SENSORID  LOCATION NAME LAST scANNED DisTANCE
001B.68.CBA10E HD 450 HEADPHONE sensor-01 room-01 20250423 17.18:30
08128753 1DTE Qne Plus Nord 3 sensor01 roon-01 2025-04-23 17:16:30 008
Dynamo DB:
¥ Juan ui yuciy iems
S @)
| Q Find tables | [ 0jsen } ‘ O Quey
1 o) Select a table or index Select attribute projection
| Table - AssetTagMap v All attributes v
O AssetTagMap e ] g g
O AssetTracking w » Filters - optional
() SensorLocation o
Run Reset
[ (@ Completed - Items returned: 1 - Items scanned: 1 - Efficiency: 100% - RCUs consumed: 2 X ]
Table: AssetTagMap - Items returned (2) @
Scan started on April 23, 2025, 16:58:32
1 ]
[J | tagid (String) v name v
O 08:12:87:53:1D:7E One Plus Nord 3
0 00:18:66:C8:A1:0E HD 450 HEADPHONE
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v Iuall vl yucsiy e

Scan uer
[Q Find tables ] [o ] [ O Query ]
1 o] Select a table or index Select attribute projection
[ Table - AssetTracking v ] [ All attributes v ]
(O AssetTagMap fd
[ © AssetTracking bxd ] » Filters - optional
(O SensorLocation Pwd
Run Reset
[ (@ Completed - ltems returned: 2 - ltems scanned: 2 - Efficiency: 100% - RCUs consumed: 2 X J
Table: AssetTracking - Items returned (2) @ ( Actions ¥ ) ( Create item )
Scan started on April 23, 2025, 17:26:58
1 ]
tagid (Strin v created_timestam, v distance v last_scanned ¥ locationname ¥
g g, p
[:] 00:1B:66:C8:A1:0E 2025-04-23 17:16:30 1 2025-04-2317... room-01
(] 08:12:87:53:1D:7E 2025-04-23 17:16:30 0.09 2025-04-23 17... room-01
4 >
v Svan v yuoiy it
(Q Find tables ) [ © Scan ] [\ O Query ]
1 & Select a table or index Select attribute projection
[ Table - SensorLocation v ] ( All attributes v ]
(O AssetTagMap o
O AssetTracking o » Filters - optional
[ © SensorLocation fnd ]
‘Run Reset
[ @ Completed - Items returned: 2 - Items scanned: 2 - Efficiency: 100% - RCUs consumed: 2 X ]
Table: SensorLocation - Items returned (2) @ (actions v ) (_createitem )
Scan started on April 23, 2025, 17:21:58
1 @
(] sensorid... ¥ | locationname v
(] sensor-01 room-01
[} sensor-02 room-02
IV. APPLICATIONS

The proposed BLE-based asset tracking system has broad applications across diverse industries, especially those
requiring continuous monitoring, real-time updates, and optimized resource utilization. Below is a detailed analysis of
its real-world use cases:

1. Warehousing and Inventory Management

In large warehouses, manually tracking items such as pallets, tools, forklifts, or crates is time-consuming and error-
prone. The BLE-based system allows each item to be tagged with a BLE beacon, enabling:

e Real-time item localization without physical scanning.

e Automated stock level auditing by tracking movement frequency and location history.

e Improved space utilization by mapping idle vs. active asset areas.
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e  Theft detection and movement alerts, especially after working hours.

2. Healthcare Facilities

Hospitals and clinics deal with a wide variety of expensive medical devices and equipment. The proposed system ensures:
e Quick retrieval of critical devices like defibrillators, ventilators, or infusion pumps.

e  Tracking of mobile resources like wheelchairs, stretchers, or IV stands.

e Reduction in human errors, preventing equipment misplacement or unavailability during emergencies.

e Integration with hospital management systems for automated logs and usage tracking.

3. Educational Institutions

Universities and schools have hundreds of IT assets and lab instruments spread across multiple departments. With this system:
e  Real-time monitoring of shared equipment is possible.

e Loss prevention through asset accountability and movement tracking.

e Simplified asset audits and resource allocation by the administrative staff.

4. Retail Industry

Retail stores use many high-value electronics and fashion items vulnerable to theft. BLE tags can:
e  Track the exact location of expensive inventory, even if moved out of designated zones.

e Integrate with anti-theft systems, triggering alerts during unauthorized movements.

e Assist with product-level analytics, such as item popularity based on movement data.

5. Logistics and Supply Chain

In shipping, logistics, and freight handling, real-time visibility is crucial:

e  Track packages and containers throughout the shipping lifecycle.

e Reduce losses in transit, especially for fragile or high-value items.

e  Monitor environmental conditions (e.g., temperature-sensitive goods with additional sensors).

6. Construction Sites

Construction sites have large dynamic areas and a frequent movement of personnel and tools. This system:
e Improves safety compliance by tracking whether workers wear BLE-equipped safety gear.

e Locates tools and equipment spread across multiple work zones.

e  Supports tool usage logs, reducing downtime and theft.

7. Events and Exhibitions

Event organizers can use this system to:

e Track equipment, staging props, and instruments across large venues.
e Monitor valuable electronics, lighting systems, or rental gear.

e  Assist logistics in managing setup and teardown phases.

V. ADVANTAGES

The BLE-AWS-based architecture combines modern cloud computing paradigms with IoT efficiencies, offering the following
in-depth advantages:

1. Real-Time Location Awareness

e  Tracks assets with a refresh interval as low as 5 seconds.

e  Enhances decision-making by providing up-to-the-minute asset status.
e  Allows staff to respond instantly to misplaced or stolen assets.

2. Low Energy Consumption

e BLE devices use significantly less power compared to GPS or Wi-Fi.

e  Atypical BLE beacon can run continuously for 6—12 months on a single coin-cell battery.
e  Ideal for long-term deployments without frequent maintenance.

3. Scalability via AWS Cloud Infrastructure
e  The system supports thousands of BLE-tagged devices without manual intervention.
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AWS services like IoT Core and Lambda scale automatically with incoming data.
Elastic Beanstalk ensures that the web application can handle growing user traffic.

. Serverless and Maintenance-Free Backend
AWS Lambda handles backend processing without server provisioning.
Developers focus on business logic, not infrastructure.
Updates and patches are managed by AWS, reducing IT workload.

e o o L

9]

. Cost Efficiency

e  Pay-as-you-go pricing for Lambda and DynamoDB ensures that you only pay for what you use.
e  No need for on-premise servers or infrastructure.

e  BLE devices are inexpensive and mass-deployable.

6. Robust Security Framework

e  End-to-end encryption via MQTT over TLS.

e  Role-based access control (RBAC) using AWS IAM.

Device authentication via X.509 certificates.

Logs and metrics collected through AWS CloudWatch for auditing and debugging.

. Easy Deployment and Integration
AWS Elastic Beanstalk simplifies web app hosting with one-click deployment.
Flask is lightweight, fast to develop with, and integrates well with other Python-based tools.
Integration with existing asset databases or ERP systems is possible through APIs.

e o o

oo

. Enhanced User Experience

e  (Clean, auto-refreshing web interface shows live data in tabular form.

e  Sorting, searching, and filtering support enables fast lookup.

e  Can be customized for different roles (e.g., admin, warehouse staff, security).

. Limitations
BLE range is limited to ~30 meters; multiple gateways are needed for larger spaces.
BLE signal can be disrupted by metal, concrete walls, or electromagnetic interference.
Real-time updates occur in 5-second intervals, which might not suit ultra-high-frequency movement tracking.

e o o

. Future Enhancements
Add geofencing logic to trigger alerts when an asset leaves a specified zone.
Implement mobile app for tracking on the go.
Add data visualization via charts, heatmaps, or maps.
e  Perform historical analysis to detect usage patterns or movement frequency.
e Integrate GPS to enable hybrid indoor-outdoor tracking.

e o o @

VI. CONCLUSION

The BLE-based asset tracking system proposed in this research combines the strengths of IoT hardware with the flexibility of cloud
infrastructure. Through the use of BLE beacons and a fully managed AWS backend, it provides a cost-effective, scalable, and user-
friendly solution for real-time asset management. The serverless architecture ensures minimal operational maintenance while
offering robust data handling capabilities. With further enhancements, this system has the potential to become a comprehensive
enterprise-level solution for any organization seeking asset transparency and control.
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