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ABSTRACT: A Wireless Sensor Network is the collection of large number of sensor nodes, which are technically or 

economically feasible and measure the ambient condition in the environment surrounding them. The difference 

between usual wireless networks and WSNs is that sensors are sensitive to energy consumption. Energy saving is the 

crucial issue in designing the wireless sensor networks. In this paper, energy efficient technique is used to improve the 

lifetime of WSN. This proposed energy efficient technique is builds to evaluate in detecting and preventing 

compromised node become cluster head. K-LEACH uses the K-medoids clustering algorithm to obtained highly 

uniform clustering of nodes and very good choices of cluster heads and it is very well known fact energy retention of a 

WSN is highly dependent on the grouping or clustering of transmitting and receiving nodes. K-LEACH protocol 

improves the clustering and cluster head selection procedure. The proposed system will detect a malicious node and 

also attack made by that node in the network. Then this system will find the alternate path to send the data packets to 

the receiver. In this way the effect of attack will be removed from the network. In this paper incorporates efficient 

estimation to determine honest nodes during packets transmission phase. A proposed energy efficient technique is 

design to provide a secure data transfer. 

 

KEYWORDS: Wireless Sensor Network (WSN); Cluster head(CH); Energy Efficiency; Network Lifetime.  

 

I. INTRODUCTION 

Wireless Sensor Networks is a large network of sensors which have the ability to communicate with each other. The 

WSN which are distributed in a ad-hoc manner. A wireless sensor network consists of geologically distributed 

autonomous sensor to monitor and control over physical or environmental condition, like temperature, sound, pressure 

etc. Wireless sensor network (WSN) is one of the evolving technologies. Sensor nodes are able to monitor physical 

environment, compute and transmit this information to core network. These sensors can communicate with each other 

and also to some external Base station. In WSN, sensor nodes use wireless communication to send packets. Due to 

limited transmission range, a sensor node uses multi-hop transmission to deliver the packet to a base station. Hence a 

packet is forwarded through so many nodes to reach the destination. 

Wireless Sensor network usually consist of one base station able to manage all the communication. Energy 

efficiency is an important factor in wireless sensor network . The main aim is to improve the lifetime of wireless sensor 

network using an energy efficient technique. In a wireless sensor network, the sensor consumes more energy. The 

proposed system is design to overcome this problem using an energy efficient technique and it also improve the life 

time of wireless sensor network. This paper proposes energy efficient technique that selects most optimal Cluster Head 

(CH) with maximum residual energy at each round of CH selection mechanism along with preventing compromised 

node to become CH, which leads to better performance than LEACH . The malicious node and attacks made by that 

node in the network will be detected by the proposed system. Then the proposed system will remove the attacked node 

and find the alternate shortest path to send the data packets 
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Security is main concern in WSNs along with the energy efficient approach. The difference between usual wireless 

networks and WSNs is that sensors are sensitive to energy consumption. Energy saving is the crucial issue in designing 

the wireless sensor networks. The proposed system, overcome this problem using energy efficiency technique. The 

main aim is to improve the lifetime of wireless sensor network using an energy efficient technique. In a wireless sensor 

network, the sensor consumes more energy. The proposed system is design to overcome this problem using an energy 

efficient technique and it also improve the life time of wireless sensor network.  

Security is very important in a Wireless sensor network. Very few techniques are available for data transfer in WSN. 

The data are not securely transferred from source to destination. The proposed system will overcome this problem 

using encryption technique and securely transfer data from source to destination. 

 

II. RELATED WORK 

An efficient clustering algorithm [1] with position based multihop clustering technique is used to choose closed CH 

and forward packets to BS using round robin technique which makes network energy efficient to select the CH of 

minimum energy. The protocol improves the network performance with respect to delay and energy consumption. 

Energy efficient hierarchal routing protocols[2], developed from conventional LEACH routing protocol. Main focus on 

to increase the life time and how quality routing protocol is improved for the wireless sensor network. 

  

An energy efficient dynamic clustering algorithm for WSNs [3] that automatically organizes the sensors into  

appropriate number of clusters in network to select best set of CHs. Mobile agent as security solution that will defense 

against Black-Hole attack for WSNs. The proposed scheme is build to overcome the impact of Black-Hole attack using 

multiple BS by using mobile agents. The author proposed a mobile agent which is a program segment which is self-

controlling. They implement in their paper a simulation-based model of their solution to recover from Black Hole 

attack in WSNs [4]. 

 

Jaspreet Kaur,Vinod Kumar has suggested a secure routing protocol to minimize the impact of Gray-Hole attack in 

WSN[5]. They proposed system used local monitoring technique to defense against the Gray-Hole attack in WSNs.In 

this paper proposed a new algorithm-PDCH[6], on the bases of PEGASIS to make every notes load balance and extent 

the network lifetime. Protocol PEGASIS is based on the chain structure, every chain have only one cluster head, it is in 

charge with every note's receiving and sending messages who belong to this chain, the cluster head consumes large 

energy and the times of every round increasing. 

 

Junwhan Kim has proposed a new routing protocol opportunistic real time routing (or ORTR)[7] that guaranteed 

delivery of data under time constraints with efficient power consumption. Author compared existing routing protocols 

against ORTR through a set of simulation experiments. Presented simulation results illustrate that ORTR provides 

guaranteed real-time service with optimal transmission power without degrading the energy balance. 

 

 

In the Linked Cluster Algorithm [8], a node becomes the cluster head if it has the highest identity among all nodes 

within one hop of itself or among all nodes within one hop of one of its neighbors. Security is an important feature for 

the deployment of Wireless Sensor Networks.[9] This paper summarizes the attacks and their classifications in wireless 

sensor networks and also an attempt has been made to explore the security mechanism widely used to handle those 

attacks. 

 

Noor  Zaman, Tung  Jang  Low, Turki Alghamdi, has suggested a modified algorithm for Low Energy Adaptive 

Clustering Hierarchy(LEACH) protocol proposed. the modified protocol called “Kmedoids-LEACH protocol(K-

LEACH)[10]for clustered WSN is aimed to improving the lifetime of the sensor network by balancing the energy 

consumption of the nodes. This protocol uses the K-Euclidean distance and maximum residual energy(MRE) is used to 

select the cluster head. 
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A. Comparison of LEACH and K-LEACH protocol : 
 

III.  FLOWCHART DESCRIPTION 

1. Create a Network: In first module to create a network. 

2. Cluster Head formation: : In the second module is to create a cluster using a energy efficient technique, 

this technique improve the lifetime of wireless sensor network 

3. Encryption: Security is very important in a Wireless sensor network. Very few techniques are available 

for data transfer in WSN. The data are not securely transferred from source to destination. 

4. Detect attacks: In forth module , The malicious node and attacks made by that node in the network will be 

detected. 
5. Remove attacks: In fifth module, system will remove the attacked node and find the alternate shortest 

path to send the data packets. 

IV. FLOWCHART 

 

V.  

 

 

 

                

 

 

 

 

FIG.1: PROPOSED ARCHITECTURE 

V. CONCLUSION 

 

Energy efficient and secure data transmission technique for defense against attacks in wireless sensor network is 

mainly the purpose of the proposed approach which can improve the lifetime of wireless sensor network using An 

LEACH K-LEACH 

In LEACH protocol cluster formation is random and 

this may lead to non-uniform cluster sizes as well as 

poor formation of cluster. 

K-LEACH uses the K-medoids clustering algorithm to 

obtained highly uniform clustering of nodes and very good 

choices of cluster heads and it is very well known fact energy 

retention of a WSN is highly dependent on the grouping or 

clustering of transmitting and receiving nodes. 

LEACH protocol does random selection of CH, this 

again may lead to poor to very poor selection of CH 

which will consequently lead to highly inefficient 

energy retention by the network. 

K-LEACH considers least distant from the centre of cluster as 

a criterion for a node to be chosen as a cluster head(CH) 

during cluster head selection procedure.  

LEACH protocol  select a nodes randomly. K-LEACH protocol improves the clustering and cluster head 

selection procedure. 

Create a Network 

Cluster Head formation 

Encryption 

Detect Attacks 

Remove Attacks 
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energy efficient techniques. K-LEACH uses the K-medoids clustering algorithm to obtained highly uniform clustering 

of nodes and very good choices of cluster heads and it is very well known fact energy retention of a WSN is highly 

dependent on the grouping or clustering of transmitting and receiving nodes. This paper is builds to evaluate in 

detecting and preventing compromised node to become cluster head.The system will detect a malicious node and also 

attack made by that node in the network. Then the system will find the alternate path to send the data packets to the 

receiver and also provide secure data transfer using encryption technique. 
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