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ABSTRACT: Digital information has become a social infrastructure and with the expansion of the internet, network 
infrastructure has become an indispensable part of social life and industrial activity for mankind. In recent years, the 
demand for online banking has increased and the number of people who rely in online transactions has tremendously 
increased. Thus necessity for a reliable security for online transactions is ever than before. By combining biometrics 
and cryptography, biometric encryption has drawn great attention in the field of information security. Two levels of 
security are provided in this proposed design. Firstly we consider the security level at the client side by providing 
biometric authentication scheme. 
 

I. INTRODUCTION 
 

Security is one of the most important issues related with any field. Only authorized person have the access. 
Many methods are available for implementation of security. Use of “Biometrics” is one of the important methods of 
security. 
Fingerprint Authentication is errorless system where records of fingerprints of authorized person already stored in 
the database. It is captured through sensor. When person try to access system, he is asked for fingerprints. Again it is 
captured through sensor and matched with records those are already stored in the database 
 

II. PROPOSED SYSTEM 
 
A.  Bank Module The first is the login process. Initially the administrator does the account creation for a new user. 
Once the request is approved the user can open the account and an account number is provided by the bank at the 
time of registration. The login process of user leads to user page. The website provides the transaction details of the 
user, their account balance details about the bank and services provided by the bank. 
 
B. Fingerprint In this module fingerprint of the registered user is enrolled and verified. Fingerprint enrolment is 
done by entering the unique account number of the user provided by the bank at the time of  account  registration. 
Fingerprint is verified at the transaction time and if the fingerprint verified is authorized, he/she can withdraw the 
money and can check the account balance. 
 

III. LITERATURE SURVEY 
 
Previous work on defending against user password - stealing attacks for the three major categories. 
Phishing attacks are relatively new but very effective.There are two typical types of phishing. First,to   prevent 
phishing emails a statistical machine learning technology is used to filter the likely phishing  emails;  however, such 
a content filter does not always work correctly.  
Blacklists of spamming / phishing mail servers are not useful when an attacker hijacks a virus - infected PC.  
A path - based verification was introduced. Key distribution architecture and a particular identity - based    digital  
signature scheme were proposed to make email trust worthy. Second,to defend  against  phishing  websites,  the 
authors in and developed 
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some web browser toolbars to inform a user of the reputation and origin of the websites which they are  currently 
visiting. The authors implemented password hashing with a salt as an extension of the web  browser, a web proxy, or 
a stand – alone Java Applet. Regardless of the potential challenges considered  
in an implementation, such password hashing technology has a roaming problem because not every web  browser 
installs such an extension or sets the web proxy. 
 
Scope of the project: 
The scope of the project is confined to store the image and store in the database. When a person has to be identified 
the images stored in the database are compared with the existing details and than virtual password is send to user 
mobile to check twice. 
 
Architectural model (project block diagram): 
 

 
 

IV. RESULT 
 
Login Page: 
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Admin After Login: 
 

 
 

Create Account: 
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Technical requirement: 
 

                                            HARDWARE  REQUIREMENTS 

               Processor Core 2 duo and abo 

               Ram Minimum 512 MB  

               Device Fingerprint 

              Secondary storage Minimum 80 GB 

                                             SOFTWARE  REQUIREMENTS 

    Operating System Server Windows XP or later 

               Database Server Oracle or MYSQL 

               Tools and environment  jdk1.6 

               Code Behind Java and JMF Framework 

 

Technical Language: Java 
 
BackEnd : MYSQL 5.5 
 
Advantages of project: 

 
1) Very fast and accurate. 
2) No need of any extra manual effort.  
3) High Security using virtual and fingerprint.  
4) Just need a little knowledge to operate the system.  
 
Limitations of project: 
 
1)Fingerprint device should be attached in Computer. 
2)Time Consuming because of 2 level security. 
 

V. CONCLUSION 
 
In this project, we introduce a security system for preventing unauthorized access of a person’s bank account by an 
attacker when the bank card is lost or when the password is stolen.The newly introduced  authentication levels such 
as a virtual password and finger print verification ensures tight security.This   enables the authorized user to access 
his account securely and provides enhanced security to the Bank system.   
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