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ABSTRACT:Vehicular ad hoc networks (VANETS) are the specific class of Mobile ad hoc networks (MANETS).In a
VANET, vehicles will rely on the integrity of received data for deciding when to present alerts to drivers. In this paper,
we investigate the authentication issues with privacy preservation and non-repudiation in VANETS. We propose a
novel framework with preservationand repudiation (ACPN) for VANETSs. In ACPN, we introduce the public-key
cryptography (PKC) to the pseudonym generation, which ensures legitimate third parties to achieve the non-repudiation
of vehicles by obtaining vehicles’ real IDs. The self-generated PKCbasedpseudonyms are also used as identifiers
instead of vehicle IDs for the privacy-preserving authentication, while the update of the pseudonyms depends on
vehicular demands.
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. INTRODUCTION

A Vehicular Ad-hoc Network (VANETS) is a technology, that makes nodes as routers and provides self-organized
network for communication among Vehicles and Roadside Infrastructure. This communication is provided by
Dedicated Short Range Communication,, that provides communication within 300 meters.. This communication
provides both safety and non-safety applications to the users. Safety applications include messages like emergent
braking, traffic jam in a certain locality or accident and the non-safety applications include location based services and
infotainment services, which improve the comfort level of the users on road.[8]. The mobility of vehicles is constrained
by predefined paths, node’s speed limit or the congestion level. Advanced wireless technologies enable direct and
instant communication among vehicles (Vehicle-to-Vehicle V2V) as well as between wvehicles and the road
infrastructure

1. LITERATURE REVIEW

Wireless sensor network (WSN) is a network of collection of tiny sensor nodes called as motes which are densely
deployed over target area. The sensor are able to sense the data through events occurring in their coverage area and are
able to either forward the data or process the data in some cases as . A sensor network node typically consists of Radio
transceiver, a microcontroller and battery or typical form of an embedded type of energy source .There are many
advantages of using wireless sensor networks. One of these advantages is reducing the cost of the applications by
having many sensors with little cost communicate with each other and with the base station providing full

network function.

In [6], The security and performance analysis show that our scheme can achieve efficient group signature based
authentication while keeping conditional privacy for VANETS.

In [7], The security of VANET of the road condition information transferring system is crucial. For example, it is
essential to make sure that life-critical information cannot be inserted or modified by an attacker. The system should be
able to help establish the liability of drivers; but at the same time, it should protect as far as possible the privacy of the
drivers and passengers. In fact, there are very few academic publications describing the security architecture of
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VANETS. So integrate the characteristics of ad hoc network itself, concerned the security issues of VANETS from only
a few aspects based on some referential papers and provide the appropriate solving measures.

In [8],The scheme suggested in this paper can be implemented on any network simulator and one such simulation
reports that this approach for VANET authentication scheme efficiently overcomes Sybil and Impersonation attacks, a
major crisis to authentication. As ldentities are used, but not directly to authenticate on the go, it provides privacy
which is also adaptive. Thus it makes a strong case for implementation on VANET.

1. SECURITY INVANET

The security of VANETS is one of the most critical issues because their information transmission is propagated in open
access environments. It is necessary that all transmitted data cannot be injected or changed by users who have
malicious goals. Moreover, the system must be able to detect the obligation of drivers while still maintaining their
privacy. VANET packetscontains life critical information hence it is necessary to make sure that these packets are
notinserted or modified by the attacker; likewise the liability of drivers should also be establishedthat they inform the
traffic environment correctly and within time. These security problems do not similar to general communication
network. The size of network, mobility, geographic relevancy etc makes the implementation difficult and distinct from
other network security.These problems in VANET are difficult to solve because In terms of security implementation,
there are several layers which are used in proposed protocols to deploy security policies but one of the most often-used
levels is layer three for implementation security [12]. There are several methods to assure security in the network world
which are also applicable in wireless networks.

(AVA RELATED WORK

e  AUTHENTICATION THROUGH PKC

PKC is based on asymmetric key algorithms, where the key used to encrypt a message is not the same as the key used
to decrypt it . Many existing PKC schemes are available to be utilized in the PKC-based pseudonym generation. Each
vehicle ¢ has a pair of cryptographic keys, i.e., a public encryption key pkc and a private decryption key skc. The
cryptographic key pairs are generated by the RTA periodically, and the public keys are transmitted to every RSU in its
service region through secure channels. Each key pkc is broadcast to all vehicles by the RSU, while the corresponding
private key skc is known only to the RTA. In this way, a vehicle can obtain a public key pkc and generate the PKC-
based pseudonym from the current public key, which can be decrypted only with the corresponding RTA’s private key
ske.

e Need ID based signature scheme for authentication:

For better authentication without any compromises at the initial phase of registration and faster verification of this
authenticity on road, two different schemes are used. The first scheme identity Based Signature (IBS) makes use of the
real world identity of the uses to authenticate itself with the RTA. The RTA in turn provide the user with parameters. In
the second scheme, Identity Based Online / Offline Signature (IBOOS) two phases are employed. In the offline phase,
using the RTA verified parameters, offline signature is generated and in the online phase, message is used in addition to
the private key for generation of online signature (The process of verification in the online phase, makes use of online
signature & message and hence less time consuming and efficient).

V. SECURITY ANALYSIS IN VANET

Authentication of message legitimacy is provided by the digital signature of the sender and the corresponding CA
certificate. The only guarantee that this provides is that the message comes from a vehicle that was trusted, at least
when the keys were issued. Availability can be totally guaranteed.[7]the ways in which an attacker can disrupt the
network service are limited.outsiders can only mount jamming attacks. Starting from the initial assumptions we have
the following facts: Vehicles cannot claim to be other vehicles since they only interact with their anonymous public
keys vehicles cannot cheat about their position and related parameters if a secure positioning solution is used a vehicle
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cannot deny having sent a message because it is signed by an anonymous key that belongs exclusively to the sender.
Using these facts, the security of a VANET is more a certainty than an assumption.

In ACPN, the efficiency of authentication is estimated by the communication delay among vehicles, in which we focus
on the computational delay consumed by using cryptographic techniques including IBS and IBOOS schemes

For ACPN:Inner-RSU-V2V, the computational delay of the V2V authentication Tinner is calculated as:.

Tinner = Tsender + Treceiver
whereTsender sign is the time of signing the online signature by the sender vehicle, and Treceiver verify is the time of
verifying the online signature by the receiver vehicle, by using the IBOOS scheme

VI. CONCLUSION

In this paper, we prepared transportation scheme that uses the online road information in real time by the help of
VANET. In addition to information sharing, co-operative driving, finding a shortest route to a certain destination, it
provides authentication, privacy and security to the data.
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