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ABSTRACT: In the current scenario the Internet access using Wi-Fi is common in institution, government and many 

more MNC companies there is a possibility of being malicious attack. To detect an unauthorized Access node for the 

protection of information. In this paper we use data set of authorized and unauthorized Access nodes in the Wi-Fi 

environment, analyse them using Machine learning Algorithms include KNN (K Nearest Neighbors), SVM (Support 

Vector Machine), MLP (Multilayer Perceptron), C4.5. 

 

I.INTRODUCTION 

 

The wireless network devices have been using rapidly so it’s hard to find places without Wi-Fi in one’s lives. Wi-Fi 

is available in cafes, companies, schools and military facilities. Wi-Fi has been using by many specified users by 

making very much difficult to check everyone. For authorized Wi-Fi identification is very much difficult unless you 

look directly at the Access node. In a wireless local area network (WLAN) a thread called access node has emerged an 

important security problem. An access node is a station that receives and transmits the data which is known as 

transceiver. Two types of access node can be set with different equipment’s. The first type uses a wireless router 

connected directly into an Ethernet jack on a wall .The second type are set on a portable laptop with two wireless cards 

one connected to a real Access node and the other configured as an Access node to provide internet access to WLAN 

Station Due to the various smart devices the existence of unauthorized Access node has become unavoidable. Usage is 

also irrelevant as there is no provisions or regulations related to unauthorized Access node such as hotspots as well as 

public places. This actually provides a weak point to wireless networks. Due to this the network can easily be harmed 

by gleaming information of other users who have access to unauthorized Access node. 

II.RELATED STUDIES 

 

The growing use of Wi-Fi network creates so many threats that access data from networks which can be damage 

for a particular organization network. 
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Fig. 1. Use Case Diagram 
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So, the data set thus constructed is applied to the machine learning algorithm to obtain the result, and then the results 

obtained are compared, to show which algorithm is more accurate. The Use Case Diagram As show in Figure 1. 

 
The machine-learning algorithms and their features used in this paper for classification are as follows: 

 SVM (support vector machine): Based on a given set of data, we create a non-probabilistic binary linear 
classification model that determines which classifications of new data should be broken down and used to 
represent boundaries in the space in which data is mapped. The SVM algorithm is the algorithm that finds the 
boundary with the largest width. 

 C4.5: It is one of the algorithms for classifying and predicting data by making a decision tree. It is an algorithm 
that complements the limit of the existing ID3 algorithm. The C4.5 algorithm uses the concept of information 
entropy to create a decision criterion and uses it to classify the sample set most effectively. 

 KNN(k-nearest neighbors algorithm) : As a type of map learning, the input consists of the k closest training data 
in the feature space, and if used for classification purposes, the object is the object assigned to the most 
common item among the k nearest neighbors and classified by majority vote. 

 MLP (multilayer perceptron): The hidden layer is added between the input layer and the output layer, and 
supervisory learning is performed using the back-propagation algorithm, so that data that cannot be linearly 
separated can be classified. 

III.SYSTEM CONFIGURATION AND DATASET EXTRACTION 

 

For the Detection of unauthorized Access node, the given data can be made by Data Pre-processing and Data Sampling, 

Data Pre-processing is the step-in which data get transformed, the features of the data can now be easily interpreted by 

the algorithm. 

We find the Four Major attack class attack in Data Pre-processing. 

 Denial of Service (DoS): is an attack in which an adversary directed a deluge of traffic requests to a system in 

order to make the computing or memory resource too busy or too full to handle legitimate requests and in the 

process, denies legitimate users access to a machine. 

 Probing Attack (Probe): probing network of computers to gather information to be used to compromise its 

security controls. 

 User to Root Attack (U2R): a class of exploit in which the adversary starts out with access to a normal user 

account on the system (gained either by sniffing passwords, a dictionary attack, or social engineering) and is 

able to exploit some vulnerability to gain root access to the system. 

 Remote to Local Attack (R2L): occurs when an attacker who has the ability to send packets to a machine over 

a network but who does not have an account on that machine exploits some vulnerability to gain local access 

as a user of that machine. 
 

The Output of Attack Class Distribution As show in Figure 2. 

 

 

 
 

Fig. 2. Attack Class Distribution 

 

The Data Sampling is a statistical analysis technique used to select, manipulate a representative subset of data points to 

identify patterns and trends in the larger data set being examined. The Output of Data Sampling feature and importance 

as shown in Figure 3. 
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Fig. 3. Feature and importance of Data Sampling 

 

IV.EXPERIMENTAL RESULTS 

 

In the experiments, the algorithm to be compared were selected from the classification. The algorithms are SVM 

(Support Vector Machine), C4.5, KNN (K nearest neighbors) and MLP (Multilayer Perceptron). The experimental 

results for each classification algorithm are shown in Table 1. 

 

TABLE I.EXPERIMENTAL RESULT FOR ALGORITHMS 

 

 

 

 

V.CONCLUSION 

In this, Presented the simple Intrusion Detection and Prevention Approach for unauthorized access node in Wireless 

LAN. The difference between authorized and unauthorized access node can be classified by Machine Learning 

algorithms. If we detect the attacks from an unauthorized access node, can be disconnect it for protection of the system. 

The method will be applied to the protection of information, including personal lifelog data. 
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