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ABSTRACT: The focuses on detecting electricity theft cyber-attacks in the consumption domain, this paper 

investigates electricity thefts at the distributed generation (DG) domain. In this attack, customers hack into the smart 

meters monitoring their renewable-based DG units and manipulate their readings to claim higher supplied energy to the 

grid and hence falsely overcharge the utility company. Deep machine learning is investigated to detect such a malicious 

behavior. A set of cyber-attack functions were introduced to manipulate the integrity of the readings of the injected 

power from the DG units in order to falsely overcharge the electric utility company. Electricity theft can be harmful to 

power grid suppliers and cause economic losses. Integrating information flows with energy flows, smart grids can help 

to solve the problem of electricity theft owning to the availability of massive data generated from smart grids. The data 

analysis on the data of smart grids is helpful in detecting electricity theft because of the abnormal electricity 

consumption pattern of energy thieves. However, the existing methods have poor detection accuracy of electricity-theft 

since most of them were conducted on one dimensional (1-D) electricity consumption data and failed to capture the 

periodicity of electricity consumption. Deep convolutional Neural Network is performed and analyse the cyber-theft on 

electrical data. The machine learning and Convolutional Neural Network is applied and find the electricity theft. As a 

result, Wide & Deep CNN model can achieve the excellent performance in electricity-theft detection. The predicted 

result in the form of accuracy, precision, recall, f1-measure, sensitivity and specificity. 
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I. INTRODUCTION 

 

Electrical theft is one of the most prominent issues pertaining to conventional power grids and have been a major 

concern to the utility providers for quite a long time. The losses incurred by the providers due to these thefts are 

enormous and undesirable. Electricity theft represents a pressing problem that has brought enormous financial losses to 

electric utility companies worldwide. This section describes how realistic benign and malicious datasets are developed. 

Since this data is not publicly available, realistic synthetic data is created. Real load profiles and solar irradiance data 

are utilized to obtain the benign data, then a set of cyber-attack functions are applied on the benign dataset to obtain the 

malicious dataset. The benign and malicious datasets will then be used to train the classifier. One of the goals of this 

work is to investigate the integration of different data sources in the training process of the deep learning-based 

detector. These various data sources include the readings from DG smart meters, meteorological data (solar irradiance), 

and SCADA metering points. In order to develop a deep learning-based electricity theft detection system, we have 

investigated the application of deep feed forward, and deep artificial neural networks. The detector is trained using 

benign and malicious datasets. Hyper parameter optimization is applied to define the optimal architecture for the 

detector. The detector developed herein is a general detector trained using datasets obtained from all the DGs in the 

system, and hence, the detector can be used to detect the presence of electricity theft cyber-attack for any DG unit in the 

system. Our investigations revealed that a hybrid C-RNN deep learning architecture offers the best detection 

performance among different deep learning-based models. Optimal selection of hyper-parameters is investigated using 

a random grid search approach. Our studies also demonstrated that the detection performance can be significantly 

enhanced if multiple data sources are integrated while training the detector. In specific, the integration of the PV 

generation profile, irradiance data, and SCADA meter readings. Electrical theft leads to enormous losses to the utilities 

in the power sector. The major cause of these thefts is the illegal use of electricity by the consumers through tapping. 

To detect the malicious consumers that intentionally purloin the electricity. 
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II. RELATED WORK 

 

We roughly categorize the studies on electricity-theft detection into two types: hardware-based solutions and data-

driven solutions. In particular, hardware-based solutions concentrate on designing specific metering devices and 

infrastructures so that electricity theft can be easily detected. Typical electricity theft detection equipment’s include 

smart meters with ant tampering sensors, radio-frequency identification (RFID) tags and sensors [14], [15], [16]. The 

main limitations of hardware based solutions include 1) the cost of deploying smart metering devices, 2) the 

vulnerability of hardware devices (e.g., failure due to severe weather condition), 3) the difficulty in maintaining devices 

(e.g., replacing batteries of devices). Data driven electricity-theft detection has drawn considerable attentions recently. 

For example, the work in [2] is based on the data fusion from sensors and advanced metering infrastructure (AMI). 

Many recent studies [17], [18], [19] are based on support vector-machines (SVM). The main idea of SVM methods is 

to classify the normal users and the electricity thieves. In addition to SVM, artificial neural networks can also be used 

to electricity-theft detection [10], [11]. However, most of these studies are less accurate in electricity-theft detection 

and require artificial feature extraction according to domain knowledge. 

 

B. Anomaly Detection in Smart Grids 

 

Anomaly detection in smart grids represents a substantial body of works related to data driven electricity-theft 

detection.  In particular, anomaly detection (a.k.a. outlier detection) is the procedure of detecting abnormal patterns that 

do not conform the expected behaviour [20]. Anomaly detection has been widely used in many research areas, such as 

intrusion detection [21], fraud detection [22] and industrial control systems [23]. Recently, anomaly detection has 

received extensive attention from the smart grid community since it can help in improving operational safety, 

enhancing the control reliability and detecting faults in smart metering infrastructure [24], [25], [26]. The typical 

approaches used in anomaly detection in smart grids mainly include SVM (Support Vector Machine), clustering and 

classification [27]. Besides, Decision Tree and Rough Sets can also be used in fraud detection in power systems [28]. 

Moreover, [29] presents a rule-based model to detect the NTLs. 

However, most of related studies in either electricity-theft detection or anomaly detection are based on the analysis 

on 1-D electricity consumption data and fail to capture the periodicity of electricity consumption. Therefore, it is the 

purpose of this study to propose a novel analytical model to overcome the limitations of the above existing works. 

III. PROPOSED SYSTEM 

 

The proposed model is introduced to overcome all the disadvantages that arises in the existing system. We are applying 

data mining techniques to identify suitable process for electrical theft in smart grid. And, thus the prediction process is 

less time consuming. It will help to find the electricity theft from smart grid electricity dataset. This system will 

increase the accuracy of the supervised classification results by classifying the data based electricity theft and using 

classification algorithm. It enhances the performance of the overall classification results. The machine learning and 

Convolutional Neural Network is used to predict the electrical theft from the smart grid dataset.   

    

IV. PSEUDO CODE 

 
#Feature Scaling  
from sklearn. preprocessing import StandardScaler  
sc_X = StandardScaler()  
X_train =sc_X.fit_transform(X_train)  
X_test = sc_X.transform(X_test)  
    
#Fitting Logistic Regression to dataset  
from sklearn.linear_model import LogisticRegression  
classifier = LogisticRegression()  
classifier.fit(X_train, y_train)  
  
#Predicting the test set result  
y_pred = classifier.predict(X_test)  
   
#Making the confusion matrix  
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from sklearn.metrics import confusion_matrix  
cm = confusion_matrix(y_test, y_pred) 

 

V. SIMULATION RESULTS 

 

In our Wide & Deep CNN method, the epoch is a parametercontrolling the train round. An epoch is defined by one 

forwardpass and one backward pass of all training samples. We choosethe similar settings like parameter study to 

investigate theimpact of the epoch. In particular, we vary the epoch valuesfrom 10 to 100 with the step value of 1 and 

we fix= 60= 120. Similarly, we also conduct two groups of experiments with different training ratio (60% or 

80%).when the epochvalue increases, both AUC and MAP increase at first. But after a certain threshold on the epoch, 

both AUC and MAPdrop while they increase again later. This phenomenon can be explained as follows. When we 

choose a smaller epoch value,it may be not enough to let our Wide & Deep CNN system learn from both 1-D and 2-D 

data. However, it may causeoverfitting when we choose a larger epoch value. Therefore, there also exists a threshold on 

the epoch value to optimize thetraining procedure in our Wide & Deep CNN. For example, the best performance was 

achieved when the number of epochsreaches 30 when the training ratio is 60%. 

VI. CONCLUSION AND FUTURE WORK 

 

In this process, we present the predictive models by using machine learning methods including Logistic Regression, 

and deep neural network algorithm of Convolutional Neural Network is to predict Electricity theft. The predictive data 

model is implemented by using different data mining techniques by paying attention to most unpopular data mining 

algorithms. As per to the literature surveys conducts in this study, it clearly represents that the most researchers use 

popular data mining algorithms like Logistic Regression, and Convolutional Neural Network as the classification 

techniques. 

In future, it is possible to provide extensions or modifications to the proposed clustering and classification algorithms 

using intelligent agents to achieve further increased performance. Apart from the experimented combination of data 

mining techniques, further combinations such as artificial intelligence, soft computing and other clustering algorithms 

can be used to improve the accuracy. 
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