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ABSTRACT: Nowadays Phishing becomes a main area of concern for security researchers because it is not difficult to
create the fake website which looks so close to legitimate website. Experts can identify fake websites but not all the
users can identify the fake website and such users become the victim of phishing attack. Main aim of the attacker is to
steal banks account credentials. In United States businesses, there is a loss of US$2billion per year because their clients
become victim to phishing. [3].The general method to detect phishing websites by updating blacklisted URLs, Internet
Protocol (IP) to the antivirus database which is also known as “blacklist" method. To evade Blacklists attackers uses
creative techniques to fool users by modifying the URL to appear legitimate via obfuscation and many other simple
techniques including: fast-flux, in which proxies are automatically generated to host the web-page; algorithmic
generation of new URLs; etc.[3]
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I. INTRODUCTION

Phishing is that the fraudulent plan to obtain sensitive information like username, password and credit card details,
often malicious purposes, by disguising as a trustworthy entity in an electronic communication [1]. Nowadays Phishing
becomes a main area of concern for security researchers because it is not difficult to create the fake website which
looks so close to legitimate website. Experts can identify fake websites but not all the users can identify the fake
website and such users become the victim of phishing attack. Main aim of the attacker is to steal banks account
credentials. In United States businesses, there is a loss of US$2billion per year because their clients become victim to
phishing. [3] In 3rd Microsoft Computing Safer Index Report released in February 2014, it was estimated that annual
worldwide impact of phishing could be as high as $5 billion. Phishing attacks are becoming successful because lack of
user awareness. Since phishing attack exploits the weaknesses found in users, it is very difficult to mitigate them but it
is very important to enhance phishing detection techniques. [3] In this attack, Phisher makes a fake web page by
copying contents of the legitimate page, so that a user cannot differentiate between phishing and legitimate sites. Social
engineering schemes prey on unwary victims by fooling them into believing they are dealing with a trusted, legitimate
party, such as by using deceptive email addresses and email messages. [1] The general method to detect phishing
websites by updating blacklisted URLs, Internet Protocol (IP) to the antivirus database which is also known as
“blacklist" method. To evade Blacklists attackers uses creative techniques to fool users by modifying the URL to
appear legitimate via obfuscation and many other simple techniques including: fast-flux, in which proxies are
automatically generated to host the web-page; algorithmic generation of new URLs; etc.[3]

II. PROPOSED DEFINITIONS

Different kinds of phishing attacks:

It is possible to use machine learning to understand data and build great data products. The project aims to explore this
area by showing a use-case of detecting phishing websites using machine learning. [13] Machine Learning (ML)
methods, can also be used in application development for information security. Optimization, classification, prediction
and decision support system and great benefits can be provided to the person who isresponsible for information
security. [3]

Phishing can be done through email phishing scams and spear phishing hence user should be aware of the
consequences and should not give their 100 percent trust on common security application. Machine Learning is one of
the efficient techniques to detect phishing as it removes drawback of existing approach. [3]This is a field of artificial
intelligence and it has ability to learn without explicitly programmed. Various machine learning techniques are
Supervised learning, Unsupervised learning and Reinforcement learning.
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Machine learning types of machine learning techniques are:
1. Supervised learning

2. Unsupervised learning

3. Reinforcement learning

Machine Learning Algorithms:

1. Extreme Learning Machine (ELM): Extreme

Learning Machine (ELM) is a feed-forward artificial neural network (ANN) model with asingle hidden layer. For the
ANN to ensure ahigh-performing learning, parameters such as threshold value, weight and activationfunction must
have the appropriate values for the data system to be modelled. In gradient-based learning approaches, all of these
parameters are changed iteratively for appropriate values.

2. Random Forest Algorithm:

Random Forest (RF) is an ensemble learning classification and regression method suitable to handle problems
involving grouping of data into classes. In RF, prediction is achieved using decision trees. During the training phase, a
number of decisions trees are constructed (as defined by the programmer) which are then used for the class prediction;
this is achieved by considering the voted classes of all the individual trees and the class with the highest vote is
considered to be the output.[10]

3. Decision Tree:

A decision tree looks like a flowchart, where each non-leaf node denotes a test on an attribute, each branch represents
an outcome of the test, and each leaf node holds a class label. C4.5 is used to construct decisiontree through the
learning from class-labelled training tuples; it adopts a greedy, top-downrecursive divide-and-conquer, approach to
construct decision trees. Attribute selection is akey problem in constructing decision tree, which determines which
attribute to be split (i.e., as anon-leaf node of decision tree). The attribute selection measure provides a ranking for
eachattribute according to the training tuples. The attribute with the best score for the measure ischosen to be the
splitting attribute. In C4.5, gain ratio is used as the attribute selection measure.[11] determines which attribute to be
split (i.e., as anon-leaf node of decision tree). The attribute selection measure provides a ranking for eachattribute
according to the training tuples. Theattribute with the best score for the measure is chosen to be the splitting attribute.
In C4.5, gainratio is used as the attribute selection measure.[11]

4. SVM (Support Vector Machine):

This technique is used in medical for diagnosis of diseases, text recognition, for classification of image and in the other
fields. This will partition the data into two categories using fixed rule, quadratic equation and statistic. Separating hyper
plane is used for the binary classification of the data and minimizes the space of the margin on the basis of kernel
function. This technique is used to find the best solution of the problem. This technique is fails in analysing thebig data.

(2]

II1I. CONCLUSION AND FUTURE WORK

The systems varying from data entry to information processing applications can be made through websites. The entered
information can be processed; the processed information can be obtained as output. Nowadays, web sites are used in
many fields such as scientific, technical, business, education, economy, etc. Because of this intensive use, it can be also
used as a tool by hackers for malicious purposes. One of the malicious purposes emerges as a phishing attack.
Contributions of many researches shows different methods, approaches to detect phished URLs and these
methodologies have also been implemented. The purpose of the application is to make a classification for the
determination of one of the types of attacks that cyber threats called phishing. The system informs user of phishing
URLSs by prompting of benign URLs even before goes live on those website which ultimately leads to avoidance of a
phishing attack. Extreme Learning Machine will be used for this purpose. In this study, we will use a data set from UCI
website.
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