ISSN(Online): 2320-9801
(””‘CCE ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer

and Communication Engineering
(An ISO 3297: 2007 Certified Organization)
Website: www.ijircce.com
Vol. 5, Issue 5, May 2017

Fine Grained Authentication Method for Web
Based Cloud Service

Karishma Tamboli

M.E. Student, Dept. of Computer Engineering, SKNCOE, Savitribai Phule Pune University, Pune, Maharashtra, India

ABSTRACT: In this paper, proposed system exhibit another fine-grained two-variable approval (2FA) get to control
structure for electronic distributed Computing organizations. Specifically, in proposed system proposed 2FA get to
control structure, a property based get to control framework is executed with the need of both a customer secret key and
a lightweight security device. As a customer can't get to the structure in case they don't hold both, the instrument can
enhance the security of the system, especially in those circumstances where various customers have a similar PC for
online cloud organizations. Similarly, trademark based control in the structure too enables the cloud server to restrict
the access to those customers with a similar proposed system of action of properties while saving customer insurance,
i.e., the cloud server just understands that the customer fulfils the required predicate, however no piece of information
has on the exact identity of the customer. Finally, proposed system moreover entire a simulation to show the
practicability of proposed system proposed 2FA structure.
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I. INTRODUCTION

In particular, in proposed framework proposed 2FA get to control framework, a quality based get to control
instrument is actualized with the need of both a client secret key and a lightweight security device. As a client can't get
to the framework in the event that they don't hold both, the component can upgrade the security of the framework,
particularly in those situations where numerous clients have a similar PC for web based cloud services. What's more,
quality based control in the framework likewise enables the cloud server to restrict the access to those clients with a
similar arrangement of characteristics while saving client protection, i.e., the cloud server just realizes that the client
satisfies the required predicate, yet has no clue on the correct personality of the client. At long last, proposed
framework additionally complete a reproduction to show the practicability of proposed framework proposed 2FA
framework. A sincere theory to fulfil proposed framework will probably utilize an ordinary ABS, simply split the
customer secret key enter into two segments. One segment is kept by the customer (set away in the PC) while another
part is instated into the security gadget. Uncommon thought must be taken in the process since ordinary ABS does not
guarantee that the spillage of part of the Secret key does not impact the security of the arrangement while in two 2FA,
the attacker could have exchanged off one of the components. Furthermore, the part should to be done in a way that by
far most of the calculation load should be with the customer's PC since the security device shouldn't be able. Despite
the fact that the new worldview of distributed computing gives awesome preferences, there are meanwhile also
concerns about security and protection particularly for web based cloud services.

As sensitive data information might be put away in the cloud for sharing reason or convenient access; and
qualified clients may likewise get to the cloud framework for different applications and administrations, client
validation has turned into a basic segment for any cloud system. A user is required to login before using the cloud
services or accessing the sensitive data stored in the cloud. There are two problems for the existing traditional
account/password based system. First, the existing traditional account/password-based authentication is not privacy-
preserving. However, it is well acknowledged that privacy is a basic feature that must be considered in cloud
computing systems. Second, it is common to share a computer among different people. It may be easy for hackers to
install some spyware to learn the login password from the web-browser. An as of late proposed get to control model
called attribute based access to control is a good candidate to handle the primary issue. It not only provides in nominate
authentication but also further defines access control policies based on different attributes of the requester,
environment, or the information protest. In a property based get to control system,1 every client has a client secret key
issued by the power. Practically speaking, the client secret key is put away inside the PC.
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Il. RELATED WORK

In [2] authors are described a. security challenges in Software as a Service (SaaS) model of cloud computing and
also end eavors to provide future security research directions b. In this Paper proposed system have referred the
solution On Cloud Computing Security. In [3] authors are described a. cloud security model and security framework
that identifies security challenges in cloud computing b. proposed system have referred the solution for security
challenges in cloud computing and proposed a security model and framework for secure cloud computing environment
that identifies security requirements, attacks, threats, concerns associated to the deployment of the clouds. In [4]
authors are described a. Authentication and access control security issues are still in loop of solutions, because of that
SO many organizations are waiting for adoption of cloud computing services. This is a review paper for authentication
and access control for cloud computing. b. proposed system have referred a good solution authentication and access
control for the cloud computing. In [5] authors are described a. The proposed scheme has been evaluated under various
situations. Both of the graphical password schemes have been evaluated individually with various password
combinations. The new multi-level graphical password scheme can be considered as a most secure scheme for cloud
platforms b. proposed system have referred the model will be enhanced with more functionality and higher level of
authentication security; it would be implemented by using security questions, image based security for the login
protection and at the last level User Identification Number (UIN) would be used to access or view the data in cloud
platforms on mobile devices and software systems for computers. In [6] a. proposed system propose a new notion
called k-times attribute-based anonymous access control, which is particularly designed for supporting cloud
computing environment b. Proposed system have referred an attribute-based access control mechanism which Can be
regarded as the interactive form of Attribute Based Signature. In [8] a. Proposed system proposes a security of Group
signature is based on strong Diffie-Hellman assumption and a new assumption in bilinear groups called linear
assumption b. Proposed system have referred security of system.

I11. PROPOSED METHOD

Proposed system, proposes a fine-grained two factor access control protocol for web based cloud computing
administrations, utilizing a lightweight security gadget. The gadget has the following properties:

(1) It can process some lightweight calculations, e.g. hashing and exponentiation.

(2) It is tamper resistant, i.e., it is expected that nobody can break into it to get the secret data put away inside

— Authority Trustee — Cloud Server
Request R t
for . eques
Secret Key Security for Files split into
secret Issued Device fingerprint no.of blocks
key issued gerp ;
device
3 1
AES Algorithm
Secret Key + Security
Device
User User
(a) User Key Genration process (b) Access Authentication Process

Fig 1: Proposed system Architecture.
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Here in fig [1] first of all user request fingerprint device to the trustee then trustee gives the fingerprint device to the
user, if fingerprint of the user matches the fingerprint in the database, then that user is considered as the authorized
user. And after that user request for the secrete key to the authority, then authority gives the secrete key to the user.
Then with the use of the secrete key & security device the user approaches towards the cloud to upload the file. For
security purpose system upload that file in the encrypted form, and divide one file into the no of blocks. System divide
file into the number of blocks because, if hacker try to hack the file he cannot able to hack full file because we divide
one file into the no of blocks.

» ALGORITHM
1. AESALGORITHM:

Cipher(byte in[4*NDb], byte out[4*Nb], word w[Nb*(Nr+1)])
Nb-Block Size
begin
byte state[4,Nb]
state = in
AddRoundKey(state, w[0, Nb-1])
for round = 1 step 1 to Nr-1
SubBytes(state)
ShiftRows(state)
MixColumns(state)
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
end for
SubBytes(state)
ShiftRows(state)
AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])
out = state
end

2. DSS ALGORITHM :

1. Generating Random pre message value k where k&lIt;0&lIt; g
2. Calculate r=(g k mod g) mod q

3. If unlike case that r=0 and start again different random k

4. Calculate s=k -1 (H (m)+xr) mod q

5. If unlike uncase s= then again start with different random k
6. Sign(r,k).

Purpose: For Key with the file.

IV.RESULT & ANALYSIS

»  Screenshots:
This screenshots represents how this system is work. It describes the responsibilities of the Admin, User &
Trustee.

1. New user registration :
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Fig2: New User Registration Form

2. New User registration with fingerprint:
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3. Registered User request to trustee for fingerprint device for further operations :
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Fig4: Registered User request to trustee for fingerprint device for further operations

4. Registered user Iocl;in with OTP:
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Fig 5: Registered user login with OTP

Copyright to JIRCCE DOI:10.15680/1JIRCCE.2017. 0505238 10140


http://www.ijircce.com/

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer

and Communication Engineering
(An ISO 3297: 2007 Certified Organization)
Website: www.ijircce.com
Vol. 5, Issue 5, May 2017
5. Admin uploads the file in encrypted form and divide that file in no of block
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Fig 6: Admin uploads the file in encrypted form and divide that file in no of block

6. User request file key for uploaded file to the admin:
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Fig 7: User request file key for uploaded file to the admin
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7. User got the key from admin and user gives that key to download file and downloads file:
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Fig 8: User got the key from admin and user gives that key to download file and downloads file
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Fig 9: File Uploading Graph
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» RESULT TABLE:

File Uploading Time parameter x-axis file id and y-axis file upload Time(ms) using algorithm AES For

Encryption.
File Uploading Time File Size File Time
First File 12 296
Second File 15 182

Table 1: File uploading With Respect To File Uploading Time

V. CONCLUSION AND FUTURE WORK

In this paper, proposed systems have showed another 2FA get to control structure for online disseminated processing organizations.
In view of the characteristic based access control framework, the proposed 2FA access control system has been recognized to not
simply give control the cloud server to restrict the path into those customers with a similar plan of properties additionally save client
protection. Point by point security examination shows that the proposed 2FA get to control structure finishes the coveted for security
essentials. Through execution evaluation, proposed system showed that the advancement is "probably". Proposed system leave as
future work to help improve the efficiency while keeping each and every satisfying part of the structure.
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