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ABSTRACT: Communication on Internet is done by Internet Protocols. IPv4 is a network layer protocol with 32-bit
address to communicate between host to host. But IPv4 has not sufficient address space to deal with present number of
host. So deal with large address space a new Internet Protocol is IPv6. IPv6 has 128-bit address space. But it is not easy
to just deploy IPv6 in palace of IPv4. So there are number of transition technique to deploy IPv6 over IPv4. Transition
techniques are Dual Stack, Tunneling and Header Translation. Tunneling is two type static tunneling and dynamic
tunneling. In this dissertation new tunneling technique is Instant implementation of IPv6 Tunnel (116T) in introduced
and implemented.
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I. INTRODUCTION

In these fast and busy days everyone wants a fast and efficient internet. To send and get a packet there is a IP address
to each host. IPv4 provides IP address to every host, but it has small address space. NAT is a temporary solution for
this address space problem. To fully overcome this problem new IP version IPv6 is used. But this is not easy to just
deploy IPv6 in place of IPv4. There are various transition technique to deploy IPv6. Dual stack, Tunneling, Address
translation.

Tunneling, also known as "port forwarding,” is the transmission of data intended for use only within a private,
usually corporate network through a public network in such a way that the routing nodes in the public network are
unaware that the transmission is part of a private network. Tunneling is generally done by encapsulating the private
network data and protocol information within the public network transmission units so that the private network protocol
information appears to the public network as data. Tunneling allows the use of the Internet, which is a public network,
to convey data on behalf of a private network.

In computer networks, a tunneling protocol allows a network user to access or provide a network service that the
underlying network does not support or provide directly. One important use of a tunneling protocol is to allow a foreign
protocol to run over a network that does not support that particular protocol; for example, running IPv6 over IPv4.
Another important use is to provide services that are impractical or unsafe to be offered using only the underlying
network services; for example, providing a corporate network address to a remote user whose physical network address
is not part of the corporate network. Because tunneling involves repackaging the traffic data into a different form,
perhaps with encryption as standard, a third use is to hide the nature of the traffic that is run through the tunnels.

Il. RELATED WORK

There are various techniques to design tunneling between two or more host of same or different network. Author has
studied about all existing tunneling technique and comparing.

6to4 tunneling-The 6 to 4 mechanism is typically implemented almost entirely in border routers (edge device),
without specific host modifications except a suggested address selection default. Only a modest amount of router
configuration is required. The 6 to 4 workswell when a 6 to 4 router exists at the edge of the site. The main advantage of
6 to 4is that it requires no end-node reconfiguration and minimal router configuration. This mechanism is intended as a
start-up transition tool used during the period of co-existence of IPv4 and IPv6. It is not intended as a permanent
solution.

Teredo- another IPv6 transition technology that provides address assignment and host-to-host automatic tunneling
for unicast IPv6 traffic when IPv6/IPv4 hosts are located behind one or multiple IPv4 network address translators
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(NATS). To traverse IPv4 NATS, IPv6 packets are sent as IPv4-based User Datagram Protocol (UDP) messages. IPv6
traffic from Teredo hosts can flow across NATSs because it is sent as an IPv4 UDP message. Note that The main benefit
of Teredo is that it a NAT traversal technology for IPv6 traffic. If the NAT supports UDP port translation, then the
NAT.Teredo is losing its importance for designed for IPv6 connectivity. If native IPv6, 6to4, or Intrasite Automatic
Tunnel Addressing Protocol (ISATAP) connectivity is present, the host does not act as a Teredo client. As more IPv4
edge devices are upgraded to support 6to4 and IPv6 connectivity becomes ubiquitous, that node.

ISATAP, refers to Intra-Site Automatic Tunnel Addressing Protocol; another IPv6 transition mechanism for
transmitting IPv6 packets over IPv4 network. The word "automatic™ signifies that once an ISATAP server/router has
been set up only the clients must be configured to connect to it. This solution enables enterprises to deploy a simple and
manageable IPv6 within their infrastructure with little time and effort. Another advantage is that, within a site, usually
only one ISATAP router is needed. The host/router functioning as an ISATAP server should be dualstack and have a
connection to the IPv6 internet in order for it to become a gateway for all clients in the ISATAP subnet it serves.

I11. PROPOSED TECHNIQUE

I16T is a stateless tunneling mechanism which allows an Service Provider to rapidly deploy IPv6 in a lightweight and
secure manner without requiring upgrades to existing IPv4 access network infrastructure. While there are a number of
methods for carrying IPv6 over IPv4, I16T has been particularly successful due to its stateless mode of operation which
is lightweight and naturally scalable, resilient, and simple to provision. The service provided by 16T is production
quality, it "Looks smells and feels like native IPv6" to the customer and the Internet at large.

16T consists of two main hardware components, the UE (User Equipment) router and the BR (Border Relay) router.

User Edge Router,The UE router sits at the edge of the service provider IPv4 access infrastructure and provides IPv6
connectivity to this end user's network. The native IPv6 traffic coming from the end user hosts is encapsulated in 1Pv4
by the UE router and tunneled to the BR router or directly to other UE routers in the same 16T domain. Conversely,
encapsulated 116T traffic received from the Internet through the BR router and 16T traffic from other UE routers will
be de-capsulated and forwarded to the end-user nodes.

Border Relay Router, The BR router provides connectivity between the UE routers and the IPv6 network (public or
private Internet). Both the UE and BR routers are dual-stack devices, and the devices between the BR and UE routers
can be 1Pv4 only.

1Pr 4 netwrork
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116 T Address Tunnel Endpoint Determination

When a native IPv6 packet destined to all6T domain address arrives at a II6TUE router, it needs to be sent to
the appropriate destination UE router. The destination 1Pv4 address for the 116 T tunnel is obtained using the following
rules

* Determine the number of bits of the IPv4 address carried in the IPv6 header, as follows

(32 bits)-(IPv4 common prefix length)-(IPv4 common suffix length)

* Determine the position of those bits in the IPv6 header.

» Extract the bits of the IPv4 address carried in the IPv6 destination address header. This extraction can be performed
now that the 116 T domain address and the length of the common prefix is known.

« Start with the IPv4 common prefix, then append the bits extracted from the IPv6 header, and then append the IPv4
common suffix

Routing Considerations

Native IPv4 routing is used between the UE and BR routers in the 116 T domain. For high availability, more then one
BR router can be configured. To achieve this goal, the BR routers must use an IPv4 anycast address advertised in the
IPv4 Interior Gateway Protocol (IGP), resulting in multiple 16T BR routers in the 116 T domain. The UE router will
then use the closest BR router based on the IGP selection rules.The service provider must announce the registered 1Pv6
address range (16T delegated prefix) to the IPv6 Internet for global reachability.

Command or
) Purpose
Action
Step 1 enable Enables privileged EXEC mode.
o  Enter your password if prompted.

Example:
Router> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal

Step 3 interface tunnel tunnel-number | Specifies a tunnel interface and number, and enters

interface configuration mode.

Example:
Router(config)# interface tunnel
1
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Step 4 tunnel source {ip-address| Specifies the source interface type and number for the
interface-t ype interface- tunnel interface.

number}

Example:
Router(config-if)# tunnel source

loopback 1

Step 5 tunnel mode ipv6ip [II6T | 6to4 | |Configures a static IPv6 tunnel interface.

auto-tunnel | isatap]
e The auto-tunnel keyword is not supported on

Cisco ASR 1000 series routers.

Example:

Router(config-if)# tunnel mode

ipv6ip 116T

Step 6 tunnel 116T prefix ipv6-prefix / | Specifies the common IPv6 prefix on IPv6 rapid 116 T
prefix-length tunnels.
Example:
Router(config-if)# tunnel 116 T
prefix 2001:B000::/32

Step 7 tunnel 116T ipv4 {prefix-length | Specifies the prefix length and suffix length of the IPv4
length} {suffix-length length} gg:qsap;zrt address common to all the 16T routers in a

Example:
Router(config-if)# tunnel 116 T
ipv4 prefix-length 16 suffix 8
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IV.RESULTS
Comparison among the various tunneling techniques

1. FTP download Comparison

FTP download time .
(seconds) FTP download time

IPv6 105
6iod | 107 (seconds)
ISATAP | 130
16T 108 150

100

50 m FTP download
0 time
\Q@ <5~°b‘ \;\?g \\é\ (seconds)
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In this study, the performances of the 16T, 6to4, and ISATAP methods, which are IPv6-in-1Pv4 automatic tunnelling
methods and are most widely used as a transition mechanism from the IPv4 address system to the IPv6 system, were
compared and analyzed. For an objective comparison, real UDP- and TCP-based test beds were constructed for these

three methods and for a native IPV6 system.

V. CONCLUSION

When a service provider has an access network with full IPv4 support but for which the quick addition of IPv6
technology is impractical or too resource intensive, the service provider can use 16T. II6T is tailored for this scenario
and simple to implement and has a proven field deployment track record. 16T is instant and efficient tunneling
technique.
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