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ABSTRACT: Personalized web search (PWS) has demonstrated its effectiveness in improving the quality of various
search services on the Internet. The surveys show that users’ reluctance to disclose their private information during
search has become a major barrier for the wide proliferation of PWS. To protect user privacy in profile-based PWS, we
have to consider two contradicting effects during the search process. On the one hand, to attempt to improve the search
quality with the personalization utility of the user profile. On the other hand, to need to hide the privacy contents
existing in the user profile to place the privacy risk under control. A few surveys , suggest that people are willing to
compromise privacy if the personalization by supplying user profile yields better search quality. Here we use a more
efficient index structure, the Generalized Inverted IndeX (Ginix), which merges consecutive IDs in inverted lists into
intervals to save storage space. With this index structure, more efficient algorithms can be devised to perform basic
keyword search operations. Thus, user privacy can be protected without compromising the personalized search quality.
Now, there is a tradeoff between the search quality and the level of privacy protection achieved from generalization.
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I. INTRODUCTION

The web search engine has long become the most Important portal for ordinary people looking for useful information
on the web. However, users might experience failure when search engines return irrelevant results that do not meet
their real intentions. Such irrelevance is largely due to the enormous variety of users’ contexts and backgrounds, as well

as the ambiguity of texts. Personalized web search (PWS) is a general category of search techniques aiming at
providing better search results, which are tailored for individual user needs. As the expense, user information has to be
collected and analyzed to figure out the user intention behind the issued query.

With the huge amount of new information, keyword search is critical for users to access text datasets. These datasets
include textual documents (web pages), XML documents, and relational tables (which can also be regarded as sets of
documents). Users use keyword search to retrieve documents by simply typing in keywords as queries. Current
keyword search systems usually use an inverted index, a data structure that maps each word in the dataset to a list of
IDs of documents in which the word appears to efficiently retrieve documents.
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The inverted index for a document collection consists of a set of so-called inverted lists, known as posting lists. Each
inverted list corresponds to a word, which stores all the IDs of documents where this word appears in ascending order.
In practice, real world datasets are so large that keyword search systems usually use various compression techniques to
reduce the space cost of storing inverted indexes. Compression of inverted index not only reduces the space cost, but
also leads to less disk I/O time during query processing. As a result compression techniques have been extensively
studied in recent years. Since IDs in inverted lists are sorted in ascending order, many existing techniques, such as
Variable-Byte Encoding (VBE) and PForDelta, store the differences between IDs, called d-gaps, and then use various
techniques to encode these d- gaps using shorter binary representations. To address this problem, this paper presents the
Generalized INverted IndeX (Ginix), which is an extension of the traditional inverted index (denoted bylnvIndex), to
support keyword search. Ginix encodes consecutive IDs in each inverted list of Invindex into intervals, and adopts
efficient algorithms to support keyword search using these interval lists.

Ginix dramatically reduces the size of the inverted index, while supporting keyword search without list decompression.
Ginix is also compatible with existing d-gap-based compression techniques. As a result, the index size can be further
compressed using these methods. Technique of document reordering, which is to reorder the documents in a dataset and
reassign IDs to them according to the new order to make the index achieve better performance, is also used in this

paper.
The contributions of this paper are:

. This paper presents an index structure for keyword search, Ginix, which converts inverted lists into interval lists
to save storage space.

. Extensive experiments that evaluate the performance of Ginix are conducted. Results show that Ginix not only
reduces the index size but also improves the search performance on real datasets.

II. MOTIVATIONS

To protect user privacy in profile-based PWS, researchers have to consider two contradicting effects during the search
process. On the one hand, they attempt to improve the search quality with the personalization utility of the user profile. On the
other hand, they need to hide the privacy contents existing in the user profile to place the privacy risk under control.

A few previous studies suggest that people are willing to compromise privacy if the personalization by supplying user profile
to the search engine yields better search quality. In an ideal case, significant gain can be obtained by personalization at the
expense of only a small (and less-sensitive) portion of the user profile, namely a generalized profile. Thus, user privacy can
be protected without compromising the personalized search quality. In general, there is a tradeoff between the search quality
and the level of privacy protection achieved from generalization.

Unfortunately, the previous works of privacy preserving PWS are far from optimal. The problems with the existing methods
are explained in the following observations:

1. The existing profile-based PWS do not support runtime profiling. A user profile is typically generalized for only
once offline, and used to personalize all queries from a same user indiscriminatingly. Such “one profile fits all” strategy
certainly has drawbacks given the variety of queries. One evidence reported is that profile-based personalization may not
even help to improve the search quality for some ad hoc queries, though exposing user profile to a server has put the user’s
privacy at risk. A better approach is to make an online decision on

a. whether to personalize the query (by exposing the profile) and

b. what to expose in the user profile at runtime. To the best of our knowledge, no previous work has supported such
feature.
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2. The existing methods do not take into account the customization of privacy requirements. This probably makes some
user privacy to be overprotected while others insufficiently protected. For example, all the sensitive topics are detected
using an absolute metric called surprisal based on the information theory, assuming that the interests with less user
document support are more sensitive. However, this assumption can be

doubted with a simple counterexample: If a user has a large number of documents about “sex,” the surprisal of this
topic may lead to a conclusion that “sex” is very general and not

sensitive, despite the truth which is opposite. Unfortunately, few prior work can effectively address individual privacy
needs during the generalization.

3. Many personalization techniques require iterative user interactions when creating personalized search results.

They usually refine the search results with some metrics which require multiple user interactions, such as rank scoring
, average rank , and so on. This paradigm is, however, infeasible for runtime profiling, as it will not only pose too
much risk of privacy breach, but also demand prohibitive processing time for profiling. Thus, we need predictive
metrics to measure the search quality and breach risk after personalization, without incurring iterative user interaction.

I11. BASIC CONCEPTS OF GINIX

Let D={dl, d2, ...... , dy } be a set of documents. Each document in D includes a set of words, and the set of all distinct

words in D is denoted by W . In the inverted index of D, each word w € W has an inverted list, denoted by Iy, which is
an ordered list of IDs of documents that contain the word with all lists (ID lists and interval lists) sorted in ascending
order. For example, Table below shows a collection of titles of 7 papers and gives its inverted index. The inverted index
of this sample dataset consists of 18 inverted lists, each of which corresponds to a word. This example shows the lists
of 4 most frequent words,

Table
sample dataset of 7 paper titles

Dataset content

ID Content

1 Keyword querying and ranking in databases

2 Keyword searching and browsing in databases
3 Keyword search in relational databases

4 Efficient fuzzy type-ahead search

5Navigation system for product search
6Keyword search on spatial databases
7Searching for hidden-web databases

Ginix Invindex
Word Intervals Word IDs
Keyword 1,2,3,6 Keyword [1,3],[6,6]
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Databases [1,3],[6,7] Databases 1,2,3,6,7
Searching [2,2],[7,7] Searching 2,7
Search [3,6] Search 3,4,5,6

i.e., “keyword”, “databases”, “searching”, and “search” (word stemming is not considered). Lists in inverted indexes can
be very long for large datasets, and many existing approaches have paid much attention to how to compress them. An
important observation is that there are many consecutive IDs on the inverted lists. The size of the whole inverted index can be
reduced by merging these groups of consecutive IDs into intervals, since each interval, denoted by 1, can be represented by
only two numbers. For example, the ID list of databases in the sample dataset can be converted into an interval list
represented by {[1, 3], [6, 7]}. We call the new index structure in which all the ID lists of a standard inverted index are
converted into interval lists (called equivalent interval lists) the generalized inverted index (Ginix). Table above shows the
generalized inverted index for the sample dataset. Ginix is more appropriate for those datasets whose documents are short or
structured because relational tables usually have some attribute values that are shared by many records. As a result, inverted
lists contain many consecutive IDs and the size of Ginix will be much smaller than a traditional inverted index. In addition, in
such datasets, other information in the inverted lists such as the frequency information and position information do not
significantly impact either the query processing or result ranking. Thus, this paper only considers structured or short
documents and does not consider the frequency and position information.

A straightforward way to store an interval in Ginix is to explicitly store both its lower and upper bounds, as is illustrated in
Table above. However, if an interval [1, u] is a single-element interval, i.e., | =u, two integers are still needed to represent the
interval. Thus if there are many single-element intervals in the interval list, the space cost will be expensive. The extra
overhead for storing the interval lists is reduced by splitting each original interval list into 3 ID lists with one for single
element intervals and the other two for the lower and upper bounds of multi-element intervals. These three lists are denoted as
S, L, and U. For example, the interval list {[1, 1],[3, 3], [6, 7], [9, 9],[12, 15]} can be split into 3 ID lists with S={1, 3,9} L=
{6, 12}, and

U={7, 15}. This reduces the number of integers from 10 to 7. Efficient sequential/sorted access is a basic requirement
of keyword search based on the interval lists. Two position indicators, p and q, are used here to indicate the current
positions in S and L/U. At the beginning, p and q are all set to 0, indicating that they are all pointing to the first
elements in S and L/U. The current interval is found by comparing the two elements

Sp and Lq. If Sp is smaller, we return the single element interval .Sp, Sp* and increment p by 1, if Lq is smaller, return

the multi-element interval [Lq,Uq]* and increment q by 1. Given an ID list S containing n IDs and its equivalent
interval list R, the three lists, R.S, S.L, and S.R, used to store R will contain no more than n integers in total. This
property of interval lists means that Ginix can be regarded as a compression technique, which is orthogonal to d-gap-
based techniques. Moreover, d- gap-based compression algorithms, such as VBE and PForDelta, can still be applied to
Ginix, since all the lists in Ginix are ordered lists of IDs.

IV. SEARCH ALGORITHMS

A keyword search system usually supports union and the intersection operations on inverted lists. The union operation is a
core operation to support OR query semantics in which every document that contains at least one of the query keywords is
returned as a result. The intersection operation is used to support AND query semantics, in which only those documents that
contain all the query keywords are returned.

Traditional search algorithms are all based on ID lists. Specifically, a traditional keyword search system first retrieves
the compressed inverted list for each keyword from the disk, then decompresses these lists into ID lists, and then
calculates the intersections or unions of these lists in main memory. This method introduces extra computational costs
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for decompression, and ID list based search methods can be very expensive because ID lists are usually very long.

Union operation

As in set theory, the union of a set of ID lists, denoted by

S={S1, S2.......,Sn}, is another ID list, in which each ID is contained in at least one IDlist in S. Thus the union of a
set of interval lists can bedefined as follows:

Union of Interval Lists - Given a set of interval lists,

R ={R1,R2,...,Rn}, and theirequivalent ID lists, S

={S1, S2, .., Sn}, the union of R is the equivalent interval list
of Unk:1 Sk..

For example, consider the following three interval lists: {(2, 7),(11, 13)},{(5, 7),(12, 14)} and{(1, 3),( 6, 7)},{(9,9), (12,15)}.
Their equivalent ID lists are {2, 3, 4, 5,6,7, 11, 12, 13}, {5, 6,7, 12, 13, 14}, and {1,2,3,6,7,9, 12,13, 14, 15}. The union
of these three ID lists is {1, 2, 3,4,5,6,7,9, 11, 12, 13, 14, 15}; thus, the union of the three interval lists is the

equivalent interval list of this ID list, i.e., {[1, 7], [9,

91,[11,15]}.

In this algorithm, the interval lists are first converted into ID lists with the union calculated using the well known multi-
way merge algorithm and the result then converted back into an interval list. This method is called the NAIVE UNION
algorithm. Since the goal is to design an algorithm for calculating the union of interval lists without list conversion, this
method will be used as a baseline for comparison.

Intersection of Interval Lists

Given a set of interval lists, R = {R1,R2,...Rn}, and their equivalent ID lists, S = {S1, S2, ... ,Sn}, the intersection of R
is the equivalent interval list of NkzlnSk,.

Consider the three interval lists that we have used previously: {[2, 7],[11,13]}, {[S, 71,[12,14]},* and {[1,31,[6,7],[9,
91,[12,15]}. Their equivalent ID lists are {1,2, 3, 4, 5, 6, 7, 11,12,13}, {5, 6, 7, 12, 13, 14}, and {1,2, 3,6, 7,9, 12, 13, 14,
15} respectively. The intersection list of these ID lists is {6,7,12 ,13}, thus the intersection of the interval lists is the
equivalent interval list of this ID list, i.e.,{[6,7],[12,13]}.

V. CONCLUSIONS

In this paper we perform online generalization on user profiles to protect the personal privacy without compromising the
search quality. We proposed two greedy algorithms, namely GreedyDP and GreedyIL, for the online generalization. We also
describe a generalized inverted index for keyword search in text databases. Ginix has an effective index structure and efficient
algorithms to support keyword search.Experiments show that Ginix not only requires smaller storage size than the traditional
inverted index, but also has a higher keyword search speed. Moreover, Ginix is compatible with existing d- gap-based list
compression techniques and can improve their performance
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