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ABSTRACT: The process of document verification is an essential step that involves evaluating the papers provided by 

end users and ensuring that they are trustworthy. Digital documents are susceptible to problems such as duplication, 

loss, data theft, and forgeries as a result of developments in technology. Traditional systems suffer from a lack of 

privacy and transparency, in addition to having high costs and latencies. Decentralized systems like blockchain are 

being presented as a solution to both the need for faster processing and increased security. In our proposed system the 

entire verification process is carried out only once for each customer, regardless of the number of institutions they 

register with, and the KYC documents are securely saved in IPFS of Blockchain, where the KYC documents can be 

accessed by bank through encryption and decryption process. AES (Advanced Encryption Standard) is used to encrypt 

and protect electronic data. It is a symmetric encryption which enable the privacy preserving and fine-grained access of 

sensitive transactions stored in the blockchain.  
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I. INTRODUCTION 
 

Electronic-Know Your Customer, abbreviated as "e-KYC," is a service that banks and other financial institutions 

(FIs) provide their clients in the form of a virtual banking operation that is connected to the identification and 

verification of identity electronically. This is done with the goal of increasing both cost efficiency and customer 

satisfaction [4]. Through the use of the e-KYC system, financial institutions are able to electronically verify the 

identification of their customers and get KYC data for individual customers as well as corporate customers. Either off-

the-shelf e-KYC software that is fully equipped with the essential functionalities or custom-built e-KYC software is 

used by financial institutions in order to successfully deploy the e-KYC system [1]. After that, customers have the 

option of deploying the system in either an on-premise or cloud-based configuration. The majority of businesses have 

switched to utilising the cloud as their primary platform for storing their information and systems in response to the 

growing popularity of outsourcing models. When opposed to the host-based e-KYC authentication approach, in which 

documents must be physically present, the cloud-based e-KYC system offers an authentication method that is both 

more efficient and versatile in order for it to be checked by the centralised host. This creates a bottleneck in the flow of 

traffic and a single point of failure in the system [2]. Additionally, the traceability of the confirmed transaction is 

restricted due to the fact that the provider is responsible for managing each and every transaction that takes place inside 

the system. However, the problem of security and privacy associated with cloud-based solutions is a worry for a 

significant number of prospective businesses. This is due to the fact that e-KYC systems that are hosted in the cloud are 

able to store client data documents, and these documents may be read by any public cloud tenants or even cloud service 

providers (CSPs) [3]. In order to overcome this issue, the majority of financial institutions, including banks, will need 

to deploy an encryption system in addition to the robust authentication function offered by CSPs. To this aim, financial 

institutions (FIs) and banks that are in possession of the e-KYC system are required to encrypt the e-KYC data files 

prior to uploading them to the cloud [5]. When relying parties make a request for verification, the host party has two 

options for carrying it out: either it can decrypt the file and send the confirmation of the verification result back to the 

party that made the request, or it can send the copy of encrypted files along with the decryption key to the party that 

made the request. To ensure the safety of financial transactions and to conduct the KYC process in a more streamlined 

and secure manner, a Blockchain-based security management device is being developed [6]. Blockchain technology is 
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a novel method of decentralised data storage that uses mathematical, cryptographic, and economic principles to record 

and verify transactions across many users. It's a tamper-obvious, secure distributed database where the events inside a 

transaction may be used to prove the transaction's legitimacy. As a public distributed ledger, blockchains are often 

controlled by a decentralised network of computers called nodes, which work together to follow a consensus procedure 

for recording and verifying transactions. Al Blockchains are an example of a distributed computing system with strong 

Byzantine fault tolerance and may be deemed safe by design despite the fact that blockchain facts are not unalterable 

due to the possibility of blockchain forks. know The Know Your Client (KYC) techniques that banks use to their 

customers are pointless, unwieldy, and expensive [7]. Therefore, a tool is recommended to automate routine tasks and 

facilitate the exchange of information necessary for Know Your Customer checks. The general block diagram for the e-

kyc is as shown in the below figure, 

 
Figure 1: The general block diagram for the e-KYC process [21]. 

II. RELATED WORK 

 

At the moment, the blockchain technology as well as smart contracts are being used in a variety of different 

application domains. Specifically, several publications [1, 2], [7], [8], [12], [15] have presented a blockchain-based 

identity and authentication framework, and it has been proved that a blockchain is effective for the administration of 

identification and authentication. Nevertheless, the e-KYC procedure is a great deal more involved than a 

straightforward authentication activity. Rather, it entails safe credential registration, maintenance of KYC documents, a 

safe and lightweight verification procedure between customers, numerous FIs, and a blockchain platform that is only 

devoted to this purpose, and it is all encrypted. In addition, there are newly developed forms of spoofing and remote 

attacks on the KYC system that need to be defended against [4]. Recent research studies connected to a blockchain-

based e-KYC have focused on the development of a framework for the safe storage and verification of user credentials 

as well as the optimisation of the communication overhead involved in the interaction between various financial 

institutions. The authors of [3] presented a proposal for a KYC document verification process that would use the IPFS 

system in conjunction with blockchain technology. This strategy involves the consumers registering their identification 

information with the bank, after which their credentials are hashed and encrypted with the help of the encryption 

application gpg4win. Nevertheless, the confidentiality of transactions on blockchains and their ability to be traced are 

not topics that are addressed in this study. In the article [5], Shabair et al. suggested a proof-of-concept (PoC) method 

for a blockchain-based know your customer (KYC) system. The suggested system was tested in private blockchain 

settings, which were run on top of a large-scale distributed platform called Grid'5000. In the paper [6], Norvill et al. 

described a solution that streamlines the Know Your Customer (KYC) process by enabling automated and 

permissioned document distribution via the blockchain. The Hyperledger project was suggested by Allah et al. in [9]. 

The authors of this article have provided a short overview of how the use of blockchain technology to store and track 

data might have an effect on the contemporary banking business, namely the KYC document verification procedure. 

On paper, which is an outmoded technique, the Know Your Customer procedures used in banking today are quite 

reliable. The usage of blockchain technology in the know your customer (KYC) procedure would significantly cut 

down on the number of intermediaries required by the proposed system. As a consequence of this, fraud should be 

reduced as much as possible throughout the process of integrating client documents into the bank database [10]. This 

may be accomplished by improving customer experience, reducing costs, boosting efficiency, and enhancing 

transparency. The new system will operate in a manner that is similar to the KYC system that was previously in place. 

This study intends to address some of the limitations of the existing system and suggest the addition of new elements in 
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order to develop a system that is both more secure and more comprehensive. Customers and corporate institutions 

would be able to check and record client KYC papers in the distributed ledger technology (DLT) if the suggested 

system is implemented. IPFS will be used in the system that is being suggested, which will result in a large efficiency 

boost for DLT storage [11]. By leveraging blockchain technology, the suggested action resulted in an improvement to 

the pre-existing KYC system. The removal of the need for third parties is a characteristic of DLT that is fairly well-

known, and we make advantage of smart contracts to construct the logic behind data mobility. The blockchain 

technology uses a variety of cryptographic security protocols in order to provide a more secure environment for the 

processing of transactions that take place over an unsecured channel. By integrating distributed ledger technology 

(DLT), encryption, and the consensus mechanism of blockchains, the suggested KYC process has the potential to 

improve security, transparency, and privacy while simultaneously optimising data storage, updating, sharing, and 

accessing processes. Additionally, it enhances the overall experience of the client and boosts the customer's sense of 

ownership [12]. IPFS is being utilised for the new KYC document management system that has been suggested. using 

the Inter Planetary File System (IPFS) and the Technology Behind Blockchain. We propose a platform that utilises 

these technologies and aims to be cost-effective, quick, privacy-conscious, secure, and transparent. It will be used in the 

financial system to verify KYC documents. Users are unable to submit their KYC papers to the Blockchain network 

since doing so is too expensive. As a stand-in solution, the Know Your Customer (KYC) papers may be uploaded to the 

IPFS and subsequently dispersed utilising the Blockchain Network. Users are able to upload their transaction history as 

well as their hashes to the IPFS network, where they may be stored safely until they are required by the Blockchain 

network. This technique will result in a size reduction of the blockchain data that is substantially smaller [13]. We offer 

a solution based on Blockchain technology that will reduce the costs associated with the traditional KYC verification 

method. The most significant distinction is that the whole verification process is carried out just once for each user, 

regardless of the number of institutions they register. This improves transparency by allowing users to safely share the 

findings using distributed ledger technology (DLT). In this method, a proof of concept (POC) using Ethereum is carried 

out. This method not only lowers expenses but also boosts customer satisfaction and makes operations more open and 

transparent [14]. In this paper, a novel trust management platform is presented. This platform is self-sovereign and 

decentralises the Know-Your-Customer (DKYC) model. It does this by improving customer security and privacy 

through consent-based access, incorporating regulator governance, and assisting banks in using trusted and accurate 

customer data while lowering customer acquisition costs [15]. 

 

III. PROPOSED ALGORITHM 

 

We propose a solution-based system for safe and privacy-preserving KYC sharing that makes use of blockchain 

technology. This system will allow consumers to send their KYC papers to financial institutions without compromising 

the customers' privacy or security in the process. It is the responsibility of the system to restrict access to the 

information to just those individuals who have been granted permission to see it. The fact that the whole verification 

procedure is carried out just once for each client, regardless of the number of institutions they register for, is the most 

significant improvement that has been made to it. This has significantly increased the level of transparency achieved by 

safely disclosing the findings. 

The proposed architecture is as shown in the below figure, when the customer of the banks applies the applications, 

it has been sent to the financial institutions or the organization for the checking the details are right or not by 

considering the block chain methodology.  

 
Figure 2: Proposed Architecture. 
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The details of the applications and the interactions between the bank and the applications are provided in the below 

figure, 

 
Figure 3: Process of verification of application from bank using blockchain. 

A. Identified modes in the model: 

1. Authentication module 

2. Data handling module 

3. Security module 

4. Block chain module 

The details of the models are provided in this sub-section,  

Authentication Module: 

The authentication module is responsible for user signup and login. It verifies the user's registration status and then lets 

them log in using their existing details. There is an option to sign up for a new account if the user is not already 

registered. Once the user has been verified, the module will load the appropriate application pages for their privilege 

level. 

 

Data Handling Module: 

The data management component is in charge of setting up and processing the users' KYC (Know Your Customer) 

information. By potentially evaluating and validating the data to ensure its completeness and accuracy, it guarantees 

that the bare minimum of KYC standards is satisfied. The financial sector is only one of several that uses know your 

customer procedures to safeguard against fraud. 

 

Security Module: 

The encryption and decryption mechanisms make up the security module. The data of users will be more protected and 

private according to this module. Personal information and other user input is encrypted before being stored. Using 

cryptographic techniques, encryption converts the plaintext into an unreadable code called ciphertext. The server then 

stores this information in an encrypted form. When the information is required, the ciphertext is retrieved from storage 

and decrypted using the proper method. This makes it so that administrators and other people who shouldn't have 

access to the plain text data can't read it, keeping important information safe. 
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Blockchain Module: 

The blockchain component ensures the safe and distributed storage of information. After the information has been 

encrypted, it is sent to the blockchain, a decentralised and unalterable record. Due to its distributed structure, 

blockchain technology distributes data over a network of computers, making it more resistant to loss or alteration. The 

blockchain is a distributed ledger in which each "block" is linked to the one before it by a hash (a cryptographic hash 

value). This safeguards the genuineness and reliability of the information kept on the blockchain. 

 

By integrating these features, the platform can provide users a safe space to store and manage their information while 

still protecting their privacy. The use of blockchain technology also improves the application's data storage and 

administration in terms of both security and openness. 

B. AES algorithm 

Due to the growing usage of the Web for the transmission of confidential documents mostly on a professional & private 

level, online protection has emerged a cause of worry. Information security requires cryptography to protect 

information against unauthorized entry. The encrypting key's magnitude determines the robustness. The very same key 

is utilized in both encoding & decoding in the symmetrical crypto algorithm known as AES (Advanced Encryption 

System). The working of AES Algorithm. The steps followed in AES is given below, 

Step 1: Pre-processing 

• Convert the input data (message) into a binary representation (bytes). If the data is a string, use UTF-8 

encoding to convert it to bytes. 

• Append a '1 bit to the end of the data. This ensures that the data is one bit longer than a multiple of 512 bits 

(the block size for SHA-256). 

• Append 'O' bits until the data length is 64 bits less than a multiple of 512 (i.e., the data length is 64 bits shy of 

a multiple of 512). 

• Append the original data length as a 64-bit big-endian integer. This ensures the final block size is exactly a 

multiple of 512 bits. 

Step 2: Initialize the hash values 

• The SHA-256 algorithm uses eight 32-bit integers (A, B, C, D, E, F, G, H) as its initial hash 

values. 

• These initial hash values (also known as "¡V" or "state") are generated using specific constants derived from 

the square roots of the first eight prime numbers. 

Step 3: Process the message in 512-bit blocks 

Divide the pre-processed data into 512-bit blocks (16 words of 32 bits each). 

• Process each block sequentially, updating the state variables (A, B, C, D, E, F, G, H) as follows: 
• Prepare 64 words (WO to W63) by expanding the 16 words of the block. 
• Use a loop to perform 64 rounds of processing, updating the state variables in each round. 

• Each round involves bitwise operations such as AND, OR, XOR, logical right shifts, and addition modulo 
2^32. 

Step 4: Finalize the hash 

• Concatenate the eight 32-bit state variables (A, B, C, D, E, F, G, H) to get a 256-bit hash 

value. 

• Represent the hash value as a hexadecimal string. 
The below figure shows the procedure for generating the hash messages to encrypt the information. 
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Figure 4: Hash generation 

Encryption process 

We present a two layer encryption scheme comprising symmetric key encrypts and CP-ABE encryption.  

The below steps explains the process of encryption, every files undergoes the encryption by following below steps 

 Encrypts message M the algorithm is run by register contract. It takes symmetric key to encrypt data M. The 

algorithm produces the cipher text Ctm and stoes in IPGS 

 Encrypt sym key : The algorithm takes as inputs authority public key Pkk , access control policy used to 

encrypt data in blockchain ACPid and sym key. HTen the encrypted sym key CTk is produces and it is stored 

in block chain 

Decryption process 

It is the phase performed by the financial institute and the admin, 

The below two steps formalizes the decryption process 

 Decrypt CTk: The algorithm takes as the input as FISK Fiid (secret key generated by the authority based on 

CP_ABE method and used to financial institute) and CTk . The output is a symmetric key symkey 

 Decrypt CTn (An encrypt data in blockchain): The algorithm then takes as input symkey and CTM. 

IV. SIMULATION RESULTS 

 

This section provides the details about the implementation carried out and the snapshots of the website, the website 

is hoisted in the local server and the it is as shown in the below figure,  

 

 
Figure 5: Home page for the website. 
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Figure 6: Customer Login page 

 

 

 
Figure 7: Customer registration page 

 

 

 
Figure 8: Upload KYC documents 

 

 
Figure 9: Bank login page 
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Figure 10:  Bank Registration page 

 

 

 
Figure 11: Admin login page 

 

 
Figure 12: Admin portal page 

 

 
Figure 13:  Admin access to Add Bank or edit bank 
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Figure 14: Admin has access to add new customer or edit customer 

 

 
Figure15: Admin has access to view list of banks and has authority to delete bank 

 

 

 
Figure 16: Admin has access to view list of customers and has authority to delete any customer 

 

 

 
Figure 17: Bank views list of customer 
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Figure 18: Bank can verify the uploaded documents 

 

 
Figure 19: Request for hash value 

 

 

 
Figure 20: To view documents bank send request to customer to share customer details 

 

 
Figure 21: customer views bank request to share hash value 
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Figure 22: Hash value successfully sent to email 

 

 

 
Figure 23: hash value sent to mail 

 

 
Figure 24: Conversion of encrypted file to decrypted file 

 

 

 
Figure 25: Request customer to share private key for decryption of files 
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Figure 26: PK request sent successfully 

 

 
Figure 27: Customer gets request to share PK 

 

 

 
Figure 28: PK sent to mail 

 

 
Figure 29: Bank can view the decrypted KYC documents. 
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V. CONCLUSION AND FUTURE WORK 

 

We have presented the secured privacy-preserving and sharing e-KYC documents based on the blockchain. Our 

scheme delivers secure and decentralized authentication and verification of the e-KYC process with the user's consent 

enforcement feature. The KYC documents uploaded by the customer will be stored in IPFS of Blockchain. The 

sensitive transaction data stored in the blockchain is encrypted by symmetric key encryption and AES. The hash value 

is generated once the documents are stored. Customer opens an account in bank and for the verification of the 

documents, the bank needs to request customer to view E-KYC documents where the encryption and decryption takes 

place by sharing hash value and private key to bank. Our proposed scheme is the integration of blockchain technology 

in the KYC process is a transformative solution that combines enhanced security, privacy preservation, and seamless 

sharing, offering a new paradigm for the banking system to flourish in the digital age while safeguarding the interests 

of both banks and their customers. 
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