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ABSTRACT: This paper is regarding implementation of a public cloud, which contains some additional features when
an analogy is made to traditional public cloud services, characteristics and features. Cloud is the new upcoming
technology which has its ever increasing growth. Cloud is used to gain ubiquitous access, so the files are available to
every computer. The only desideratum is that in order to access such files virtually, is internet. . These files can be
accessed virtually via internet. Different types of clouds are Private, Public, Community and Hybrid. Public cloud’s
services can be used by anyone to gain ubiquitous access. In addition to providing services to everyone, public cloud
must also maintain security and authentication. Thus, this paper provides details about this cloud’s services and its
implementation.
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I. INTRODUCTION

Cloud is basically providing various computing services for shared pool of resources such as storage, database,
networking, software and more, over the internet [1]. Cloud can be considered as an internet. As stated above, there are
different types of clouds [2]:

e  Private Cloud

e Public Cloud

e Community Cloud

e Hybrid Cloud
Private cloud is used by an organization for using different services only limited within the use of organization. Cloud
may be created by some third party vendor. Here, the security is very high as compared to public cloud.Public cloud is
used to provide servicesfor shared resources to everyone. Community cloud is used by organisations having similar
strategies and outcomes. It may be created by some third party vendor. Hybrid cloud is a combination of two or more
clouds, thus providing features and characteristics of multiple clouds [2].
Different types of services provided by cloud are [3]:

e Software as a Service (SaaS)

e Platform as a Service (PaaS)

e Infrastructure as a Service(laaS)
In Saas, provider installs, maintains and manages the software. The consumer can only access the application. It cannot
change, access or maintain the platform. In PaaS, the consumer can access the application and platform. Here, the
consumer cannot control the operating system and hardware infrastructure on which they are running. In laaS, the
consumer can access application and platform just as in PaaS. In addition to this, laaS can also access the operating
systems and hardware infrastructure, which is not possible in PaaS [3].These services can be demonstrated by these
diagrams [4]:
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Fig 1.150ftware as a Service (33a3)

- -

Fig 1.2 Platfonm as a Service (Faa3)

The services represented by rectangle are accessible to consumer. The cloud structure is used to represent services that
not accessible to the consumer and are directly provided by the service provider. An example of users of SaaS, PaaS,
laaS are Business end-user, Developer and I.T Professional respectively [4].

Characteristics of cloud are [7]:

On Demand Self Service: A user can provision computing capabilities such as network storage and server time
without human interaction.

Broad Network Access: The cloud can be accessed by using any platforms (mobile phone, pc or tablet).
Resource pooling: The resources have to pooled to serve multiple consumers providing multi-tenacity.

Rapid Elasticity: Capabilities can be elastically provisioned and released. It must appear to consumer, at any
point of time, to be available.

Measured Service: Cloud optimizes and controls resources by a metering capability at some level of
abstraction to the type of services. It can be storage, database, etc.

Il. LITERATURE SURVEY

According to [3], public cloud contains compute, database and storage services. Storage services are used to provide
storage space to make access to everyone. Database services are used to provide database. The entire database is not
shown to the public, but a part of it is shown.
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Fig 2.1 Public Cloud

According to [5], public cloud provides many services in the virtualized environment, constructed using shared pool of
physical resources, which can be conspicuously accessed only using the internet. It provides services to multiple clients
using the same shared infrastructure. Some examples includes public cloud providing different services like cloud

storage services, online software applications, cloud hosting including web hosting and cloud based development
environments.

According to a survey conducted by [6] for enterprise workloads in cloud

% Enterprise Workloads in Cloud

Non Cloud

Public Cloud

Private Cloud

Source: RightScale 2017 State of the Cloud Report

Fig 2.2

Thus, the use of public cloud is limited in enterprise as evident from the data provided above. The cardinal reason is
because of lack of security. Of all the cloud types mentioned above, public cloud is least secure. One of the reasons is
because it is accessible to everyone, which is a characteristic feature of public cloud. On the other hand, private cloud’s
use is limited for common people because it is expensive as compared to private cloud.
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I1l. PROPOSED SYSTEM

Thus, public cloud has to be made more secured. Proper records of users have to be stored in the database. Thus,
authentication of the users also has to be maintained. This is done by taking user’s name, phone-no, email-id, password,
etc. The account is only created when the email-id is validated. This does not allow user to create multiple accounts
with same email. The email will itself be the login-id. This public cloud will provide three functionalities:

e VIEW

e ADD

¢ REMOVE
The first functionality is VIEW the shared pool of resources. It will only display the resources or files shared to all the
users. The second functionality is ADD. It is used to add a particular file to shared pool of files. It can be used by any
of the users, and the content will be displayed to each and every user. The third functionality will be available to only
those users who have used the second functionality. In this third functionality, the user can REMOVEonly those files
which were added by them by using the second functionality. The database will not be provided to the users. If it is
provided, then it result in SQL injection or some similar type of attack related to database.

IV. IMPLEMENATION
The registration and login pages are created using basic HTML, JavaScript and CSS. These registration details are
saved in the database and are checked during login by using PHP. The page which contains three functionalities
mentioned above are VIEW, ADD and REMOVE is created using bootstrap.

ionalities.html

Secure Public Cloud

Welcome Yash

[ oD |

MANAGE

Fig 4.1 Functionalities of the Cloud

Here, a user named Yash has logged in. He will see this page directly after login.
After clicking the view button, all files present in public cloud which that user wants others to see, will be seen.

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2017. 0509059 15188


http://www.ijircce.com

JIRCCE
ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An 1SO 3297: 2007 Certified Organization)

Website: wwwv.ijircce.com

Vol. 5, Issue 9, September 2017

Cloud Contents

Welcome Yash

1 2 3 4
3_14.pdf ex3.pdf example1.jpy hr.pdf
§ 6

set.pdf sunset.jpeg

Fig 4.2 View Functionality of the cloud

After clicking ADD button, an option is given to browse the file. After selecting the file, we add it to the database.

Add a Tile to cloud

Vivelcome YYash

Choose File 3_ 14 pdf

Fig 4.3Add file functionality of the cloud

When we click on MANAGE button, it shows the user logged in and the files uploaded and manage the file i.e reveal
or hide the file.

MANAGE the Cloud

Welcome Yash

Filename Status Change Status
3_14.pdf SEEN HIDE.
examplei.jpg SEEN m
hr.pdf SEEN m

Fig 4.4 Manage functionality of the cloud

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2017. 0509059 15189


http://www.ijircce.com

I1TRCCE
ISSN(Online): 2320-9801

ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An 1SO 3297: 2007 Certified Organization)

Website: www.ijircce.com
Vol. 5, Issue 9, September 2017

The actual database is shown below

& i Server: 127.0.0.1 » @ Database: cloud

24 Structure | [] SQL 4 Search (4 Query | =l Export | [E Import
Table . Action R
—| ©eg 34 |=| Browse “le Structure’ & Search Fc Insert [=ll Empty (& Drop

[| resources g || Browse S Structure & Search Fc Insert g Empty & Drop

2 tables Sum

+ Il Check all With selected: v

e s . e

Fig 4.5 Tables used to manage functionalities and security of the cloud

It contains a database named cloud. Cloud contains two tables, which are reg and resources.

| Show all | Number of rows: | 25 Filter rows: i Search this table | Sort by key: | None
+ Options
— T * fpame Iname username password
@ &7 Edit 3¢ Copy @ Delete abc Xyz abc123 12345

| o Edit 3£ Copy @ Delete Yash Dholakia yash113 yash123

+ I Check all With selected: 7 Edit %e Copy (@ Delete & Export

Fig 4.6 Reg table contains 2 rows which are 2 users having username and password

EEl Browse S Structure Lf soar L Search s Insesrt Bl Export E mport

wm Showing rows 0 - 8 (9 total. Query took 0.0013 seconds._)

SELECTY * FROM ~rescources"

| - Show atl. || NMumber of rowss- o5 - Filter rows: | Search this tabice | =Sore Dy #

+ Opticons

e [ ~ Filenanie LS S TS e Pa s sweo ol sStatus
= = Edit @& Copy & Delete 3 14 pdf vashi113 yash123 1
I e Edit St Copy @ Delete &9 pdf washi13 yashi=23 >
= w Edit S Copy a» Delete ex3 pdf abc 123A5 g
— w Edit e Copy @ Delete examplel jpg washi1i3 washi1z23 £

= Edit H%-& Copy @& Delete exampleZ png abc 12346 Lo
= = Edit Ss Copy & Delete hropdf vashiis3 yash 123 g
= = Edit H<c Copy @& Delete sot pdf abc 12345 5
—~ a Edit e Copy @& Delete sunsetjpeg abo 12345 =
= = Edit @& Copy = Delete wi.pdf vash113 yash123 o
-+ El Check all VATER sefecte - = Edit FHe Copw = Delete =l Export

Fig 4.6 Entries present in reg table

Fig 4.7 Entries present in resources table
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Here, the table resources contain 4 attributes filename, owner, password and status. Status indicates whether that file
will be displayed or not. Here, examplel.jpg will be displayed and example2.png will not be displayed and so on.

V. CONCLUSION

Thus, we have implemented the more secure public cloud. It can be accessed any time, but only authenticated users can
have authentication. The framework is prepared using bootstrap. Thus, it has inbuilt feature of working properly in
different platforms. Thus, it also supports broad network access. Multiple users can also use the file at same time,
providing multi-tenacity. It is easy to scale users and resources, thus rapid elasticity is also possible. This cloud
provides storage as a service to its users. This cloud can be accessed by anyone, just they have to make authenticate
themselves to minimize their apocryphal behaviour. Thus, it is a public cloud. It is more secure because it only allows
those people to hide and reveal resources, if that user has added it. Thus, anyone else cannot modify or delete resources
uploaded by others. Thus, it is more secure and reduces apocryphal behaviour taking place in this public cloud.
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