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ABSTRACT: It has been a challenge for a long time to build an electronic voting system that satisfies legal
requirements of legislators. Distributed ledger technologies are an exciting technological advancement in the
information technology world. Blockchain technologies offer an infinite range of applications. This paper aims to
evaluate the application of blockchain as service to implement distributed electronic voting systems. It highlights the
requirements of building electronic voting systems and identifies the legal and technological limitations of using
blockchain as a service for realizing such systems. The paper starts by evaluating some of the popular blockchain
frameworks that offer blockchain as a service. We then propose a electronic voting system based on blockchain that
addresses all limitations we discovered. More generally this paper evaluates the potential of distributed ledger
technologies through the description of a case study, namely the process of an election and implementing a blockchain-
based application which improves the security and decreases the cost of hosting a nationwide election.

KEYWORDS: Blockchain, E-voting, Security, Transaction, Hash, Crypto-voting, Ethereum.

. INTRODUCTION

There is a lot of mistrust towards the government which has made the democratic process of voting more critical
than ever. In such situations, there is need for a fair and transparent voting system so that people can cast their votes
freely. By making use of block chain, a secure and robust system for digital voting can be devised.

Electronic voting machine is used in many countries for counting votes which is improvement over the earlier
traditional paper ballot. Although e-voting machines are cost efficient and vote counting is fast and easy still this
system is not very highly secure. The present process of elections takes lot of voters’ time to cast a vote. The machine
takes a lot of time to detect or sense the touch which leads to pressing of the button on the machine twice or more.
Traditional voting system uses centralized system, and there is one organization that manages it. It is possible to alter
the database but by adopting blockchain technology which is a decentralized system we can prevent tampering and
manipulation.

Blockchain is a shared, distributed ledger that facilitates the process of recording transactions and tracking assets in
a business network. Blockchain stores transaction data — in blocks that are linked together to form a chain. As the
number of transactions grows, so does the blockchain. Each block contains a hash (a digital fingerprint or unique
identifier), time stamped batches of recent valid transactions, and the hash of the previous block. The previous block
hash links the blocks together and prevents any block from being altered or a block being inserted between two existing
blocks. In this way, each subsequent block strengthens the verification of the previous block and hence the entire
blockchain [1].

The main aim is to present a digital voting system which is highly secure, reliable and transparent. In fact, this
system will allow the voters to verify their vote. The voter does not have to go anywhere to cast his vote or stand in a
long queue which leads to wastage in his time. The voter can register from anywhere provided he should have internet
connection to the device which he/she is using to register. Once the registration date is over, the voter even if he/she
tries to access the website page it would show error indicating he cannot register. The voter’s aadhar number is taken as
the unique id and security is provided during voting process using blockchain technology. Once elections are done the
login page won’t be accessible. The result page will display the final result of the election who he been elected in which
constituency alone with his party name, his name and party symbol and his picture along with total number of votes.
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II. LITERATURE SURVEY

Electronic voting offers convenience to the voters and the authority over the conventional paper-ballot process.

Security is a major challenge in electronic voting. Research has been done in the domain of e-voting.Usually the remote
voting operation can be done via mobile devices or personal computers. Through Crypto-voting system, it will be
possible to guarantee the continuity with the traditional voting operation and the accessibility also to IT-illiterate.
People can vote in a traditional way reaching an e-voting polling station. The voting operation consists in marking a
symbol in a “virtual” ballot paper showed on a flat touch screen.

The following key processes are involved:-

1.

ii.

iii.

iv.

Requesting to vote: The user will have to log in to the voting system using his credentials- in this case, the e-voting
system will use his Identification Number, his address, and the voting confirmation number provided to registered
voters by the local authorities. The system will check all information entered and, if matched with a valid voter, the
user will be authorized to cast a vote. Our e-Voting system will not allow participants to generate their own
identities and register to vote. Systems that allow identities to be arbitrarily generated are usually vulnerable to the
Sybil attack where attackers claim a large number of fake identities and stuff the ballot box with illegitimate votes.
Casting a vote: Voters will have to choose to either vote for one of the candidates or cast a protest vote. Casting the
vote will be done through a friendly user interface. For each voter a token is generated known as Ethereum, with
initial Boolean value one, once a vote is casted it becomes 0. A voter can cast a vote if and only if Ethereum value is
1.In this way revoting problem is resolved.

Encrypting votes: After the user casts his vote, the system will generate an input that contains the voter
identification number followed by the complete name of the voter as well as the hash of the previous vote. This way
each input will be unique and ensure that the encrypted output will be unique as well. The encrypted information
will be recorded in the block header of each vote cast. The information related to each vote will be encrypted using
SHA one-way hash function that has no known reverse to it. The only theoretically possible way to reverse the hash
would be to guess the seed data and the encryption method and then hash it to see if the results match. This way of
hashing votes makes it nearly impossible to reverse engineer, therefore there would be no way voters' information
could be retrieved.

Adding the vote to the Blockchain: After a block is created, and depending on the candidate selected, the
information is recorded in the corresponding blockchain. Each block gets linked to the previously cast vote.

Table -1: Survey of various approaches

Reference Approach Technology
paper
[2] preparatory activities and formation of electoral lists, management | Sidechain
of voting, ount of votes
[3] Registration, voting mechanism & architecture, voting process MySql
[4] register/login, caste vote MySQL
[8] Register/login, requesting to vote, casting a vote Bitcoin

encrypting votes
adding vote to blockchain

voter access the voting system

voter goes through identity verification process

voter determines vote through the Ul

[9] Casting Vote forwarding server, vote
verification storage server,
tabulation Log server, vote counting server
[11] consensus algorithm Python(API server), Javascript,
(PoW) ES7, Solidity(smart contracts),

MetaMask, Ganache

IJIRCCE©2021 | AnISO 9001:2008 Certified Journal | 7205



http://www.ijircce.com/

International Journal of Innovative Research in Computer and Communication Engineering

sz o) B | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | [Impact Factor: 7.542 |

|| Volume 9, Issue 6, June 2021 ||
| DOI: 10.15680/1JIRCCE.2021.0906202 |
III. WORKING OF THE SYSTEM

E-voting system using block-chain works as a step towards creating secure and transparent environment for
elections where the users will be able to cast their votes only once and will be able to view the total votes casted in real
time without having the permission to edit the same after elections get over. The working of block-chain will ensure the
votes are maintained and the systems are not rigged by any third party.

3.1. Existing System

Here are the issues with the current system:

e The electronic voting machine is open to any malicious program, if it gets affected.

e In election process, even one vote is valuable. The system can get affected by a virus that can destroy the data
storage.

e Fake displays can be shown which depicts manipulated number, but fake votes are generated from the

backend.

Voters can not verify their vote, so it is easy for hackers to change large number of votes.

The voter has to go on a specific place in-order to cast vote.

The voter has to wait in a long queue which waste lot of time.

The results of the elections get a month to be announced which is time-consuming.

3.2 Proposed System

The system is designed using a web based interface to facilitate user engagement. The system allows all the voters to
participate in voting and develop a fair and healthy competition among all the candidates. Our system allows the admin
to create elections, verify voters and add candidates.
In the proposed system, benefits of using block chain are:-
e Block chain is decentralized information sharing  platform.
e Each block in the blockchain has a hash value that depends on data in the block. If someone tries to change the
data, then the hash value will also change and system will inform that someone is trying to change the data.
The blockchain based system will be secure, reliable and anonymous and will help increase the number of
voters as well as build trust of people in their government.

Our various requirements are:

Authentication: Only people already registered to vote can cast a vote. Registration usually requires verification of
certain information and documents, which is to be done online in a secure manner. Therefore, the system should be able
to verify voters’ identities and grant them permission to vote.

Accuracy: Votes must be accurate; every vote should be counted, and can’t be changed, duplicated or removed.
Verifiability: The system should be verifiable to make sure all votes are counted correctly.

Enter email and
password

Dyt

Allow to vate

Voing page wil apear
Cast Yole

Confirmation Mesaage

Fig -1: Activity diagram of System
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3.2.1 Registration

The process of registering will be done by user interacting with the Authentication Server (AS) via a website.
The AS contains information about voters in a database. The user enters his/her Personally Identifiable Information
(PII) and scans supporting documentation to upload into system along with an email address. The user picture is also
taken for verification. If the information is verified and correct, the user is allowed to create account. The user enters a
email id and a password to log in. Also an entry is made next to the user database entry storing whether he/she has
registered to vote. If the user information cannot be verified, he/she is not allowed to create an account.

3.2.2 Authentication:

The authentication is a process of verifying the users in order to allow them to login into the system. It will
authenticate users using the email id and password provided by them during registration process. It verifies the details
entered by user during registration process i.e. first name, middle name, last name ,DOB ,address ,constituency
,password ,mobile number, aadhaar, if the details match with aadhaar database then the user details are stored in the
new database. The admin will then check the database and verify the user’s identity and documents

3.2.3 Voting

The process of voting is a multi step process. It involves verifying your identity with the AS and then voting.
On the day of voting each candidate is given an account on the block-chain system so they can get votes. During voting
day, the user logs in to the authentication server using the email id and password created in the previous step. An image
of the user is taken to ensure that the user is the owner of the account. This image is compared with the image taken
during registration. Once the user logs in, their system would create a public key which they would send to the AS. The
AS would add associate the key with the email id. The key would be sent to create an account for the user on the
blockchain system to vote. A specific amount of ether (currency the user can use to vote) is added to users’ account
which enables them to vote. The AS would then send a session token back to the user. The user would be redirected to
the AR(Arbitration Server). The user would provide the AR with the session token would verify it with AS. The AR
would send a verification message to the user along with the public key of the block-chain node to which his/her vote
would be sent. The user would encrypt their vote with the public key and send it to AR. This will ensure that the AR
cannot read the users vote and hence the vote would remain a secret. The AR would send the encrypted vote to the
appropriate node. The node would decrypt the message with their private key and send a specific amount of ether from
users account to the candidates block-chain account. Each node would verify the transaction according to the smart
contract. These contracts would verify a particular transaction was a duplicate one or no and check its validity. After
this process the node would pass this transaction to other nodes in block-chain system.

3.2.4 Verification

The process of verifying the vote depends on the type of election it is. Some elections allow for interim results
and some do not. In either case the voter must get a confirmation that his/her transaction has been approved by block-
chain system. In case of the election that allows interim results, one of the nodes of the block-chain could be made
publicly accessible. It would have a website where a user could enter their public key to verify whether their vote was
counted. This node would not have the ability to add any transaction to the system. This will be implemented through
smart contracts. If the organizers of an election want to keep the interim results a secret, he/she could only get a binary
verification via the AR. Since the AR is a thin client it would act as an intermediary to verify the transaction. At the end
if the election in above case, the user will be able to check the result for the election.

3.2.5 Counting
The process of counting votes of a candidate can be very simple. Each voter has a fixed amount of ether or

currency value that they use to vote for a candidate of their choice. The candidate with the highest amount of ether in
their account wins the election.
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IV. IMPLEMENTATION

Ganache is a blockchain which provides us with personal ethereum blockchain used to run tests, execute commands,
and inspect state while controlling how the chain operates.

It basically provides us ten accounts with 100 ethers (fake) each. Each account has an address and a private key which
is unique to it.

A page displays a list of candidates who are standing for elections. The user can select the candidate of their choice
from the given list and cast a vote.

In order to vote the voter will have to first import an account from the blockchain using its private key. After importing
the account it will get connected to the site. After this the user can select a candidate of its choice to cast the vote.

After the user has clicked the vote button a transaction receipt will appear on the screen asking for confirmation of
transaction. The user can then click on confirm button in order to cast his/her vote.

Finally a page will display the result showing the count of votes for each candidate.

V. CONCLUSION

The current ballot system has a large number of issues leading to political unrest in the country. E-voting has
replaced paper voting and increased efficiency and reduced errors but there are security issues such as tampering of
votes, the machine can get affected by a virus and destroy data stored in the system and fake display can show
manipulated votes and the tallying process is slow. Our system handles voter privacy and provides a transparent system
for verification of election. This system solves all the issues faced in voting process since it is reliable, tamper proof,
efficient, easy to use and provides security by making use of blockchain technology.
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