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ABSTRACT: Phishing is a new type of network attack where the attacker creates a replica of an existing web page to
buffoon users in to submitting personal, financial, or password data to what they think is their service provider’s
website and believe it is authorized. The concept is an end-host based anti-phishing project for avoiding phishing
attacks. The project is the concept for finding the phishing website to grasp the information of the end user. Project is
based on the careful analysis of the phishing website. Each end-user can detect the phishing website and can be safe
guarded from a phishing attack. After doing so the end-user recognizes the phishing website and can avoid browsing
such harmful sites. The user can check if the website is malicious from the database. The project uses the ASP.net as
front-end and C# and SQL database management as back-end.
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I. INTRODUCTION

Phishing is a new term produced from the word ‘fishing’, it refers to the act that the attacker lure users to visit a fake
website by developing a look alike website, and stealthily get users personal information such as username, password,
financial details, account details, national security ID, etc.

This information obtained than can be used for future target advertisements or even identity thefts, attacks (e.g.,
transfer of money from one’s account). The frequently used attack method is to send e-mails, messages, which can
cause theft of data or personal information.

Passwords of social networking accounts, credit cards are miss-entered every day, or the attackers are providing
upgrading services, to lure you to visit their website to conform and modify your personal information through the fake
websites.

If you input the data i.e. your personal information, the attackers than successfully collect it on the server side, and is
able to perform their next step actions with that obtained information of yours and use it for their malicious intentions.
Phishing itself is a new concept, but it’s increasingly used by the attackers i.e. the phishers to steal your personal
information and perform business and social crimes in recent years. Within four to five years the number of phishing
attacks have increased dramatically. Phishing attacks are commonly used and are easy to execute on their target.

Il. LITERATURE SURVEY

Phishing website detection techniques are broadly classified into two categories, user education and software. In
user education approach user has to be educated about the safe browsing practices. Software approach has different
machine learning based techniques. Some of these techniques are explained in detail here

I1l. PROPOSED SYSTEM

There are number of websites who ask users to provide sensitive information such as username, password or credit
card details etc. often for malicious reasons. 6,35,000 e-banking websites have been attacked by phishing websites
which is an enormous number which cannot be neglected.

These type of websites are known as phishing websites. In order to detect and predict phishing websites, an
intelligent, flexible and effective system that is based on using Machine Learning algorithm is proposed. Such phishing
websites can be detected based on some important characteristics like URL Domain Identity and detecting blacklisted
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keywords in the final phishing detection rate. With the help of this website users can prevent getting scammed by such
malicious websites. This website can be used by everyone in order to prevent themselves from being a victim by the
hands of the attackers. Machine Learning algorithm used in this system will help the users to achieve better
performance and efficiency as compared to other classification algorithms. With the help of this system users can also
purchase products online and enter information without any hesitation.

IV.HOW IT WORKS?
e This system uses effective machine learning algorithm to detect the phishing websites.

e  The phishing websites can be detected based on some important characteristics like URL and Domain ldentity
and blacklisted keywords.

e All the secure website’s data will be entered into the database which will be surfed when the user enters any
URL into the check website box.

o It will also check the blacklisted keywords present into the URL Domain Identity.

e The user has the ability to give suggestions for some unnoticed, blacklisted websites which will be monitored
by the administrator and if found malicious it would be added to the blacklist.

o There will be a separate panel dedicated for news updates related to phishing attacks and also "Did you
know?" stuff which will enlighten the user about what measures could be taken on their level to stay secure
from phishing website attacks.

e Administrator has the control over the website which will ensure the websites uploaded in the blacklist that
could lead to a phishing attack. The administrator also ensures that no websites which are genuine and safe for
surfing the internet are affected by adding to the blacklist.

V. FLow DIAGRAM

Fig. 1. Admin Panel
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Fig. 2.User Panel

V1. ADVANTAGES
e This system can be used by everyone in order to achieve safe surfing over the internet.
e Payments can be done securely over the internet on secure and genuine e-banking sites.

e This helps to build good customer relationship which would benefit the customers as well as the E-commerce
websites.

e Machine Learning algorithm used in this system provides better performance as compared to other traditional
algorithms.

o With the help of this system users can also purchase things and sets online without any hesitation.

User can also give suggestion for new phishing sites, this sites will be monitored by the admin and if found
malicious it would be added in the database.

VII. FEATURES

e Easy to maintain.

o Efficient.
e Reliable.
e Low Cost.

e  User Friendly.

o Feedback system.
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VIIl.  CONCLUSION

It has become a serious network security problem, facing financial loss of billions of dollars to both consumers and the
e-commerce companies. And perhaps more eventually, phishing has made e-commerce distrusted and attractive to
normal consumers. In this paper, we have modified the characteristics of the hyperlinks that were modified in phishing
e-mails and messages.

We then designed an anti-phishing algorithm, upon the derived characteristics.

The motive of this website made by us is to provide secure surfing on internet so that in the upcoming future the users
feel safe and secure to access the free universe of internet. In the coming years, India is looking forward to become a
"Digital India" and our project could play an important role in building a "Secure Digital India".
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