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ABSTRACT: Social Network is an emerging E-service for content sharing sites (CSS). It is emerging service which 

provides a reliable communication, through this communication a new attack ground for data hackers; they can easily 

misuses the data through these media. Some users over CSS affects users privacy on their personal contents, where 

some users keep on sending unwanted comments and messages by taking advantage of the users’ inherent trust in their 

relationship network. Toward addressing this need, we propose an Adaptive Privacy Policy Prediction (A3P) system to 

help users compose privacy settings for their images. We look at the part of social context, picture content, and 

metadata as possible markers of clients' security inclinations. We propose a two-level system which as per the client's 

accessible history on the site, decides the best accessible protection arrangement for the client's pictures being 

transferred. Our answer depends on a picture grouping system for picture classifications which might be related with 

comparative approaches, and on a strategy expectation calculation to naturally produce an arrangement for each 

recently transferred picture, likewise as indicated by clients' social elements. After some time, the created arrangements 

will take after the advancement of clients' privacy attitude. We give the consequences of our broad assessment more 

than 5,000 arrangements, which show the adequacy of our framework, with expectation accuracies more than 90 

percent. 
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I. INTRODUCTION 

Background: 

 

IMAGES are now one of the key enablers of users’ connectivity. Social Networking (SN) is one of the improving 

technological with hundreds of millions of people participating to swapping their content through Text, media like 

image, audio, video, etc. Social media (SM) become one of the most important parts of our daily life as it allows us to 

communicate with a group of people. It assists an exterior of self-expression for users, and assists them to entertain and 

exchange content with other users through social media’s providing E-Service. Some of the Social media are 

Friendster.com, Tagged.com, Xanga.com, Live Journal, MySpace, Facebook, Twitter and LinkedIn have developed on 

the Internet over the past several years. It provides a content sharing mechanism and remote the people across the 

world. Users of social media can define a personal profile and modify it as they wish this features allows by the SM. 

Through this SM users may engage with each other for various purposes, with business, leisure, and knowledge 

sharing. People use social networks to get in touch with further people, and create and contribute content that includes 

personal information, images, and videos. The service providers have admission to the content present by their users 

and have the right to progression collected data and share them to unauthorized. A very familiar service provided in SN 

is to produce proposition for finding new friends, groups, and events using mutual filtering techniques. The success of 

the SN based on the number of users it attracts, and cheering users to add more users to their circle and to share data 

with other users in the SN so the information will goes across the world [1]. End users are nevertheless often not aware 

of the size or nature of the spectators accessing their data and the sense of understanding created by organism among 

digital friends often leads to disclosures that may not be suitable in a public forum. Such an open accessibility of data 

exposes in SN, the users obtain a number of security and privacy risks.  
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Motivation: 

 The impact of social environment and personal characteristics. Social context of users, such as their 

profile information and relationships with others may provide useful information regarding users’ privacy 

preferences. For example, users interested in photography may like to share their photos with other 

amateur photographers. 

 

 The role of image’s content and metadata. In general, similar images often incur similar privacy 

preferences, especially when people appear in the images. For example, one may upload several photos of 

his kids and specify that only his family members are allowed to see these photos. 

 

Objective and Goal: 

1. The main objective of this project is to make easy the process of share the contents on social sites. 

2. To achieve the security ofimages by providing the policy. 

 

II. LITERATURE SURVEY 

 

1. L. M. Vaquero, L. Rodero-Merino, J. Caceres, and M. Lindner, “A break in the clouds: towards a cloud 

definition,” ACM SIGCOMM Compute. Commun. Rev., vol. 39, no. 1, pp. 50–55, 2009[1]. 

Cutting edge figuring gazed with the appearance of Cloud registering. In distributed computing information holder are 

spurred to allot their intricate information administration frameworks from neighborhood locales to the business open 

cloud for awesome adaptability and monetary funds. To guarantee the wellbeing of put away information, it ends up 

noticeably should to encode the information before putting away. In cloud the information look emerges just with the 

plain information. In any case, it is basic to summon seek with the encoded information moreover. The claim to fame 

of cloud information story age ought to permit overflowing catchphrases in a single inquiry and results the information 

reports in the importance arrange. This paper concentrates on multi catchphrase seek in view of positioning over an 

encoded cloud information (MRSE). The hunt utilizes the component of likeness and internal r item comparability 

coordinating. The test comes about demonstrate that the overhead in calculation and correspondence are impressively 

low. 

 

2. S. Kamara and K. Lauter, “Cryptographic cloud storage,” in RLCPS, January 2010, LNCS. Springer, Heidelberg 

[2]. 

Cloud computing is becoming more interesting day by day. As the utilization of cloud administrations builds it's 

currently imperative to help out enhancing proficiency and security of distributed computing. Distributed storage 

contains enormous measure of information, in such case to hunt that information proficiently turns into a testing 

undertaking. Likewise security weakness of such online stockpiling frameworks is dependably non trustable. The 

current investigates are attempting to so adore this issue by the technique for catchphrase seek. Be that as it may, these 

strategies takes care of this issue to some amplify yet a few techniques builds the computational weight on the cloud 

server or makes the recovery of documents the exorbitant by methods for data transmission proficiency by se finishing 

every comparative record to the asking for client. This paper talks about this issue and later gives the answer for take 

care of this issue. To take care of this issue the technique for watchword seeks has been utilized. This paper tries to take 

care of the issue of seeking records through the immense measure of documents safely and effectively. The past 

strategies make the pursuit nonproductive by methods for time and computational cost, however the strategy talked 

about in this paper makes the looking extremely effective and secure [2]. 

 

3. E.-J. Goh, “Secure indexes,” Cryptology ePrint Archive, 2003, http://eprint .iacr.org /2003 /216[6]. 

A safe list is an information structure that permits a questioned with a "trapdoor" for a word x to test In O (1) time just 

if the list contains x; the record uncovers no data about its substance without substantial trapdoors, and trapdoors must 

be produced with a mystery key. Secure records are a characteristic augmentation of the issue of developing 

information structures with protection ensures, for example, those given by unaware and history autonomous 

information structures. In this paper, we formally characterize a protected list and plan a security demonstrate for 

records known as semantic security against versatile picked catchphrase assault (Ind-cka). We additionally build up a 

proficient Indcka secure list development called z-idx utilizing pseudo-irregular capacities and Bloom channels, and 
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demonstrate to utilize z-idx to actualize seeks on scrambled information. This hunt plan is the most productive 

scrambled information seek plot right now known; it gives O (1) look time per record, and handles packed information, 

variable length words, and Boolean and certain customary expression inquiries. The strategies created in this paper can 

likewise be utilized to manufacture encoded searchable review logs, private database question plans, amassed hashing 

plans, and secure set participation tests [6]. 

 

4. Y.-C. Chang and M. Mitzenmacher, “Privacy preserving keyword searches on remote encrypted data,” in Proc. of 

ACNS, 2005[7]. 

Because of its ease, heartiness, adaptability and universal Naturea, distributed computing is change-in the way elements 

dealing with their information. Be that as it may, different protection concerns emerge at whatever point conceivably 

delicate information is outsourced to the cloud. This paper shows a novel approach for adapting to such security 

concerns. The proposed conspire keeps the cloud server from adapting any potentially delicate plaintext in the 

outsourced databases. It likewise enables the database proprietor to delegate clients to leading substance level fine-

grained private pursuit and decoding. In addition, our plan bolsters private questioning whereby neither the database 

proprietor nor the cloud server learns inquiry subtle elements. Extra require mint that client's info be approved by CA 

can likewise be upheld [7]. D. Boneh, G. D. Crescenzo, R. Ostrovsky, and G. Persiano, "Open key encryption with 

catchphrase seek," in Proc. of EUROCRYPT, 2004 [8] 

 

III. SOFTWARE REQUIREMENT SPECIFICATION 

 

User Classes and Characteristics 

To design products that satisfy their target users, a deeper understanding is needed of their user characteristics and 

product properties in development related to unexpected problems that the user’s faces every now and then while 

developing a project. The study will lead to an interaction model that provides an overview of the interaction between 

user characters and the classes. It discovers both positive and negative patterns in text documents as higher level 

features and deploys them over low-level features (terms). 

In proposed work is designed to implement above software requirement. To implement this design following software 

requirements are used. Operating system: Windows XP/7. 

1. Coding Language : JAVA/J2EE 

2. Database : MYSQL 

3. Tool : Eclipse Luna 

 

IV. IMPLEMENTATION STATUS 

 

The proposed framework is to propose Adaptive Privacy Policy Prediction (A3P) framework which intends to give 

clients a bother free security settings encounter via consequently producing customized approaches. One of the 

principle reasons gave is that given the measure of shared data this procedure can be monotonous and mistake inclined. 

Along these lines, many have recognized the need of arrangement suggestion frameworks which can help clients to 

effectively and legitimately design security settings. The sharing sites enable clients to enter their The A3P framework 

handles client transferred images, and factors in the following criteria that impact one's privacy settings of images 

 

a. The impact of social environment and personal characteristics. Social context of users, such as their profile 

information and relationships with others may provide useful information regarding users’ privacy preferences. 

 

b. The role of image’s content and metadata. In general, similar images often incur similar privacy preferences, 

especially when people appear in the images. 

 

1. privacy preferences like public and private. The user share image to private friend, but the image is not visible to 

mutual friend it looks like blurred image.To achieve the security by providing the policy. 

2. The project is to achieve the security at the time of data sharing and dataming. 
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V. COMPARISON BETWEEN EXISTING SYSTEM AND PROPOSED SYSTEM 

 

Item Existing System Proposed System 

Algorithms Only use unique privacy like public 

 

Policy Prediction Technique 

1. Adaptive Privacy Policy Prediction 

(A3P)- A3P-CORE 

1. A3P-SOCIAL 

2. Blurred Technique. 

 

Accuracy Low High 

Complexity Low High 

Explanation In the existing system Sharing takes place both among 

previouslyestablished groups of known people or social 

circles and also increasingly withpeople outside the users 

social circles, for reasons for social discovery to help 

them identify new companions and find out about 

associates interests and social environment. In existing 

proposals for automating protection settings seem, by all 

accounts, to be insufficient to address the exceptional 

security needs of images, because of the measure of data 

verifiably conveyed inside images, and their association 

with the online condition wherein they are uncovered. In 

any case, semantically rich images may uncover content 

delicate Information. the constant way of online media 

makes it workable for different clients to gather rich 

totaled data about the proprietor of the distributed 

substance and the subjects in the distributed substance. 

The totaled  

data can bring about sudden introduction of one's social 

condition and prompt abuse of one's close to home data. 

 

The proposed system is to propose Adaptive 

Privacy Policy Prediction(A3P) system which 

aims to provide users a hasslefree privacy 

settings experience by automatically 

generatingpersonalized policies. One of the 

main reasons provided is that given the 

amount of shared information this process can 

be tedious and error-prone. Therefore, many 

have acknowledged the need of policy 

recommendationsystems which can assist 

users to easily and properly 

Configure privacy settings. Thesharing 

websites allow users to enter theirprivacy 

preferences like public and private.The user 

share image to private friend, but the image is 

not visible to mutual friend it look like blurred 

image. 

 

VI. ALGORITHM FOR RELEVANT FEATURE DISCOVERY 

 

Efficient Algorithms play important role in the relevant feature discovery from text document using text mining. The 

following steps explain the relevance feature of text documents: 

 

1. Start. 

2. Search friend, e.g public and private 

3. Share images to friends 

5. Comment on images 

6. View this image to my public and private friend 

7. Stop 
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VII. SYSTEM ARCHITECTURE 

 

 
Fig 1. Architecture of System 

 

Explanation 

 

We propose an Adaptive Privacy Policy Prediction (A3P) framework which plans to give clients a bother free 

protection settings encounter via naturally creating customized arrangements. The A3P framework handles client 

transferred images, and considers the following criteria that impact one's security settings of images: 

 

1. The impact of social environment and personal characteristics. Social context of users, such as their profile 

information and relationships with others may provide useful information regarding users’ privacy preferences.  

 

2. The role of image’s content and metadata. In general, similar images often incur similar privacy preferences, 

especially when people appear in the images. 

 

VIII. MATHEMATICAL MODULE 

 

Let us consider, 

SA={ SS,U={u1,u2,…un},R,Rij, Φ ,Rk ,PTattr, PTrel, PTimage, PP,PTmm, Nerr, Ppred, Pact, NPact, NPpred} 

 

Where, 

SA=Start Application. 

SS=Social Site. 

U=Set Of users. 

u1,u2…un=Number of users. 

R=Relation. 

Rij=Relationship Between Users. 

Φ=Function. 

Rk=Bidirectional Relatioship. 

PTattr=Regular attributes. 

PTrel=Users’ relationships. 

PTimage=Images. 
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PP=Comments and Posts. 

PTmm=Social Groups. 

Φ : U×U → P(R) 

Where Uis the set of users registered to the SS and R= {R1, . . . , Rm }is the finite set of the possible relationships 

connecting the users. 

 

A relationship Rk connecting users i and ujis denoted as (ui:Rk:uj). The relationship Rk is bidirectional, therefore 

 

(ui:Rk:uj)=(uj:Rk:ui) 

ui∈U 

 

We count the number of mismatches in all the policy components, and measure the accuracy using the following error 

rate function. 

 

Err(Ppred, Pact) =
Nerr

max(NPact , NPpred )
 

 

Nerr= The total number of mismatching valuesin policy. 

Pact, NPact = Actual policy. 

Ppred NPpred,= Predicted policy. 

 

 

In above equaty i on, we compare one example. 

 

Nerr is the total number of mismatching values in policy Ppred and Pact, and NPact and NPpred are the total number of 

values in the actual policy and the predicted policy respectively. Consider the following two example policies Pact 

and Ppred: 

 

 

Pact: ⟨Kate, {photos, videos}, viewonly, anytime⟩. 
 

Ppred: ⟨Kate, {photos}, comments, anytime⟩. 
 

Observe that the predicted policy Ppred differs from the actual policy Pact in two places as highlighted in bold, i.e., 

Nerr =2;there are four items (one item per policy component) in Pact, i.e., NPact = 4. Thus, the error rate is computed 

as Err(Ppred, Pact) = 2/5= 40%. 

 

IX. EXPERIMENTAL  SET UP AND RESULT TABLE 

 

 

1. Result Table 

 

Uploaded Images Clear Image Blur Image 

1 80 40 

2 73 55 

3 82 61 

4 90 55 

5 79 65 

 

Table: shows Existing system image and Proposed system image 
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2. Result Evaluation 

 

The above fig. shows the performance of our system in terms of clarity of images which are shared to Public and 

Private Friends. The X-axis contains uploaded images by User and Y-axis contains the clarity of uploaded images in 

percentage (%).  

 
Fig 2. Performance of system 

 

X.CONCLUSION 

 

This paper describes privacy policy techniques for user uploaded data images in various content sharing sites. Based on 

the user social behavior and the user uploaded image the privacy policy can apply. A3P system in used, which provide 

users easy and properly, configured privacy setting for their uploaded image. By using this we can easily prevent 

unwanted discloser and privacy violations. Unwanted discloser may lead to misuse of one’s personal information .users 

automate the privacy policy settings for their uploaded images with the help of adaptive privacy policy prediction 

(A3P). Based on the information available for a given user the A3P system provides a comprehensive framework to 

infer privacy preferences. A3P system is a practical tool. An improvement over current approaches to privacy is offer 

by A3P. 
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