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ABSTRACT: Mobile device has limited storage and limited computing resources so data can be stored on mobile
cloud computing .Any user can upload data on that cloud also anyone can access that data, so there is security issue
related to that data so, we need to provide security to that data to prevent from unauthorized user. Now a days, the
cloud computing becomes more popular but the security is not provided in efficient manner. The issues related to
security is increases day by day. Some algorithms are designed to provide security to cloud computing but those are not
efficient for mobile cloud computing so we design LDSS-CP-ABE algorithm for provide security to the mobile cloud
computing. LDSS migrates major computational overhead from mobile client side devices using proxy servers. Also
we can use lazy re-encryption method which can reduce time consuming process. Lightweight secure data sharing
scheme can reduce the computational overhead on the client side mobile device when users are sharing their data on
mobile cloud . Also we use the AES (Advance Standard Encryption) algorithm for data encryption and decryption
purpose.

KEYWORDS: Mobile Cloud Computing, Data Encryption, Access control, User revocation.
I.INTRODUCTION

In cloud computing huge amount of data store on cloud by using different smart devices or computer.Cloud
computing means, storage of data and application on remote server and accessing them via internet rather than saving
and installing them on your personal devices and computers. As the mobile devices has limited storage space we use
the mobile cloud computing for storing data. Mobile cloud computing is nothing but mobile computing + cloud
computing.

Day by day popularity and use of mobile devices are increased rapidly, so people can use new era to store data
on cloud and store/retrieve that data by using mobile devices. As the mobile device have limited computation power
and storage the cloud contain huge amount of resources so it is essential to use the cloud resources provided by cloud
service provider(CSP) to store and share data.

Now a days many application of cloud mobile have widely used. People (Data Owner) can share data. For
example: text, video, audio on mobile cloud and people (Data User) who need to data can retrieve it. As data owner
decided the data which shared is public or private. Clearly for data owner sensitive data privacy is major concern. CSP
(Cloud Service Provider) cannot meet all requirement of data owner. First when data owner needs to store data on
cloud, data owner can divide number of users into group and share the password to that group which is data owner
wants to send but in this approach management of password is big issue.

Different algorithm are invented or present for providing security to cloud but it is not suitable for mobile
cloud computing, so use LDSS for providing security to data stored on mobile cloud. The main benefit of mobile cloud
computing and our proposed system is to reduced computational overhead on client side mobile device and provide
security to data on mobile cloud.

Apparently, personal sensitive data should be encrypted before uploaded onto the cloud so that the data is
secure against the Cloud Service Provider. The data encryption brings new problems. How to provide access control
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mechanism on cipher text decryption so that only the authorized users can access the plaintext data is challenging. In addition,
system offer data owner’s effective user privilege management capability, so they can grant data access privileges easily on the data
users. In these researches, they have the following common assumptions. First, the CSP is considered honest and curious. Second, all
the sensitive data are encrypted before uploaded to the Cloud. Third, user authorization on certain data is achieved through
encryption/decryption key distribution. In general, we can divide these approaches into four categories: simple cipher text access
control, hierarchical access control, access control based on fully homomorphic encryption and access control based on attribute-
based encryption (ABE).

Finally, we implement a data sharing prototype framework based on LDSS and also used the AES(Advance Encryption
Standard) algorithm for purpose of encryption of data which are uploaded on mobile cloud computing.

Il .LITERATURE SURVEY

1] A Lightweight Secure Data Sharing Scheme for Mobile Cloud Computing.

Authors:ChenglinShen, Heng He

Description: This paper describes that Mobile device has limited storage and limited computing resources so data can be stored on
mobile cloud computing .Any user can upload data on that cloud also anyone can access that data, so there is security issue related to
that data so, it need to provide security to that data to prevent from unauthorized user. In this paper, design LDSS-CP-ABE
algorithm for provide security to the mobile cloud computing.

2]How to build a trusted database system on untrusted storage.

Authors:Maheshwari U, Vingralek R, Shapiro W.

Description:In this Paper, It can identify the problem of ensuring trustworthiness of data at an untrusted server in the presence of
transactional updates that run directly on the database, and develop the first solutions to this problem.

3]Achieving Usable and Privacy-assured Similarity Search over Outsourced Cloud Data.

Authors:Cong Wang, KuiRen, Shucheng Yu

Description:In this paper, It investigate the problem of secure and efficient similarity search over outsourced cloud data.In this any
user can upload data on cloud and also achieves the usable and privacy assured similarity search over outsourced cloud data.

4]A flexible mechanism for access control enforcement management in DaaS. In: Proceedings of IEEE International Conference on
Cloud Computing.
Authors:Tian X X, Wang X L, Zhou A'Y.

Description:In this paper, First present an approach to implement the flexible access control enforcement management by applying
a DSP re-encryption mechanism also this re-encryption mechanism is used repeatedly.

5]Hybrid attribute- and re-encryption-based key management for secure and scalable mobile applications in clouds.

Authors:P. K. Tysowski and M. A.Hasan

Description:cloud-based data are increasingly accessed by resource-constrained mobile devices for which the processing cost must
be minimized.In this paper, re-encryption mechanism is performed optionally.

IHHLMETHODS AND TECHNIQUES USED
1) LDSS (Lightweight secure data sharing scheme):
In Proposed System, we use LDSS-CP-ABE algorithm, this algorithm designed using following methods.
i Setup (A, V)-It generate the private master key and public key on set of attributes A of the
data owner and version attribute V.

ii. KeyGen (Au, MK)-It is used to generate attribute keys SK for data user based on attribute set A and master key MK.

iii. Encryption (K, PK,T)-Based on symmetric key K, Public key PK and Access Control tree T generate cipher text CT.

iv. Decryption (CT,T, SK)- Attribute Key SK and Access control tree.it decrypt cipher text CT.
LDSS is nothing but the one type of technique which provide security to the lightweight data sharing scheme on mobile cloud. In
LDSS it uses attribute based encryption which has another two subparts that is:

e  CP-ABE:-Cipher text policy Attribute based Encryption.
o KP-ABE:-Key Policy Attribute based Encryption.
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In our System, We use the CP-ABE (Cipher Policy —Attribute based Encryption). CP-ABE provide the encryption of data
mechanism.

2) AES(Advanced Encryption Standard):

i To review the overall structure of AES and to focus particularly on the four steps used in each round of AES: (1) byte
substitution, (2) shift rows, (3) mix columns, and (4) add round key

ii. AES is a block cipher with a block length of 128 bits.
iii. AES allows for three different key lengths: 128, 192, or 256 bits. Most of our discussion will assume that the key length is
128 bits. Encryption consists of the 10 rounds of processing for 128-bit keys, 12 rounds of processing for 192-bit keys, and
14 rounds of processing for 256-bit keys.
IV. PROPOSED SYSTEM

In Proposed system, we describe the LDSS system design. First, we refer the overview of LDSS(Lightweight secure data sharing
scheme), and then we present LDSS-CP-ABE algorithm and system operations.

e | |pdate request

DR |

Il —_
i\ [ Puhllc key Antribute ey
e
Data Owner 7 #M ,— File -
Crm T . ne
> Data User
Privilege mgmt -
File access reauest
request
Encryption request - Decryption request Result or decryption
dmﬂ m Decryption service
N
: . : e — provider
Encryption service provider &

Fig. A lightweight data-sharing scheme (LDSS) framework
In Proposed system, We develop the Architecture of LDSS by using Following six component:
(1) Data Owner (DO)

(2) Data User (DU)
(3) Trust Authority (TA)
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(4) Encryption Service Provider (ESP)
(5) Decryption Service Provider (DSP)
(6) Cloud Service Provider (CSP)

Firstly DO send data to the cloud. Since the cloud is not credible, data has to be encrypted before it is
uploaded. The DO defines access control policy in the form of access control tree which policies are such as read the
data, write the data. Data files to assign which attributes a DU should obtain if he wants to access a certain data file. In
LDSS, data files are all encrypted using symmetric encryption mechanism, and the symmetric key for data encryption
is also encrypted using attribute based encryption (ABE).

In our proposed system, data owner, TPA is present on equal level of authority. Data owner firstly should
register or login on website then as it nothing but work like aCSP (cloud service provider) then he can upload his own
files on cloud in encrypted format. Data user can register or login on website for access for files ,After login of data
user on cloud server then request goes to the data owner then data owner decide the approve of files access to user or
not. Data user has acknowledgment from data owner if he approves the request of data user.

Third party authorization is used to monitories the data owners activities also it can check the integrity,
durability of files which are uploaded by data owner on mobile cloud computing. Trusted authority (TA) also generates
the report for data owner. While requesting of data user of some kind of data from cloud, data owner select the role for
data user and also after approval of users request he send the public key to data user through the email then data user
can retrieve the information from cloud by entering the key on website but this information it in the form of encryption
so to decrypt that data .Data owner provide the private key to data user from mail. Then by using this key Data User
can decrypt that data.

To relieve the overhead on the client side mobile devices, encryption service provider (ESP) and decryption
service provider (DSP) are used. Both the encryption service provider and the decryption service provider are also
semi-trusted. We modify the traditional CP-ABE algorithm and design an LDSS-CP-ABE algorithm to ensure the data
privacy when outsourcing computational tasks to ESP and DSP, also we used the AES (Advanced Encryption
Standard) algorithm to encrypt and decrypt the overall data which are uploaded on mobile cloud by data owner.

V. CONCLUSION AND FUTURE WORK

Conclusion:

In recent year, Attribute Based Encryption (ABE) algorithm used for cloud but mobile device has limited
resource and Attribute Based Encryption is computationally intensive, so ABE is not suitable for mobile devices. In
this paper we propose LDSS for secure sharing of data on mobile cloud, Also we can use Advance Encryption Standard
(AES) for perform encryption and decryption of data. Proposed system reduces computational overhead on mobile
device. We use proxy servers for encryption and decryption also reduces time complexity by using lazy re-encryption
method. Also we refer Third Party Authorization (TPA) for authentication purpose .By using TPA we can check
integrity, durability, consistency of related files which are uploaded by data owner.

Future Scope:
1. Battery Saving:
In future work, we will design new approach to saving the Battery of mobile devices.
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