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ABSTRACT: Data sharing paradigm in distributed systems like online social networks or cloud computing demands
and concerns for distributed data security. The most challenging issues in data sharing systems is the impulsion of
access policies and the support of policies updates. The promising cryptographic solution to this issue is Cipher text
policy attribute-based encryption (CP-ABE). It allows data holders to define their own access policies over user
attributes and impose the policies on the data to be distributed. But the major drawback in this technique is the key
escrow problem where the key generation center(KGC) decrypts the messages addressed to specific users by
generating their private keys which is not suitable for data sharing scenarios where the data holders would be
interested to make their private data accessible to designated users only. The other issue that arises after applying CP-
ABE technique in the data sharing system is the user revocation since the access policies are defined only over the
attribute groups. Therefore in this paper, we propose a contemporary CP-ABE scheme for overcoming the first issue of
key escrow problem in data sharing systems. The proposed scheme looks forward for the following achievement- the
key escrow problem is solved using the secure two-party computation protocol between the key generation center and
the data-storing center, The performance and security analyses indicate that the proposed scheme is efficient to
securely manage the data distributed in the data sharing system.
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I. INTRODUCTION

In Attribute based Encryption, attributes are focused for important role as a part of which they are segregated to
generate a public key for encrypting data and also used as access policies to control user access.This access policy is
flavoured in two---First is the key policy and second is the Ciphertext Policy.Key Policy attributes are used for
describing encrypted data and policy implemented in user’s key. Whereas Ciphertext policy attributes describe the
access structure on the cipher text. Some of the benefits that the users get out of it are: Essentially decreasing the
communication overhead of the internet along with a fine grained access control which resolves the issue of untrusted
storage of secure data and sharing of data. In Ciphertext Policy, the key generation center (KGC) generates private
keys of users by applying the KGC’s master secret keys to associated set of user attributes. Thus, the major
advantage of this approach is to largely reduce the need for processing and storing public key certificates under
traditional public key infrastructure (PKI). However, one of the major drawbacks of this approach is the key escrow
problem. The KGC can decrypt the ciphertext that is addressed to the distinct users by generating their attribute keys.
This could be a possible threat to the data confidentiality or privacy in the data sharing systems as shown in Fig.1.
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Fig.1: Overall Architecture of Data Sharing systems.

Attribute based Encryption (ABE) is one of the techniques which suits the data sharing with encryption concept by
providing a way of defining access policies based on different attributes of the requester environment (or) the data
object. Especially cipher text policy attribute based encryption enables Data Holders to define their own access policies
over user attributes and enforce the policies on the data to be distributed[5][6]. The major drawback is that the key
generation center (KGC) can decrypt any message which is addressed to a specific user by generating his/her private
key. This is not suitable for data sharing scenarios where the Data Holder would like to make their private data only
accessible to designated users. This problem is known as Key Escrow problem [7][8]. The other problem to be solved
is key revocation where the users change their associate attributes at same time (or) private keys may be disclosed and
each attribute in the system makes it insecure. This issue is creating more problems in ABE, since each attribute in the
system is shared by group of users. And the revocation of any attribute (or) a user in that group, would affect all the
other users existing in that group which in turn results in vulnerabilities during rekeying procedure.

In the proposed scenario, a unique Cipher Policy Attribute Based Encryption Technique is used for secure data
sharing systems and to resolve the key escrow problem using a Key issuing protocol called 2-Party Computation (or)
rather 2PC protocol that accomplishes the data sharing system characteristics. This generates secret keys for the users
with their own master secret keys between Key Generation Center (KGC) & the Data Storing Center (DSC). Using this
2PC protocol, master secret information is separated from KGC & DSC in such a way that none of them could raise the
whole set of user keys all alone. Thus enforcing data confidentiality and privacy against KGC & DSC individually (or)
as a whole.

A. Data Holder

It is a client who owns data, and wishes to upload it into the external data storing centre for ease of sharing or for
cost saving. A Data Holder is responsible for defining (attribute based) access policy, and enforcing it on its own data
by encrypting the data under the policy before distributing it as shown in Fig.2. Data Holder to get key from key
generator Encrypt the file. Encryption is the conversion of data into a form, called a cipher text that cannot be easily
understood by unauthorized people.

B. Data Storing Centre

It is an entity that provides a data sharing service. It is in charge of controlling the accesses from outside users to the
storing data and providing corresponding contents services. The data storing centre is another key authority that
generates personalized user key with the KGC, and issues and revokes attribute group keys to valid users per each
attribute, which are used to enforce a fine-grained user access control. Data storing centre store the data. Data Storage
Centers provides offsite record and tape storage, retrieval, delivery and destruction services.

C. User

This is an entity who wants to access the data. If a user possesses a set of attributes satisfying the access policy of the
encrypted data defined by the Data Holder, and is not revoked in any of the attribute groups, then he will be able to
decrypt the cipher text and obtain the data.
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Fig.2: Data Holder (Set Access Policy, Encrypt File)
D. Key Generation Centre
It is a key authority that generates public and secret parameters for CP-ABE. It is in charge of issuing, revoking,
and updating attribute keys for users. It grants differential access rights to individual users based on their attributes.
Key generation is the process of generating keys for cryptography. A key is used to encrypt and decrypt whatever data
is being encrypted or decrypted.

Key Generation Center
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Data Data Storing Access
Owner Center < User

Fig 3. Nodal Structure of Data Sharing System.

The node structure of the Attribute based data sharing system is shown in Fig. 3. The nodes involved are admin and
clients which stands as Ul for the system. The nodes are Key Generation Centre (KGC) is a key authority that generates
public and secret parameters for CP-ABE. Data storing center is an entity that provides a data sharing service. The data
storing center is another key authority that generates personalized user key with the KGC, and issues and revokes
attribute group keys to valid users per each attribute, which are used to enforce a fine-grained user access control. It is a
client who owns data, and wishes to upload it into the external data storing center for ease of sharing or for cost saving.
A data owner is responsible for defining (attribute based) access policy, and enforcing it on its own data by encrypting
the data under the policy before distributing it. User is an entity who wants to access the data.

Il. RELATED WORK

In this section we present the different methods those are used for ABE with their advantage and problem.

e In [3], L. Ebrahimi, M. Petkovic, S. Nikova, P. Hartel, and W. Jonker proposed a mediated Cipher text-Policy
Attribute-Based Encryption (CP-ABE) which extends CP-ABE with instantaneous attribute revocation.

e In[1], A. Sahai and B. Waters introduced the concept of Fuzzy Identity Based Encryption, which allows for error-
tolerance between the identity of a private key and the public key used to encrypt a cipher text. They described the
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scheme under the Selective 1D model by reducing it to an assumption that can be viewed as a modified version of
the Bilinear Decisional Diffie Hellman assumption .

e In[2], J. Bettencourt, A. Sahai, and B. Waters presented system for Cipher text-Policy Attribute Based Encryption.
Our system allows for a new type of encrypted access control where user’s private keys are specified by a set of
attributes and a party encrypting data can specify a policy over these attributes specifying which users are able to
decrypt.

e In [4], Junbeom Hur specified the cause cases of corruption of KGC and corrupted data storing center, He has
provided with a proof of 2pc protocol. And presented new efficient and secured method for data sharing systems.
But the limitation of this system was reliability and load balancing under real time environment.

I1l. PROPOSED ALGORITHM

OuR PROTOCOL-THE 2PARTY COMPUTATION PROTOCOL FOR ESCROW FREE KEY ISSUING:

The Key Generation Center(KGC) and the Data Storage Center(DSC) generate parts of the secret key. These parts are
combined into a single secret key by the user. Before key generation the user verifies himself from the KGC. The data
holder, the KGC and the data storing center take part in providing attributes to the user. This is the first approach where
the data holder also takes part in providing attributes to user. The secure two party computation protocol prevents the
KGC and the data storing center from generating the secret key all alone.The secure 2PC protocol also prevents the
KGC from decrypting the Ciphertext of users since the identity of the users are not public. Only the data holder has the
entire access control over users. The secure 2PC protocol consists of the following algorithms.

1. Setup:

2. pup = setup ()(1*) The setup phase outputs the system public parameters pup.

{B.. M) « KEGC Keygen({ J,the KGC outputs the public and the private key pairs.

3. (B, M4« DSC Keygen( ), the data storing center outputs the public and the private key pairs.

4. 5, = DH(IDv]), the data holder outputs the set of attributes to the user.

5.KCy(My, 1D, KCy(My,IDaux;)KC; and KC, are two key generation algorithm that execute the user secret key
between the KGC and the data storage center.

6. 5Ky = Issuekey, (aux, 5. The KGC takes as inputs the auxiliary key and set of attributes S; of the user and
outputs a secret key SKj .

7.5K; < Issuekeyy () The data storing center takes nothing as input and outputs a secret key SKg .

The KGC and the data storing center generate their public and private key pairs. After the user is authenticated by
the KGC, the KGC and the Data storing center starts the secure 2PC protocol. The user receives two secret key
components. One from the KGC SKy,: and another from the data storing center SKgy.. The user derives the whole
secret key from the two components. The data holder and the data storing center also take part in the definition of
attribute set for the user. Unlike the existing schemes where only the KGC and partially the data storing center defines
the attributes of a user.

IV.SIMULATION RESULTS

In Ciphertext Policy, the key generation center (KGC) generates private keys of users by applying the KGC’s
master secret keys to associated set of user attributes. Thus, the major advantage of this approach is to largely reduce
the need for processing and storing public key certificates under traditional public key infrastructure (PKI). The
KGC can decrypt the ciphertext that is addressed to the distinct users by generating their attribute keys. The possible
threat to the data confidentiality or privacy in the data sharing systems is Key Escrow problem as shown in Fig.1.
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Fig.1: Overall Architecture of Data Sharing systems

It is a client who owns data, and wishes to upload it into the external data storing centre for ease of sharing or for
cost saving. A Data Holder is responsible for defining (attribute based) access policy, and enforcing it on its own data
by encrypting the data under the policy before distributing it as shown in Fig.2. Data Holder to get key from key
generator Encrypt the file. Encryption is the conversion of data into a form, called a cipher text that cannot be easily
understood by unauthorized people.

Add File Update File Delete File

«
Select File (Set Access
Data Policy and Encrypt File)
Holder

A 4
Send Data storing Center

Fig.2: Data Holder (Set Access Policy, Encrypt File)

The node structure of the Attribute based data sharing system is shown in Fig. 3. The nodes involved are admin and
clients which stands as Ul for the system. The nodes are Key Generation Centre (KGC) is a key authority that generates
public and secret parameters for CP-ABE. Data storing center is an entity that provides a data sharing service. The data
storing center is another key authority that generates personalized user key with the KGC, and issues and revokes
attribute group keys to valid users per each attribute, which are used to enforce a fine-grained user access control. It is a
client who owns data, and wishes to upload it into the external data storing center for ease of sharing or for cost saving.
A data owner is responsible for defining (attribute based) access policy, and enforcing it on its own data by encrypting
the data under the policy before distributing it. User is an entity who wants to access the data.
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Fig 3. Nodal Structure of Data Sharing System.

V. CONCLUSION AND FUTURE WORK

The CPABE scheme is a powerful cryptographic solution to the issues of updates of access policies in a distributed data
sharing system. In this paper, we proposed a 2Party Computation Protocol that completely removes the problem of key
escrow. This paper supports the definition of access policies by the KGC, the data storing center and the data holder.
None of the approaches in literature allow the data holder to define set of attributes. The data holder could only have
full access right on controlling the defined set of polices and can update them. The key escrow problem was removed
by the 2PC protocol that establishes two secret key components, One from the KGC SKy: and another from the data
storing center SKy,. The user derives the whole secret key from the two components. Unlike the other existing
approaches where the KGC is assumed to be trustworthy, this paper has no such assumptions. In future we can consider
these solution on the multimedia files and the system is lacking reliability factor, improvement in these pin holes can be
done.
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