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ABSTRACT: Cloud computing is a revolutionary mechanism that changing way to enterprise hardware and software
design and procurements. Because of cloud simplicity everyone is moving data and application software to cloud data
centres. The Cloud service provider (CSP) should ensure integrity, availability, privacy and confidentiality but CSP is
not providing reliable data services to customer and to stored customer data, in order to preserve the customers’ trust.
Nevertheless, in certain applications, such as medical health records for example, the medical facility is responsible for
preserving the privacy of the patients’ data. Although the facility can offload the overhead of storing large amounts of
data by using cloud storage, relying solely on the security measures taken by the CP might not be sufficient. Any
security breach at the CP’s premises does not protect the medical facility from being held accountable. This work aims
to solve this problem by presenting a secure approach for storing data on the cloud while keeping the customer in
control of the security and privacy of their data.
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. INTRODUCTION

Cloud computing is one of the emerging technologies that has an increasing impact on both private and public
sectors. It represents an on-demand service model for delivering resources ranging from storage and data access, via
computation to software provisioning. Typical categories of cloud computing include Infrastructure as a Service (laaS),
Platform as a Service (PaaS) and Software as a Service (SaaS). In the laaS category, virtual machines are provided,
such as Amazon EC2. PaaS offers development tools such as Microsoft Azure, while SaaS providing software
OnDemand usually over the Internet, eliminating the need for installing and maintenance of the software on the client’s
computer, such as Google Docs. The most important benefits of cloud computing include scalability, cost reduction,
data availability, reliability and resilience.

The Cloud Service Provider (CSPs) has promise to ensures the data security over stored data of cloud clients
by using methods like firewalls and virtualization. These mechanisms would not provide the complete data protection
because of its vulnerabilities’ over the network and CSPs have full command on cloud applications, hardware and
client’s data. Encrypting sensitive data before hosting can deserve data privacy and confidentiality against CSP. A
typical problem with encryption scheme is that it is impractical because of huge amount communication overheads over
the cloud access patterns. Therefore, cloud needs secure methods to storage and management to preserve the data
confidentiality and privacy.

Therefore, in this work, an approach that can complement any security measures taken by the CP is proposed.
It can also be implemented even if the CP does not protect the data via encryption. The proposed approach does not
involve redundancy or increased storage costs, but can easily be implemented in conjunction with redundancy
techniques. The main objective of the proposed method is to offload the overhead of storing large amounts of data from
the client to the CP, while still allowing the client to be in charge of the security and privacy of their data, thus
providing an additional layer of privacy for critical applications such as health records.
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Il. RELATED WORK

Health data has precisely recorded people’s illnesses, and medical records and the secure storage and sharing of
medical data and patient privacy protection have increasingly become a priority to build intelligent hospitals.
Traditional data access control technology builds and implements a safety access strategy with a completely reliable
server, making it difficult to get adapted to the distributed network environment in modern times. Featured by
decentralization and trust lessness, blockchain has given people a brand-new idea through distributed data storage,
reliable point-to-point transmission, a consensus mechanism, and encryption algorithms. As an encryption mechanism
that uses attribute as a public key, the mechanism, in essence, links users with ciphertexts through the attribute. Its
flexibility of encryption and access control form has greatly ensured the security of cloud data storage. In the
meanwhile, it has also achieved fine-grained access and become the key technique for secure cloud storage access
control.

It consists of an approach to upload data to the cloud, an approach to download data from the cloud, and a
management process implemented by the client in order to upload to, and retrieve data from, multiple cloud providers.

Dubovitskaya et al. propose a framework to create an infrastructure for medical data management that makes it
possible for healthcare professionals to disclose patients’ information; however, the privacy of the patient is preserved.
For that purpose, they use generalization, represented by binary trees, and pseudonyms generated by multiple key
searchable encryption. Their architecture consists of databases on both the client side and the server side, a
cryptographic module on the client side, an anonymization module on both sides, and a standalone Certification
Authority. The cryptographic module performs a multi-key searchable encryption, encrypts EHRs, and generates
signatures to authenticate the data. The anonymization module allows healthcare professionals to upload patient’s
medical information for research purposes while preserving the anonymity of the research database. Certification
Authority issues public key certificates and smartcards. Smartcards store private keys and have PINs known only to
their owners. To share and access patients’ data stored at the server side database (i.e., Data Repository), the patient
generates a key and shares it with the caregiver using a card reader device located at the caregiver’s office. The EHR is
encrypted using that shared key and is signed using the caregiver’s secret key. Although it is not easy to guess the PIN,
the card is protected only with that PIN. If the PIN is found, the patient’s private key will be disclosed which limits the
security of this framework

I1l. PROPOSED APPROACH

In this section, the details of the proposed work are presented to develop a secure framework for sharing Health Data
over Clouds. The framework enables patients at a healthcare provider, to retrieve their health data, in entirety or
partially, from a remote healthcare provider. The framework also allows targeted healthcare providers to authenticate
the patients and requesting healthcare providers before processing a sharing request. Requested EHRs are encrypted
using a shared symmetric key between communicating healthcare providers.

A. Storing Data with multiple cloud providers
e The proposed approach to store data on the cloud consists of the following steps:
1) The client who wants to store data on the cloud subscribes with n CPs.
2) A file F to be stored on the cloud is subdivided into n parts, or subfiles: F1, F2, .... Fn.
3) Each part is encrypted with an encryption key KF. The encrypted parts are denoted by F1*, F2*, ..., Fn*,
where Fi*={Fi}KF. It should be noted that, in this paper, symmetric encryption is assumed; i.e., the
encryption and decryption keys are the same.
4) A random (or pseudorandom) permutation vector P(F) is generated.
5) The encrypted parts are stored on the n clouds according to P(F); for example, depending on P(F), F1*
could be stored on CP3, F2* on CPn, etc.

B. Managing Data with Multiple CPs
In order to be able to retrieve their files, the client needs to maintain some information related to the
distribution of the various parts and to the encryption of the file. Thus, the client maintains two tables.
1) The first table contains a hash of the file name H(F_name), and the key KF.
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2) The second table contains a hash of the file name H(F_name), a hash of the file content itself
(unencrypted) H(F), a hash of the encrypted file content H(F*), and the permutation vector P(F), encrypted

with KFc.

Retrieving Data Stored on the Cloud with Multiple CPs

In order to obtain a file from the cloud using the proposed approach, the following steps are followed

1) The client enters the file name.
2) The data stored under this filename with the various CPs is retrieved. However, it is encrypted, and in a

scrambled order.
3) Then, the system computes the hash value of the name, finds the corresponding entry in Table 1, and

obtains the key.
4) The key is used to decrypt the permutation vector P(F*)
5) Afterwards, the encrypted parts that were downloaded from the different cloud providers are assembled in

the correct order by reversing the permutation process (hence the notation P-1(F*).

6) Then, they are decrypted with KF.
7) Finally, the hash values of the encrypted and unencrypted versions are then computed and compared to their

corresponding values stored in order to check for the integrity of the file downloaded from the cloud. It should
be noted that the hash of the encrypted file H(F*) can be checked before decryption thus reducing the
overhead of useless decryption in case the file was corrupted during transfer.

IV.PROPOSED ARCHITECTURE

The aim is to provide a secure EHR sharing framework that defines a set of cryptographic techniques, which

ensures the consent of patients to healthcare providers requesting their EHR information from another healthcare
provider. Also, the framework provides an authentication protocol for healthcare providers to authenticate patients and
requesting healthcare providers in order to ensure the security and privacy of patients’ EHR information. The
infrastructure, which runs the framework, consists of an EHR Sharing Cloud (private cloud) and a dedicated EHR

Sharing Server at each participating healthcare providers’ site
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The EHR Sharing Cloud is a private cloud that connects and serves different healthcare providers. It provides a
stable, scalable infrastructure and dynamic secure environment to offer services, store data, and host and run desired
applications. The framework requires an EHR Cloud Application to run on the Cloud infrastructure. The EHR Cloud
Application provides all required communication between different healthcare providers while maintaining the required

security measures in transferring EHRs over the cloud.
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The EHR Cloud Application initially issues each participating healthcare provider a certificate, which contains its
public key and appropriate parameters. The PKI is used for communication authentication between healthcare
providers and the EHR Sharing Cloud. It can also be used to add a second level of confidentiality in transmission by
encrypting the request using the EHR Sharing Cloud’s public key if needed. The EHR Cloud Application also supports
the use of a commitment scheme to allow participating healthcare providers, with no prior trust, to authenticate each
other before sharing patients” EHR(s).

When a healthcare provider receives a request, it first authenticates the EHR Sharing Cloud and then authenticates
the patient. The EHR Client Application initiates the commitment phase to authenticate the requesting healthcare
provider and then the reveal phase takes place. After the success of the reveal phase, the symmetric key received in the
request is used to encrypt the requested EHR(s) as a reply to the request. The reply is then sent to the EHR Sharing
Cloud, which stores it and forwards it to the requesting healthcare provider. The requesting healthcare provider uses the
symmetric key to decrypt the received reply.

V. CONCLUSION AND FUTURE WORK

In this paper, we presented a simple and secure framework for protecting sensitive data stored on the cloud. It is
based on splitting a given file into multiple parts, and storing each part, after encryption and permutation of the order of
the parts, with a different cloud provider. The information to decrypt and reorder the file parts is stored in separate
locations at the client premises. No extra cost is incurred since the total storage size is still the same, compared to the
case of storing the file with a single cloud provider. The proposed approach allows the client to benefit from any
security measures implemented by the cloud provider while still taking charge of the security and privacy of their data.

Future enhancements consist of adding redundancy techniques, e.g. by using secret sharing methods, to the proposed
approach in order to be able to recover the whole data even in case of loss of one or more parts at the cloud providers’
premises. Moreover, a proof of concept demonstrating the practical feasibility of the proposed approach will be
prepared and described in future works
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