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ABSTRACT: Now in today’s modern operating system kernels level security is not present and a well-known
approach to secure systems from malicious activity is through the deployment of Firewall or Anti-Virus .Existing
solutions belongs to authorization mechanism however authorization mechanism along is not sufficient for achieving
high level system assurance. Today’s modern computing era operating system Kernel should have process level
validation mechanism, where process of user level application proves its identity to kernel. Current process validation
is done using information such as process names or an executable path that is conventionally used by OS to identify a
process is not reliable. This may results in malware may impersonate to other processes thus violating of system
assurance can occur if we don’t prevent untrusted process execution. In our proposed an Enhanced Process Level
Validation system where user-level applications are required to present issued secrete credentials as proofs at runtime
to be validated to kernel. The enhanced process validation system will not allow untrusted processes or code to execute
and kernel level validation is provided. We believe that this will be second level measure for secure computing.
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1. INTRODUCTION

In Today’s changing computing requirements in every field we are heavily relying on mission critical high computing
machine to get most of our day to day online services and facilities. As a result all of these mission critical computing
machines are very critical and organization or companies doesn’t expect downtime of those systems due to virus attacks
and hacking of those systems. The modern operating system major problem is kernel do not enforce more restriction on
application before execution or making request for making system call to access resources.High level assurance
systems are now in demand and everybody wants extra security on top of general solutions available in the market.
Coming days’ hackers and viruses those are coming on internet and on the systems are too smart and that’s reason
mission critical systems only having an antivirus or firewall are not sufficient. In most of the cases it’s been observed
that malware names are the same as the name of valid process and they impersonate to other processes. In this use case
present antivirus solutions and firewall are unable to catch these threats and they abuse the system resources that’s
cause violating the system resources. So now day’s users want extra process level security at execution level to avoid
any virus attack at execution level so that maximum system assurance can be expected.In many cases Malware running
as stand-alone processes, once installed, they may freely execute privileges provided to the user account running the
process and may damage system level assurance. Hence Operating System process level secure computing is now
playing critical role for high assurance systems.
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1. RESEARCH PERSPECTIVE

In research area Dependable and Secure Computing main focus is on Dependability aspect and Dependability ability to
provide service that can justifiably trusted. This means that to do a secure computing need a trusted factor where we
can do computing. In this dissertation we are proposing a system that will do process level validation before execution.
In the proposed research trusted component is considered as operating system Kernel and validation is based on the
secrete credentials issued by kernel to every process. For every process once considered as trusted then it will generate
trusted credentials for the same and one copy of credentials is stored with kernel. When process execution gets
triggered then both credentials i.e. with process and with kernel gets compared. If both credentials matched then
conclude as its validated process and allowed for execution.

1. ACTUAL IMPLEMENTATION

In the implanted system provides a component approach to achieve secure computing and high system assurance
through kernel level process validation. This system has Credential Registar component’s to generate secrete key for
each process and Process Authenticatorvalidate secrete credential issues for very process a key before process
execution. All the generated secrete credentials are stored into Credential List for the reference of kernel. In every
process execution triggers system gets credentials from the respective process and also gets credentials from kernel and
do compare the both. If both of secrete credentials gets matched then process validation system conclude as validated or
trusted process and allowed for the execution. If credentials does not match then considered as untrusted process and
execution is blocked by the system. This is how process validation system ensures system assurance of the system
through process level validation. Below are main operation does by the Enhanced Process Validation system:

e Application Classification
When user installs a new application on Windows operating system then Application Classification done
based on initial assessment of executable. This operating conclude that whether user trying application is
malicious or not. This module reports that application is trusted based on initial assessment then it will be
allowed for the installation otherwise it will not be allowed for installation. This first level security provided
by the system.
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e Secrete Credential Generation
Once Application Classifier module conclude as this is trusted application then while installation Credential
Registar module generates a secrete credentials. The secrete credentials issued with help of operating system
kernel module and its gives a pseudo random number to the process.

e Formations of Capsule of Secrete Credentials
Code capsule is created for each trusted process with combination of process name and generated secrete
credentials Code Capsule is encrypted

e Maintain List of all process credentials
For all the trusted processes code capsules are maintained into Credentials List and which is stored at secure
place as kernel data structure. This will be system file which is will be placed at system files location i.e.
C:\Windows\System32 folder.

e Process Validation
Before every process execution Process Authenticator (PA) validate process secrete credentials. PA will first
demand secrete credentials to process and takes that credentials. In parallel PA gets credentials from
Credentials list which is maintained by the system and compare two credentials.

¢ Runtime Monitoring
Once process gets validated as trusted process then process name is maintained in Status List where list of all
validated and trusted process names are listed. When already validated and trusted process validation will not
do again and system checks only process name is available in the Status List.
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Figure2. Proposed System Architecture
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(AVA EXPERIMENAL RESULTS

Below are results of actual implementation system. The application which concludes as malicious or untrusted for those
applications will be not allowed for the installation. At initial phase application classification is based on assessment of
installation executable of the application. Module checks that whether application has digital signature and as of trusted
authority, does application has a proper version and publisher information.
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Figure 3: Process Validation System observes Application is malicious
In other case if already installation application process validation fails in case where secrete credentials are not

matching in that case system reports to the user as this process is not trusted and its malicious. Takes preferences from
the user regarding the user still want to execute or Kill that process.
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Figure 4: Process Validation System observes running process is malicious
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Below graph shows after deployment of system on Windows machine the system performance is not degraded as
shown in below graph. Some decrease in performance is observed but it is minimal as compared with other antivirus
solution.
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Figure4: System performance results with Process Validation system
V. CONCLUSION

In this paper the system implemented work done as much as possible using self-designed process validation techniques;
in this system we have shown totally different work than existing research of providing high level system assurance
through secure computing. A lot of research is possible in this area where a secure computing using dependability
aspect. Anyone can do number of variation in this system in future. In this paper we worked only on kernel based
process validation as dependability aspect. With the implemented system we can assure that addition level of secure
computing will provide user a high level of system assurance.

VI. DICUSSION AND FUTURE WORK

In above implemented system approaches and helps to provide high security with secure computing to achieve high
level system assurance. In future, proposed system can be implemented and extend to the mobile operating systems like
Android since its most widely used smart phone operating system. As growing use of Android the threats also
increased. This system also extended with using Firewall that are based on some policies.
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