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ABSTRACT: Now a day’s user of computer system need everything on hand without location dependency with least 
cost and efficiently. The Cloud computing comes with lots of benefits like the user can store lots of information on 
Cloud server and able to access from anywhere, anytime. With this important advantage, this technology also has some 
issues like, Security of user information, quick retrieval of useful information from the various large amount of data 
and many more.So, to increase the use of Cloud and to deal with the various issue related to cloud environment as 
mentioned above, a survey is presented on an efficient group based data retrieval mechanism from the cloud storage 
using particular Data mining techniques. The survey shows the basic knowledge of cloud area and give the brief idea 
about the data retrieval techniques. This survey paper may helpful to understand the techniques used by different 
researchers in the field of cloud data retrieval and anyone can get initial startup in this domain of keyword based 
retrieval. 
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I. INTRODUCTION 
 
On the Internet, a large amount of data is distributed, heterogeneous, dynamic, and more complex. Every day people 

have to deal with targeted advertising, by using data mining techniques organization become more efficient by lessen 
costs. Large amount of data are not handle by Traditional Data Storage systems and also difficult for traditional 
analytic tools to analyze the large amount of Data.  So Cloud Computing is capable of solving the problem of storage, 
analyzing and handling the data on a distributed network. In cloud computing environment applications and techniques 
of Data mining are very much needed because Data Privacy, data security and efficient retrieval of the data from the 
cloud storage is major issues while storing the data in a Cloud environment. So implementation of data mining 
techniques in Cloud computing will allow the users to quickly retrieve meaningful information from virtually 
integrated data warehouse that decreases the costs of storage and infrastructure.  

The rest of the paper is organized as follows. Section 2 illustrates Survey on various efficient keyword based data 
retrieval approaches from the cloud storage available with their pros and cons.  Section 3 contains overall comparison 
among all these approaches followed by conclusion in Section 4.Last section contains the list of references used. 

II. SURVEY ON VARIOUS EFFICIENT KEYWORD BASED DATA RETRIEVAL APPROACHES FROM 
THE CLOUD STORAGE 

Authors of [6] described that in recent days, due to the fast development of the information technology, the amount 
of data increasing every day. Large amount of data carries a lots of information. The difficulty of the organizations or 
individual may increase for finding relevant knowledge from the large amount of the data. At another side Cloud 
computing platform have a characteristics like high virtualization and high availability which can perform dynamic 
resource scheduling and allocation, but this requires a need of data mining concepts. In this paper authors mentioned 
that by combining existing data mining technology with cloud computing technology is a quite feasible way for 
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achieving efficiency. The authors also described the process of data mining, structure of cloud computing in business 
module and the structure of data mining platform based on cloud computing .By using simple block diagram. 
Distributed computing have a two feature like parallel computing and distributed storage. Parallel computing and 
distributed file storage are provided by cloud computing platform, so it is a good solution on both the two levels. Due 
to development in cloud computing which brings new developing direction in data mining platform.  Due to this new 
generation of data mining platform is possible. 

Authors of [5] described that Recently, Cloud computing is widely used technology. It is highly recommended of 
security of the data and data privacy in cloud computing, because many organization use a cloud platform to store the 
day, among of them some are personal which may kept secret, so the data to be stored on cloud platform in encrypted 
form. This may require additional processing and the care should be taken that, the burden on overall system should not 
be increased. In this research paper authors gives a detail review of various techniques by listing some limitations also, 
which helps user for storing data in secured manner and efficiently access of the data from cloud server. After that 
authors of [5] introduce a very efficient and secure system which decrease the burden of the system and also decrease 
complexity and enhance overall performance of the system. But authors doesn’t shows any simulation results. 

Authors of [16] proposed a scheme for securely keyword based searching mechanism. The user send a query and 
Cloud server retrieve matched file which contains the keyword and send back to client. They used privacy preserving 
mechanism to protect their data from unauthorized access. They compared proposed cryptographic primitive with the 
existing primitive cryptographic mechanism. The authors proposed data security but it is applicable to single keyword 
search. The proposed scheme name order-preserving symmetric encryption (OPSE) they guaranteed that this scheme 
works efficiently as compared to other similar approaches available. They also shows the practical experimental result 
for displaying efficiency of proposed scheme. 

Authors at [1]proposed a model where they focus on file searching based onmultiple keywords. They arguedthat 
thetraditional keyword based searchsupports Boolean search which shows weatherfile may contain the keyword or 
not,without any relevance of datafiles.And the ranked based file retrieval using a single keyword having a poorresult. 
Authors also mentioned that ranking on server side which is based onorder-preserving encryption(OPE) breaks privacy 
of data.So, the authors provide scalable systerm withminimize information lekage.Their model prevent overload by 
working at userside for ranking files,where consume less bandwidth. Theyperform analysis whichshows efficiency of 
their proposed solution.  

Authors at [4] described that, now today user remotely store own secret data on cloud .So in cloud computing, the 
authors focused on encrypted data which are remotely stored. In [4] authors argued that the user can search into the 
encrypted data using keywords without decrypting it in traditional searchable encryption schemes. These techniques of 
searchable encrypted data using keyword support Boolean search method, which is not sufficient. So the authors 
proposed secure ranked keyword search over large amount of data files which are in encrypted form in cloud, in which 
user retrive the rank-ordered file. So, authors also define OPSE technique and one to more order preserving mapping 
for retrieve efficient data from cloud. 

Authors in [2] described that User can store infinite data on cloud by using limited setup and minimum usage cost. 
Due to the availability of resources at fast internet speed and low initial investment, the companies are motivated to 
store their data on the cloud. Authors propose a multi-key word search scheme which is a cluster based over encrypted 
cloud data. In this research paper the formation of cluster is done by the client. Authors shows the simulation results 
based on average searching time and comparisons required to retrieve the desired documents from the cloud server. The 
proposed search scheme preserves the security requirements as proposed by the existing approaches in literature but 
provides efficient result. 
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III. COMPARISON OF VARIOUS RESEARCH SCHEMES 
 
The table below shows a short comparison about the various schemes proposed by a researcher by taking different 

parameters. The table gives the description about the basic technique used with the benefits that researcher gets as well 
as the limitations found in schemes. 

 

 
Table-1: Comparative Study 

IV. CONCLUSION 
 
Analysis of different research papers show that the thousands of user store large number of data on cloud platform 

and when it’s about the cloud security of data becomes main concern for particular user or organization, there are 
various algorithms or scheme suggested by many authors. Another one is efficient retrieval of data is major concern 
while data are stored on cloud platforms. Existing approaches check whether the keyword is exist or not in file by 
means of Boolean search, single keyword or multiple keywords based retrieval. Multiple keywords based retrieval can 
be cluster based and formation of clusters at client side consumes more time and more number of data owner 
involvement require so sometimes it’s become difficult  to handle. In  approach the documents are not retrieved ranked 
based so after analyzing all these there may be a system in which the formation of cluster are done at the server side it 
lessen the burden of user or data owner and the documents are retrieved faster and the retrieval of the documents are 
ranked based by using vector space model. 
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[1] Yes Yes  No Yes RSA & 
Homo  -
morphic 

Yes User upload the index and 
the encrypted File on the 
cloud server 

[2] Yes Yes Yes No Symmetric 
key 
Encryption 

Yes User upload cluster index, 
document index & 
encrypted document. 

[4] Yes Yes No Yes AES Yes User outsourced the index 
and the encrypted 
File on cloud server 

[5] Yes Yes No Yes ECC No User upload file with index 
after encryption process. 

[6] No No No No No No ----- 

[16] Yes Yes No Yes OPSE Yes User upload the index and 
the encrypted Files on the 
cloud server. 
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