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ABSTRACT: Phishing is basically a cyber-crime in which victims is contacted by email, telephone, or text message or
by trickling people by calling and threatening them by someone posing as a legitimate institution to lure individuals
into providing sensitive and important data like personally identifiable information, banking, and Mastercard details
and passwords. In this paper, we have explained about Smishing. Smishing is essentially a security attack during which
the user is tricked (sometimes confused or annoyingly) into downloading an epidemic, or other malware onto his
telephone or other mobile devices. Smishing is short for "SMS phishing." Banks and anti-fraud agencies around the
world warn that fraudulent text messages are becoming more numerous and sophisticated, although statistics to confirm
these claims are hard to come by. But then too there are many attacks happening all over the globe various measures
and actions need to be taken against this. Smishing remains the problem that continues to increase with growing years,
attackers are more innovative and always finds loopholes in the security to attack victim. The best way to tackle this
attack is to train and aware people of this attack through podcasts, seminars, public announcements, etc. In this paper,
we discuss in detail these attacks.

KEYWORDS: Smishing, Vishing, Instant apps, Cyber-crime, SMS, URL

I. INTRODUCTION

A vast development in Information Technology and related filed has influenced us to connect to the internet and
increase smartphone usage. These smartphones are becoming more lavish and there’s an increase in smartphone usage.
Many big companies like Facebook, Amazon, Google, Microsoft are endeavoring to make the internet a more
fascinating utility. Due to its popularity and lack of security Smartphones are becoming an effortless target for
attackers. As everything is getting digitalized people to keep their crucial information like a debit card and credit card
details in their devices due to this user privacy is becoming an important issue in Android. Mobile devices are more
prone to such attacks due to reasons like lack of awareness to user about the that they might face as a result of adopting
less secure behaviors or user not able to check the legitimacy of a message or webpage (due to small display) or habit
of entering credentials whenever asked without checking the legality of that page etc. There are various kinds of
phishing attacks like email phishing, spear phishing, whaling, smishing, vishing, angler phishing. In this paper, we
mainly focus on smishing (SMS phishing) and vishing (attacks via phone calls) attacks on Android devices.

1. Smishing: It involves se sending venomous SMS to the user using which the user is supposed to send his
information. Smishing may contain activities like embedding malicious code to victim’s profile, sometimes it may
download a .apk file in victim’s devices which turns to be malware. It is necessary to mark the authenticity of a
message sometimes it may be spam too. Some methods are also used that can detect phishing text messages but though
they are not so accurate. A code analyzer that inspects the legitimacy of the source code can also be used to detect such
malicious messages. Fig 1: examples of smishing messages.
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Fig 1. Examples of smishing messages

2. Vishing: Vishing attack is conducted through voice email, VolP (voice over internet protocol), landlines, or cellular
phones i.e. android devices. By spoofing a legitimate call number, attackers make the victim believe that call is
legitimate. In this paper, we propose made use of various algorithms to analyze SMS content and URL behavior the
false-positive results

Il. TYPES OF SMISHING ATTACKS

Smishing (SMS + phishing), which was named by McAfee, an online security company, occurs when an internet
site link is shipped via text messaging to a sensible phone user [6]. When the user connects to the online site
whose link (URL) was present in the SMS, a Trojan virus is inserted on the smartphone, allowing it to be
controlled by a 3rd party.

The first type is where the attacker sends a message which contains a malicious URL that will redirect the user
to the fake website. As the user clicks the URL and immediately connects to the website then the malicious or
harmful code is inserted into his/her android device. Hence the user’s device is infected with malicious code that
may harm the device and collect sensitive information. As the user makes any payment or online transaction the
malicious code interrupt and steals all the information and that information is saved to the attacker’s database.
The attacker further sends another SMS that the user finds attractive without getting any doubt. After the user
opens the message and clicks the URL, the smartphone is infected by malicious code or some .Apk package. Fig
2. Shows the diagrammatic representation of smishing attack
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Fig 2. Smishing attack flow

The second type is where the message seems to be from very official sites like bank messages. This type of
message may contain some alerting information like your account has been debited by some Rs. XXXX or to
change some PIN etc. and they will be providing a link that will redirect the user to a fake bank website which
will look the same as the legitimate one. When u enter your details like credit card or debit card number and
CVV or pin all the information will be passed to the attacker. The attacker can further use your sensitive details
and steal all your money.

I1l. SECURITY CONSIDERATIONS FOR ANDROID DEVICES

In this part, we explain about security considerations required for android devices for tackling smishing messages. We
use the URL Validation Test or URL validation technique here to check whether the URL present in the message is
spam or legitimate.

URL Validation Test:
this test helps to know the validity of the URL present in the message. This test performs a comparison among the URL
present in the message using a smartphone application. This test works according to the following steps:

Stepl: The attacker sends a message to the victim which include the URL

Step2: The application checks the presence of a URL. If the URL does not present then the message is directly sent to
the message box.

Step3: The URL is inspected thoroughly by the application. If the URL is legitimate then it is moved to the message
box.

Step4: If the URL is not authentic then a warning is given to the user and the message is flagged as dangerous.
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The above steps are represented diagrammatically in fig 3. Where Y and N represent yes and no respectively. And the
arrow shows the flow of the diagram.
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Fig 3. URL validator diagrammatic representation
IV.VISHING

Vishing is the social engineering attack intended for the victim to provide some personal data for financial fraud.
Vishing is primarily based on Voice over Internet Protocol, or VOIP. Most of the attackers fix their strategy to trigger
human emotions like fear, sympathy, and greed to accomplish their goals. Sometimes vishers pretend to call from a
bank number and ask the victim to punch their Credit Card, Debit Card, and CVV or PIN. Further, they record all this
information and use it for doing some unauthorized transactions through their bank account. Sometimes the attacker
calls the victim and sends them some message and asks the user to open it and click on the link, and when the user’s
click on it malicious code is installed to his device.
Some common vishing attacks:
1. “compromised” Bank account: The person on the other end will always pretend that there is any issue with your
bank account or with any of the payment apps you use. They will always ask for your bank details or card details.
2. Investment & Loan offers: Here the person on other hand will give you information about some loan with a very
low-interest rate or sometimes these people seduce you to buy some stocks or shares which never exist. In short, they
scam making you invest in some fake sites.
3. Tax Scam: sometimes you get a call and the person pretend to be from some income tax department and tells you
that you have not paid the tax or your tax has been increased warrant is issued and you will be arrested. It also tells you
don’t call back if something goes wrong with your tax. The main aim here is to fear the victim and ask for his details.
4. Medical Care: Here most of the victims are elderly people. The attacker calls the victim and gives a too good to be a
true offer to people regarding medicare enroliment and then asks for financial details or bank account numbers.
Preventing of Vishing attacks:
Most of the times the vishing attackers have offer which is too good to be true so we must always be alert if
such offer comes to us easily. Following steps can be followed to tackle the same:

» Block the caller

»  Use apps which identifies unknown numbers (e.g. Truecaller)

» Hang up the call

» Gather information about the caller and details for which he called you.
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V. CONCLUSION

Phishing is a malicious cybercrime by which victim’s crucial data is gathered with the help of victim only. In this paper
discusses kinds of smishing attacks. Further, we discuss security considerations for android devices against smishing
attacks using an URL validator test which checks the legitimacy of the message. We also discussed various types of
these smishing attacks and measures of how to prevent them. Vishing is a cybercrime that takes place via phone calls.
In vishing attacks mostly negative human emotions are triggered. Types of such vishing attacks are also discussed and
some preventive measures are also listed which can prevent such attacks. This attack continues as long as we are not
aware of it and know the preventive measures to prevent such attacks. So, the best way is to learn about this and make
people aware.

V1. FUTURE WORK

In the future, more techniques should be proposed to prevent more versatile threat methods. Our current systems are
lacking security in ensuring the legitimacy of the application, URLS, messages, etc. Hence, to ensure application
security, we must plan to insert a Malware detector to identify malicious apps in our future work. This will focus on
more research work to provide security against personal information leakage and to detect malicious applications
downloaded. Also, a method can be created where the biometric method (eye recognition, fingerprint recognition, etc.)
is mandatory to use before logging or making any transactions from crucial sites like bank websites, etc.
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