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ABSTRACT:Personal health record (PHR) is patient centric model in that patient’s health information can share with 
anyone it will be store in third part, it will be work as cloud. Hence there is main concern of security of private health 
information as it was stored at third party server and to unauthorized parties. In these proposed method before 
outsourcing the data give the assurance to patients they having the authority to access own PHR. Till issue such as risk 
of Health information exposure, easily accessibility, Key Management, efficiency user revocation. In this paper, we 
define patient-centric architecture and access control for achieve the information of PHR which is stored in cloud 
server. We can encrypt patient’s PHR File by using Attribute based Encryption and easy to access control on PHR File. 
As compare to previous work we secure data outsourcing. In these studies we focus on multiple data owner scenario for 
the avoid complexity for the user and owner and divided users in different security domain. We can focus also access 
policies dynamic modification, support to on demand user or attribute revocation, access speedily in emergency 
situation. In our proposed method scalability, efficiency and securities. 
 
KEYWORDS: Personal health records, cloud computing, data privacy, fine-grained access control, attribute-based 
encryption. 
 

I. INTRODUCTION 
 
Now a days, personal health record (PHR) is patient centric model which is store the health information for exchange 

from third party server. These system help for the stored data in one place where we can retrieve data easily, PHR work 
effectively for the create, manage and Update own Data through the Web and sharing of the medical information more 
efficient .the important thing is each patient can access the full control on her/his medical information and can share the 
own health data with different doctors, friends and family members. PHR service outsource to and provide by third 
party. For example, Microsoft HealthVault.1 Recently, architectures of storing PHRs in cloud computing have been 
proposed in [2], [3]. 

It was efficient PHR Service thus the access on large amount so privacy security and risk is also high which could 
obstruct it’s widely adoption. The sharing personal health information is sensitive part so the main concern is can 
patient access information easily, especially when the data store in third party server and which may not secure. In [4] 
Author define the already exist healthcare regulations like HIPAA now a days amended to incorporate business 
associates, entities not covered by Cloud providers [5]. On opposite site the due to sensitive personal health information 
third party storage server can target of various malicious behaviour it will be caused destroy the personal health 
information. To encrypt data before outsourcing is promising and scalable approach. Who is given associated 
decryption keys these users only have to access PHR, while remain confidential to the rest of users. Further when 
patient feel it’s necessary then they always retain the information not only grant but also accessing privilege. Thus the 
goal of the system is keep privacy of patient disease history. PHR system. The authorized users need PHR either 
personal use or professional use, means for inform personal doctor, family members or friends while the latter can be 
pharmacist or researcher etc. We refer to the two categories of users as personal and professional users, respectively. 
When some user’s access request is unpredictable then it was difficult to list out. An opposite way in [8], [9] existing 
system define single data owner scenario. In a PHR system, by using crypto graphic key among the users can encrypt 
own personal health information on own way. There is limitation to access owner’s history as owner if not online, the 
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each user can access the data by requesting for the key. Another option is Central Authority CA who can manage the 
information on behalf of PHR owner. In this studies, we focus on patient centric model, security of PHRs sharing which 
is stored in third party server or semi trusted server and focus on complicated management issues. In order to protect 
the personal health data stored on a semi trusted server, we adopt attribute- based encryption (ABE) as the main 
encryption primitive. On the based on attribute of users or data access policies can be define as using ABE patient able 
to share one of the particular part with the user by the encrypted these specific part, without the need to know a 
complete list of users. Hence to intergrade ABE into high scale data issue are dynamic policy update, on demand 
revocation, management scalability and remain up to date information. To this end, we make the following main 
contributions: 

1.  In cloud computing environment to securing the patient-centric sharing PHR we develop ABE based 
framework under multi owner setting. To resolve the management challenges we divided users in two type of domain 
public domain and personal domain. On our framework we can handle multiple PHR sharing applications requirement 
while incurring owner and user in the system.  

 2. We define key encryption and description mechanism so PHR users can personalized well grained access policies 
during file encryption. In personal domain owner can assign access privilege to personal users with using data attributes 
encrypt PHR file. 

3. In terms of multiple metrics in computation, communication, storage, and key management we provide an analysis 
of the complexity and scalability of our proposed secure PHR sharing solution. We compare our studies to previous one 
in security, scalability, complexity. The efficiency of our scheme of is implementing on modern workstation. 

We clarify Multi authority Application Based Encryption in public domain and explain which type of access policies. 
 

II. LITERATURE SURVEY 
 

User In these studies cryptographically enforced to access control on data and encrypted data of PHR. We define 
scalability and complexity of the proposed system PHR sharing solution.  
2.1  ABE for Fine-Grained Data Access Control 
 Most of the users work on ABE to realized access control on outsourced data [13], [14], [9], [15].To secure personal 
health information used ABE. In [16] define attribute based infrastructure in EHRs system, where each patient’s EHRs 
file can encrypted for broadcast ABE which allows direct revocation. In [20], investigated using ABE to generate self-
protecting EMRs, which can either be stored on cloud servers or cellphones so that EMR could be accessed when the 
health provider is offline. Hence the some issue of these method .In the system define use of single trusted Key.  
Trusted Key can access encrypted file and given opportunity for potential privacy exposure.  

 
Fig. 1 ABE Based Access Control 
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2.2  Revocable ABE 
Traditionally, by using broadcasting periodic key update information and re invoke user’s [13], it is challenging 
problem to revoke users/ attributes efficiently and on-demand in ABE. Which is not achieve both side’s security and it 
was not efficient. 

III. PROPOSED SYSTEM 
 

In our studies, there are multiple SDs, multiple AAs, multiple owners, and multiple users. In addition, two ABE 
systems are involved: We term the users having read and write access as data readers and contributors, respectively.  
 
A. System setup and key distribution 
The system define similar and common attributes which include in PSD like Patient Profile, Previous medical history, 
disease history, patients allergies, medicines, prescription.  An emergency attribute is also defined for break-glass 
access.  

 
Fig. 2 System Architecture 

 
There are two ways for distributing secret keys. When user can used PHR service first time user can stored some access 
privileges in his own PSD. After his application generated and the user can distributed corresponds key, in a way 
resembling invitation on GoogleDoc. Secondly by sending request user can obtain secret key in PSD. The owner will 
grant her a subset of requested data types. In addition, the AAs distribute write keys that permit contributors in their 
PUD to write to some patients’ PHR (2). 
 
B.PHR encryption and access 
 The owners upload ABE- encrypted PHR files to the server (3). Each owner can encrypted his own data and stored in 
PHR under role based access policy to access each user from the PSD. As using secret key user can access encrypted 
data. This secret key will be send on users email id. Only authorized users can decrypt the PHR files, excluding the 
server. For improving efficiency, the data attributes will include all the intermediate file types from a leaf node to the 
root. For  
 
C.User revocation 
Here, we consider revocation of a data reader or her attributes/access privileges. There are several possible cases: 

1. Revocation of one or more role attributes of a public domain user; 2. Revocation of a public domain user which is 
aquiver- lent to revoking all of that user’s attributes. These can be initiated through the PHR owner’s client application 
in a similar way.  
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IV. EXPERIMENTAL RESULTS 
 
 

 
 

Fig.3 PHR Registration 
Owner can register his details in PHR. 
 

 
 

Fig.4 PHR File Update 
 
Owner login in to PHR for upload the data. 
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Fig.5 Upload Data 
 
To share the data in PHR owner can upload history. 
 

 
Fig.6 File Upload By PHR owner 

 
Owner can upload file to the cloud. 
 

 
Fig.7 file Update by Doctor 

 
Doctor or PHR owner can update the file present on the cloud.  
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V. CONCLUSION 
 
In this paper, we have proposed a novel framework of secure sharing of personal health records in cloud computing. 

The framework addresses the unique challenges brought by multiple PHR owners and users, in that we greatly reduce 
the complexity of key management while enhance the privacy guarantees compared with previous works. Through 
implementation and simulation, we show that our solution is both scalable and efficient. 
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