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ABSTRACT: The rise of smart technologies in various domains such as homes, cities, and other interconnected
systems has propelled the Internet of Things (IoT) into a realm of immense influence, potential, and expansion. Cisco
Inc. has forecasted a staggering 50 billion connected devices by 2020, underscoring the rapid proliferation of IoT.
Despite this growth, a significant concern looms over the security of these IoT devices, as many are susceptible to
hacking and compromise. Their limited computational, storage, and networking capabilities render them more
vulnerable compared to traditional endpoint devices like smartphones, tablets, and computers.This paper examines and
categorizes the major security challenges facing IoT devices. It reviews prevalent security issues within the layered
architecture of IoT, encompassing networking, communication, and management protocols. The paper also delineates
the security prerequisites for IoT and surveys current attacks, threats, and state-of-the-art solutions. Additionally, it
presents a comparative analysis of IoT security challenges and existing solutions found in the literature.Furthermore,
the paper delves into the potential of blockchain, the foundational technology behind bitcoin, as a pivotal tool for
addressing numerous security issues in IoT. It discusses how blockchain can enhance security in IoT ecosystems. The
paper concludes by outlining open research problems and ongoing challenges in IoT security, underscoring the need for
continued innovation in this domain.

KEYWORDS: Security in the Internet of Things (IoT), Blockchain Technology ,Protocols for IoT, Security in IoT
Networks ,Security of IoT Data.

L. INTRODUCTION

The rapid proliferation of smart devices and high-speed networks has propelled the Internet of Things (IoT) into
widespread acceptance and adoption as the primary standard for Low-Power Lossy Networks (LLNs) with limited
resources. This network framework interconnects embedded devices equipped with sensors via either private or public
networks, enabling remote control for desired functionalities. Information exchange among these devices occurs
through standardized communication protocols. Ranging from simple wearable accessories to large machinery, these
smart connected devices encompass diverse sensor-equipped technologies. Additionally, Wireless Sensor Networks
(WSNs) and Machine-to-Machine (M2M) or Cyber-Physical Systems (CPS) have become integral components of the
broader IoT landscape. However, security challenges stemming from WSNs, M2M, or CPS persist within the IoT
ecosystem, with the IP protocol serving as the primary connectivity standard. The entire deployment architecture
requires robust security measures to safeguard against potential attacks that could disrupt IoT services and compromise
data privacy, integrity, or confidentiality. Given the interconnected nature and heterogeneous composition of IoT
networks, conventional security issues inherited from computer networks are prevalent. Moreover, the resource
constraints posed by small sensor-equipped devices further compound security challenges, necessitating tailored
security solutions adapted to these constrained architectures.

Given that IoT encompasses interconnected networks and heterogeneous devices, it inherits traditional security
challenges associated with computer networks. The constraints imposed by limited resources further compound the
security challenges within [oT, as the small sensor-equipped devices possess restricted power and memory capabilities.
Consequently, security solutions must be tailored to accommodate these constrained architectures.

In recent years, significant efforts have been made to address security challenges within the Internet of Things (IoT)
paradigm, with various approaches targeting specific layers or aiming to provide comprehensive end-to-end security
solutions. A recent survey conducted by Alaba et al. [7] introduces a novel taxonomy for categorizing IoT security
issues based on application, architecture, communication, and data, diverging from conventional layered architectures.
This taxonomy facilitates discussions on threats affecting hardware, network, and application components of IoT.
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Likewise, Granjal et al. [8] explore and evaluate security concerns pertaining to IoT protocols, while other studies [9—
11] delve into comparative analyses of key management systems and cryptographic algorithms. Additionally, research
[12-14] focuses on assessing intrusion detection systems, and security challenges related to fog computing are
examined in works such as [15,16]. Sicari et al. [17] survey contributions addressing confidentiality, access control, and
privacy within IoT, including security considerations for middleware, encompassing trust management, authentication,
privacy, data and network security, and intrusion detection. Furthermore, surveys [18] delve into security aspects
specific to edge computing paradigms, such as mobile cloud computing, mobile edge computing, and fog computing,
covering topics including identity authentication, access control, network security, trust management, fault tolerance,
and forensics implementation.

A survey on privacy-preserving mechanisms for IoT is presented in [19], focusing on secure multi-party computations
to protect IoT user privacy. The use of credit checking and attribute-based access control is highlighted as effective
approaches for privacy preservation in IoT. Zhou et al. [20] discuss various security threats and potential
countermeasures for cloud-based IoT, including identity and location privacy, node compromise, layer manipulation,
and key management issues. Zhang et al. [21] survey major IoT security challenges, including unique object
identification, authentication, authorization, privacy, lightweight cryptographic requirements, malware, and software
vulnerabilities. The I0OT-a project [22] introduces a reference architecture emphasizing trust, privacy, and security
implementation, where the trust model ensures data integrity and confidentiality through authentication for end-to-end
communication. The privacy model defines access policies and encryption mechanisms to prevent improper data usage.
The security aspect includes service, communication, and application layers. Additionally, the Open Web Application
Security Project (OWASP) [23] identifies the top 10 vulnerabilities in IoT, such as insecure interfaces, inadequate
security configurations, physical security weaknesses, and insecure software/firmware.
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Fig. 1. An overview of IoT elements.
II. IOT ARCHITECTURE AND SECURITY CHALLENGES
In a typical Internet of Things (IoT) setup, diverse devices with embedded sensors are linked via a network, as depicted
in Figure 1. These IoT devices are distinctively identifiable and often possess traits such as low power consumption,

limited memory, and constrained processing capabilities. Gateways are utilized to connect IoT devices to external
networks, enabling remote access to data and services for IoT users.
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2.1. IoT protocols and standards

Applications and Messaging
(HTTP, XML, JSON, RESTFUL, MQTT, CoAP, XMPP)

!

Network and Transport
(IPv6, BLOWPAN, RPL, TCP/UDP, TLS, DTLS, Aeron, ROLL)

!

Physical Devices and Communication
(ZigBee, Bluetooth, WiFi, 4G/5G, LTE, VSAT, LoRaWAN, NB-loT,
Weightiess)

|

Authentication and Key Management
(Oauth2, OpeniD, OMA DM, LWM2M, TR-069, PKI)

—>

Fig. 2. Common IoT standards and protocols.

Figure 2 illustrates a layered architecture showcasing prevalent IoT protocols for various functions including
applications and messaging, routing and forwarding, physical device communication, as well as key management and
authentication. This architecture encompasses standards and protocols for low-rate wireless personal area networks
(LR-WPANSs) [24], along with more recent developments in protocols for low-power wide-area networks (LPWANS).
The IEEE standard 802.15.4 defines two primary layers for LR-WPANS: the Physical Layer and the Medium Access
Control (MAC) layer. The Physical Layer specification pertains to wireless communication across diverse frequency
bands and data rates, while the MAC layer specifies mechanisms for channel access and synchronization. Due to the
limited maximum transmission unit (MTU) in IEEE 802.15.4, an adaptation layer known as IPv6 over low-power
wireless personal area network (6LoWPAN) is added above the link layer to enable sensor nodes with IP-based
communication capabilities. Each IoT device is uniquely identified by an IPv6 network address. The Routing Protocol
for Low-Power and Lossy Networks (RPL) is used in 6LoWPAN environments to support point-to-point, multipoint,
and single-point communications. For efficient communication in IoT, User Datagram Protocol (UDP) is favored over
Transmission Control Protocol (TCP) due to its simplicity and efficiency, especially with UDP header compression for
optimal use of limited payload space. The Internet Control Message Protocol (ICMP) is used for control messages in
6LoWPAN. The Constrained Application Protocol (CoAP) offers a request-response model for low-power lossy
networks, providing asynchronous message communication and HTTP mapping to access [oT resources through HTTP.
LPWAN enables long-range communication for IoT devices with low power consumption, using protocols like
LoRaWAN for communication between gateways and end devices at varying data rates. Additionally, narrow-band IoT
(NB-IoT) is a 3GPP protocol designed for indoor coverage in LPWANSs using LTE spectrum. The Weightless protocol
encompasses three standards to support uni-directional, bi-directional, and low-power modes of communication in
LPWANS.

2.2. Security requirements for IoT
For a secure [oT deployment, various mechanisms and parameters need to be reckoned with as described below

2.2.1. Data privacy, confidentiality and integrity

Data privacy, confidentiality, and integrity are critical considerations in IoT networks, particularly as data traverses
multiple nodes. Robust encryption mechanisms are essential to maintain data confidentiality. Given the varied
integration of services, devices, and networks in IoT, data stored on devices is susceptible to privacy breaches from
compromised nodes within the network. Attacks on vulnerable IoT devices can compromise data integrity, allowing
attackers to maliciously modify stored data.

2.2.2. Authentication, authorization and accounting

Authentication is crucial for securing communication in IoT, requiring verification between communicating parties.
Devices need to be authenticated for privileged access to services. The diversity of authentication mechanisms in IoT is
largely due to the heterogeneous underlying architectures and environments supporting IoT devices, making it
challenging to define a standard global protocol. Similarly, authorization mechanisms ensure that access to systems or
information is granted only to authorized entities. Proper implementation of authorization and authentication
establishes a trustworthy environment, ensuring secure communication. Additionally, accounting for resource usage,
along with auditing and reporting, provides a reliable mechanism for securing network management.
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2.2.3. Availability of services

Attacks on IoT devices can disrupt service provision, often through denial-of-service attacks. Sinkhole attacks,
jamming adversaries, and replay attacks are among the strategies used to exploit IoT components at various layers,
leading to a degradation in the quality of service (QoS) for IoT users.

2.2.4. Energy efficiency

IoT devices are often constrained in terms of resources, with low power and limited storage capacity. Attacks on IoT
architectures can lead to increased energy consumption, achieved by flooding the network and depleting IoT resources.
redundant or forged service requests.

2.3. Single points of failure

The expanding diversity of networks within IoT infrastructure can create numerous single points of failure, potentially
compromising the envisioned services. This situation underscores the need to establish tamper-proof environments for
the multitude of IoT devices and to devise alternative mechanisms for implementing fault-tolerant networks.

III. Categorization of security issues

Given the diverse range of devices in the IoT ecosystem, from small embedded chips to large servers, addressing
security concerns becomes multi-faceted. Figure 3 presents a taxonomy of IoT security issues, with corresponding
references. These security threats are categorized based on the IoT deployment architecture as follows:

* Security issues at the lower level

* Security concerns at an intermediate level

* Security challenges at a higher level
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Fig. 3. A taxonomy of security issues and related publications

3.1. Low-level security issues

The initial security level addresses issues at the physical and data link layers, as well as the hardware level. Jamming
adversaries, for example, target wireless devices by emitting radio signals without adhering to a specific protocol,
causing severe radio interference that disrupts network operations. Insecure initialization practices can also compromise
IoT systems, highlighting the need for secure mechanisms for initializing and configuring IoT devices at the physical
layer to ensure proper functionality and protect privacy. Additionally, securing physical layer communication is crucial
to prevent unauthorized access.

Sybil and spoofing attacks at a low level involve malicious nodes using fake identities to disrupt IoT functionality, with
Sybil nodes potentially using forged MAC values to masquerade as different devices, leading to resource depletion and
denial of access to legitimate nodes. Insecure physical interfaces present additional threats, as factors like poor physical
security and unauthorized software access can be exploited to compromise IoT nodes. Sleep deprivation attacks target
energy-constrained IoT devices by keeping sensor nodes awake, depleting their batteries when numerous tasks are
scheduled for execution in the 6LoWPAN environment.
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3.2. Intermediate-level security issues
Intermediate-level security concerns focus on communication, routing, and session management at the network and
transport layers of IoT.

Replay or duplication attacks stemming from packet fragmentation are a concern for devices adhering to the IEEE
802.15.4 standard, which mandates small frame sizes. Fragmentation of IPv6 packets at the 6LoWPAN layer can lead
to resource depletion, buffer overflows, and device reboots. Insecure neighbor discovery poses another threat, as the
identification process for every device must be secure to ensure data reaches the correct destination. Neighbor
discovery packets lacking proper verification can result in severe implications and potential denial-of-service attacks.
Buffer reservation attacks exploit receiving nodes by sending incomplete packets, leading to denial-of-service as other
fragment packets are discarded due to the space occupied by incomplete ones.

RPL routing attacks target the IPv6 Routing Protocol for Low-Power and Lossy Networks, making it vulnerable to
resource depletion and eavesdropping through compromised nodes. Sinkhole attacks involve the attacker node
responding to routing requests, diverting packets through it for malicious activity. Wormhole attacks create tunnels
between nodes, facilitating immediate packet delivery and posing risks of eavesdropping, privacy violation, and denial-
of-service. Sybil attacks on intermediate layers can also degrade network performance and compromise data privacy, as
Sybil nodes communicate with fake identities to spam, disseminate malware, or launch phishing attacks.

Authentication and secure communication are imperative in IoT, necessitating robust key management systems to
authenticate devices and users. Transport level end-to-end security aims to ensure secure message communication
without privacy violations, requiring efficient cryptographic mechanisms given constrained resources. Session
establishment and resumption are vulnerable to session hijacking, where forged messages lead to denial-of-service or
message alteration.

Cloud-based IoT faces privacy violations, with attacks targeting identity and location privacy. Malicious cloud service
providers may access confidential information transmitted within the IoT deployment, compromising data
confidentiality and integrity.

3.3. High-level security issues

High-level security issues in IoT pertain to applications running on IoT devices. For example, the Constrained
Application Protocol (CoAP), which is a web transfer protocol for constrained devices, utilizes Datagram Transport
Layer Security (DTLS) bindings to ensure end-to-end security. CoAP messages, following a specific format defined in
RFC-7252, require encryption for secure communication. CoAP's multicast support necessitates robust key
management and authentication mechanisms to prevent unauthorized access.

Interfaces used to access IoT services through web, mobile, and cloud are susceptible to various attacks, potentially
compromising data privacy. Insecure software/firmware in IoT devices can create vulnerabilities, requiring careful
testing of code written in languages like JSON, XML, SQLIi, and XSS. Secure methods for software/firmware updates
are also essential. Furthermore, security in IoT middleware, which facilitates communication among heterogeneous IoT
entities, is crucial for service provision. Incorporating secure communication interfaces and environments using
middleware is imperative for ensuring IoT security.

IV. BACKGROUND

A blockchain is a decentralized, distributed, shared, and immutable database ledger that records the registry of assets
and transactions across a peer-to-peer network. It consists of chained blocks of data that have been timestamped and
validated by miners. The blockchain uses elliptic curve cryptography (ECC) and SHA-256 hashing to provide strong
cryptographic proof for data authentication and integrity. Each block contains a list of all transactions and a hash to the
previous block, ensuring a full history of all transactions and providing cross-border global distributed trust. Unlike
Trusted Third Parties (TTP) or centralized authorities that can be disrupted, compromised, or hacked, blockchain
transactions are verified by a majority consensus of miner nodes, ensuring immutability once validated and preventing
data from being erased or altered. Blockchain networks can be permissioned (private) or permission-less (public), with
permissioned blockchains offering more privacy and better access control.

IJIRCCE©2023 |  AnISO 9001:2008 Certified Journal | 1523


http://www.ijircce.com/

International Journal of Innovative Research in Computer and Communication Engineering

i 8| B | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | [Impact Factor: 8.379 |
b X A

|| Volume 11, Issue 3, March 2023 ||
| DOI: 10.15680/1JIRCCE.2023.1103114 |

The design structure of a blockchain consists mainly of the block header and the block body containing a list of
transactions. The block header includes fields such as a version number to track software or protocol upgrades, a
timestamp, block size, and the number of transactions. The Merkle root field represents the hash value of the current
block, using Merkle tree hashing for efficient data verification in distributed systems and P2P networks. The nonce
field is used for the proof-of-work algorithm, serving as a trial counter value that produces the hash with leading zeros.
The difficulty target specifies the number of leading zeros, adjusting periodically to maintain a blocktime of
approximately 10 minutes for Bitcoin and 17.5 seconds for Ethereum. This adjustment accounts for the increasing
computation power of hardware over time, ensuring a consistent blocktime to reach a consensus among miners.

Bitcoin is among the first and most popular applications that utilize blockchain technology. It serves as the underlying
platform for many of today's popular cryptocurrencies. Ethereum, on the other hand, introduced smart contracts,
expanding the potential applications of blockchain technology. Launched in July 2015, Ethereum allows users to store
records and execute smart contracts. Smart contracts are computerized transaction protocols that automatically execute
the terms of a contract. These contracts are written in Solidity, a JavaScript-like language, and are uploaded and
executed on the blockchain. Ethereum provides Ethereum Virtual Machines (EVM), which are miner nodes capable of
executing and enforcing these contracts in a cryptographically tamper-proof manner.

Unlike bitcoin, which primarily facilitates digital currency transactions, Ethereum supports its own digital currency
called Ether. Users can transfer coins to each other using normal transactions recorded on the ledger. However, for
Ethereum to support smart contract execution, a blockchain state is used. Smart contracts have their own account,
address, executable code, and balance of Ether coins. Ethereum's smart contracts can store validation hashes of
remotely stored information, enabling a wide range of applications from cryptocurrency trading to autonomous
machine-to-machine transactions, supply chain and asset tracking, automated access control, digital identity, voting,
certification, and governance of records. Commercial deployments of blockchain technology are increasing rapidly,
with examples like SafeShare offering insurance solutions using blockchain and IBM utilizing its blockchain
framework based on Hyperledger Fabric for applications in banks, supply chain systems, and cargo shipping
companies.

V. BLOCKCHAIN AND IOT RELATED WORK

Research on the intersection of blockchain and IoT is currently limited, with most work focusing on how blockchain
can enhance IoT. A study categorized 18 blockchain use cases, with four specifically for IoT, including maintaining an
immutable event log, managing data access control, trading IoT data, and managing keys for IoT devices. Challenges in
IoT identity, such as ownership, authentication, and privacy, are also highlighted as areas where blockchain could be
beneficial. Another proposal introduces a blockchain framework for industrial IoT (IIoT), enabling IloT devices to
interact with the cloud and blockchain. Each IIoT device is equipped with a single-board computer (SBC) for
communication with both the cloud and the Ethereum blockchain, allowing data storage, analysis, transaction
management, and smart contract execution. A review discusses how blockchain smart contracts can support
autonomous workflows and service sharing among IoT devices, citing examples in billing, e-trading, shipping, and
supply chain management. They also propose scenarios for automated energy trading among smart meters and asset
tracking in container shipments using smart contracts and IoT.

VI. CONCLUSION

Today's IoT devices lack security measures and are vulnerable due to limited resources, immature standards, and a lack
of secure hardware and software practices. Establishing a robust global security mechanism for IoT is challenging due
to the diverse nature of IoT resources. This paper surveys and reviews key security issues in [oT, categorizing them into
high-level, intermediate-level, and low-level layers. It also provides a summary of proposed security mechanisms at
different levels and analyzes attacks in IoT along with their potential solutions. The paper explores how blockchain
technology can help mitigate some of the major security challenges in IoT. Finally, it identifies future research
directions and challenges for the research community to develop reliable, efficient, and scalable IoT security solutions.
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