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ABSTRACT: This paper presents the design and execution of a portable, economical penetration testing platform 

designed for online applications. The suggested system, built on the Raspberry Pi platform, utilizes Python for scripting 

and automation and employs Go (Golang) for high-performance concurrent processing. The platform incorporates 

critical penetration testing modules such as SQL Injection (SQLi), Cross-Site Scripting (XSS), brute-force assaults, and 

steganography analysis, offering a thorough toolbox for vulnerability evaluation. The device also has Unified Threat 

Management (UTM) features to improve its network security functions. Experimental validation performed in 

controlled settings, including Damn Vulnerable Web Application (DVWA) and Metasploitable2, illustrates the 

framework’s efficacy in detecting and alleviating prevalent security issues. The system is intended to be scalable, cost-

effective, and user-friendly, providing a pragmatic option for ethical hackers, cybersecurity instructors, and small 

businesses needing accessible penetration testing tools. 
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I.  INTRODUCTION 

 

The rapid evolution of web applications has transformed the way individuals and organizations interact with digital 

services. With the increasing use of web applications for financial transactions, communication, and information 

sharing, the security of these applications has become a significant concern. Web application vulnerabilities, such as 

SQL Injection, Cross-Site Scripting (XSS), and brute-force attacks, pose substantial risks to sensitive data, and any 

breach could have severe consequences, including data theft, loss of privacy, and financial damage. 

 

Given the rising number of cyberattacks targeting web applications, it has become essential for organizations to 

regularly assess their web applications' security posture. However, most existing penetration testing (pen testing) 

tools are either too costly, requiring substantial hardware resources, or too complex for small-scale operations. 

Professional-grade pen testing tools, such as Metasploit, Burp Suite, and OWASP ZAP, are effective but come with 

high financial costs and demand robust hardware configurations, making them inaccessible for small enterprises, 

startups, educational institutions, or ethical hackers working on limited budgets. 

 

II. THE PRIMARY OBJECTIVES OF THIS RESEARCH ARE 

 

1. To develop a penetration testing tool that is lightweight and portable. 

2. To utilize Python for scripting and automation. 

3. To leverage Go (Golang) for efficient concurrency in security testing. 

4. To implement and validate the framework on vulnerable environments like DVWA and Metasploitable2. 

5. To enhance security with UTM functionalities. 
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III. LITERATURE REVIEW 

 

 
Table1. Literature Review 
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IV. METHODOLOGY 

 

 
           

Fig1. Proposed Methodology 

 

V. RELATED WORK 

 

Several penetration testing frameworks, such as Metasploit, Burp Suite, and OWASP ZAP, have been developed to 

identify vulnerabilities in web applications. While these tools are effective, they are often expensive and require high 

computational resources. 

 

Studies have explored the use of Raspberry Pi for security applications. For instance, researchers have developed 

network monitoring tools and intrusion detection systems (IDS) using Raspberry Pi. Similarly, Python-based 

penetration testing tools like SQL Map and XS-Strike have gained popularity due to their ease of use and automation 

capabilities. However, these tools lack a unified, portable, and cost-effective implementation tailored for small 

enterprises and ethical hackers. 

 

Golang has emerged as a high-performance language with built-in concurrency features, making it suitable for 

security tools that require parallel execution. This paper integrates Python and Golang into a Raspberry Pi-based 

penetration testing framework, offering an optimal balance between automation and performance. 

 

VI. SYSTEM ARCHITECTURE 

 

The architecture of the proposed penetration testing framework consists of the following core components: 

6.1 Hardware Platform: Raspberry Pi 

 Low-cost, portable, and energy-efficient device. 

 Capable of running penetration testing tools with minimal overhead. 

 

6.2 Software Stack 

 Python: Used for scripting and automation of security tests. 

 Golang: Employed for concurrent processing in network security and attack simulations. 

 Linux OS: Provides a secure and stable platform for deployment. 

 Open-source penetration testing tools integrated within the framework. 

1. System 
Initialization(Raspberry Pi 

Setup,OS & Network 
Configuration) 

2. Penetration Testing 
Modules(SQLi, XSS 
Scans,Brute-   force, 

Steganography) 

3. Data Collection & 
Logging(Logs, 

Alerts,Vulnerability Reports) 

4. Unified Threat 
Management (UTM)(Firewall, 
IDS/IPS, Network Monitoring) 

5. Performance Evaluation & 
Validation(DVWA / 

Metasploitable2,Resource 
Metrics & Accuracy) 
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6.3 Modules and Functionalities 

 

Module Technology Used Purpose 

SQL Injection Python (SQL Map) Detect and exploit SQL vulnerabilities 

Cross-Site Scripting (XSS) Python (XS-Strike) Identify and exploit XSS vulnerabilities 

Brute-force Attack Python, Golang Perform dictionary-based authentication attacks 

Steganography Analysis Python Detect hidden messages in images 

Unified Threat Management 

(UTM) 
Golang Intrusion detection, firewall, and network monitoring 

 

Table 2.1 Modules and Functionalities 

 

VII. IMPLEMENTATION (PENETRATION TESTING + UTM MODULES) 

 

7.1 Penetration Testing Modules 

 SQL Injection: Automates SQL injection testing using Python-based SQL Map. 

 Cross-Site Scripting (XSS): Uses XS-Strike for detecting reflected and stored XSS vulnerabilities. 

 Brute-force Attack: Implements dictionary-based authentication attacks for testing weak passwords. 

 Steganography Analysis: Uses Python libraries to extract hidden data from images. 

 

7.2 Unified Threat Management (UTM) Features 

 Intrusion Detection System (IDS): Analyses network traffic to detect suspicious patterns. 

 Firewall: Implements rule-based filtering for incoming and outgoing traffic. 

 Network Monitoring: Provides real-time insights into traffic behavior and potential threats. 

 

VIII. EXPERIMENTAL SETUP 

 

8.1 Test Environment 

The framework was tested on Damn Vulnerable Web Application (DVWA) and Metasploitable2, two widely used 

platforms for penetration testing and security research. 

 

8.2 Hardware Configuration 

 Raspberry Pi 4 Model B (4GB RAM) 

 32GB MicroSD Card 

 Kali Linux Operating System 

 

8.3 Evaluation Metrics 

 Detection Accuracy: Ability to detect vulnerabilities correctly. 

 Performance (Execution Time & Resource Utilization): Measured using CPU and memory usage statistics. 

 Scalability: Ability to handle multiple concurrent scans and attacks. 
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IX. RESULTS AND PERFORMANCE ANALYSIS 

 

The experimental evaluation provided the following key insights: 

9.1 Accuracy of Penetration Testing Modules 

 

Module 
True 

Positives 

False 

Positives 

Accuracy 

(%) 

SQL Injection 94 6 94% 

XSS 92 8 92% 

Brute-force 88 12 88% 

Steganography 90 10 90% 

 

Table3. Penetration testing module 

 

9.2 Resource Utilization 

 The Raspberry Pi-based framework maintained low CPU and memory usage, making it suitable for real-world 

applications. 

 Golang improved performance in brute-force attacks due to its concurrency support. 

 

9.3 Comparison with Existing Tools 

 

Feature 
Proposed 

Framework 
Metasploit 

OWASP 

ZAP 

Cost Low (Raspberry Pi) High Medium 

Portability High Low Medium 

Performance Efficient 
Resource-

intensive 
Moderate 

Language 

Used 
Python + Golang Ruby Java 

 

Table4. Existing Tool Comparison 

 

X. DISCUSSION 

 

The results indicate that the proposed framework is highly effective in identifying vulnerabilities while being cost-

efficient and portable. Compared to traditional tools, the system leverages the lightweight nature of Raspberry Pi and 

Golang's concurrent processing capabilities to optimize performance. 

However, limitations include: 

 Limited computational power compared to high-end servers. 

 Dependency on external tools (SQL Map, XS Strike) for certain functionalities. 

Future work includes integrating AI-driven threat detection and expanding attack simulations for broader security 

testing. 

 

XI. CONCLUSION AND FUTURE WORK 

 

This paper presents a portable, cost-effective web application penetration testing framework using Python and 

Golang on Raspberry Pi. The framework effectively identifies SQL Injection, XSS, brute-force attacks, and 

steganographic vulnerabilities, while integrating UTM functionalities for enhanced security. 

Future research will explore: 
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 Machine learning-based anomaly detection for smarter threat identification. 

 Cloud integration for large-scale penetration testing. 

 Expanded protocol support for IoT security assessments. 

This framework provides an accessible and scalable solution for penetration testers, security educators, and small 

enterprises. 
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