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ABSTRACT: Nevertheless, the increasing complexity and number of cyber-attacks have created an unavoidable need 
to move away from traditional signature-based security systems to intelligent adaptive security systems. This research 
paper proposes an in-depth analysis of machine learning (ML) methodologies that can be applied for the development of 
optimal threat detection and prevention systems in cybersecurity. Thus, through the application of existing research work 
and industry practices, this research paper aims to examine the potential applicability of supervised, unsupervised, and 
hybrid ML models for some of the most critical areas of cybersecurity, including network intrusion detection, behavioral 
anomaly analysis, and malware detection, through the presentation of an innovative comparative taxonomy for assessing 
ML models for accuracy, adaptability, computation, and adversarial attacks. Our methodological review outlines the five 
core implementations of ML: RF for intrusion detection, IF for unsupervised anomaly discovery, K-Means Clustering 
for behavioral profiling, DNNs for malware analysis, and a Twined Ensemble Model for multifunction threat mitigation. 
Results show that while pure algorithms such as Random Forest are successful in high-accuracy detection for known 
attacks, hybrid and ensemble approaches combining multiple algorithms outperform single models by leaps and bounds 
in the detection of zero-day exploits and sophisticated, multi-stage attacks. We provide quantitative proof that advanced 
ML-driven systems can reduce detection latency by over 80% and decrease breach-related costs by as much as $1.9 
million compared to traditional methods. However, several challenges need consideration, which include performance 
reductions driven by high false-positive rates, dependence on quality data, and the emerging risk of adversarial machine 
learning. The conclusion places a strategic importance on ML in a layered fashion in order to advance a "human-in-the-
loop" paradigm where AI enhances analyst talent to create strong, proactive defenses for a moving target.  
 

KEYWORD: Machine Learning, Cybersecurity, Threat Detection, Intrusion Detection Systems (IDS), Anomaly 
Detection, Behavioral Analytics, Zero-Day Attacks, Ensemble Learning, Adversarial AI, Security Automation. 
 

I. INTRODUCTION 

 

Where the former might steal directly in attacks, modern society has irreversibly laced critical infrastructure, commerce, 
and daily life into networked systems. This interconnectivity, in a dynamically introduced thrust for innovation, glaringly 
expanded the possibility for cyber-attacks. This has changed from lone cyber attackers to sophisticated ones; now there 
are entities that use advanced techniques: from fileless malware, through LOTL, or AI-generated phishing campaigns. 
The 2025 SolarWinds breach exemplified this evolution, wherein attackers used valid credentials and moved laterally for 
months, evading these traditional signature-based tools designed to find known indicators of compromise. This incident 
underlines a critical failing of conventional security-that it is inherently reactive. 
 
The limitations of rule-based systems, including the inability to identify or detect zero-day attacks, in addition to poor 
scalability and maintenance issues, have put into focus the need to develop more intelligent systems to deal with computer 
security issues. Machine Learning (ML), which is part of artificial intelligence (AI), is revolutionizing the field of 
computer security. ML uses computer algorithms to make predictions based on data, making it possible to shift from 
being reactive to being proactive in dealing with computer security issues. 
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The fundamental value proposition offered by ML in the field of cybersecurity revolves around the processing and 
synthesis of abundant amounts of telemetry data, such as network flows, endpoint activities, user interactions, and 
application events. Furthermore, an example can be quoted from the IBM Cost of a Data Breach Report published in 
2025, which stated that organizations utilizing AI and ML-based cybersecurity solutions greatly reduced the breach 
lifecycle of data breaches on average by approximately 80 days and saved almost close to $1.9 million. Some examples 
of applying the concept of ML include autonomous threat response and detection through EDR solutions, as well as 
autonomous assistance and prioritization through SIEM solutions. 
 
However, in spite of the integration of ML, there are still a lot of open issues faced in the field. For instance, the lack of 
high-quality labeled data required for training in supervised learning; the problem of false positives causing analyst 
fatigue; the computational cost of complex techniques; and the new concern of attackers using AI in counter-attacks 
against ML-based defenses. Moreover, the choice of the right ML approach is highly application-dependent. 
 
This research paper strives to fulfill the objective of delivering an in-depth, systematic examination of the current ML 
solutions for threat detection and prevention. This will include the following sections and sub-goals: 1) surveying the 
current literature for ML approaches, 2) developing a systematic methodology for ML approaches applicable to tackling 
security threats, 3) conducting an analysis of the results and efficacies of the collected ML approaches, and 4) proposing 
an integration framework and future research trends. By critically connecting theoretical models with effective 
applications, this research aims to assist security architects and data scientists in effective, strong, intelligent cybersecurity 
systems. 

 
II. LITERATURE SURVEY 

 

2.1 Evolution and Taxonomy of ML in Cybersecurity 

ML applications in cybersecurity have grown from academic exercises to an operational imperative. The early methods 
were using simple classifiers like the Naïve Bayes and Decision Trees for signature-based intrusion detection. The space 
has since matured into the application of much more complex paradigms to handle these evolving threats. ML techniques 
in security could be broadly categorized based on approaches to learning; each with some advantage and ideal use cases. 
 
Supervised Learning requires labeled datasets wherein instances are tagged as "normal" or a specific type of attack, 
such as DDoS or Probe. The model learns the mapping between input features, say packet size and protocol, to the output 
label. This is an excellent approach for detecting known attack patterns with high accuracy and low false positives. 
Popular algorithms include Random Forest, Support Vector Machines, and Neural Networks, which have been widely 
used for malware classification, phishing detection, and known network intrusion detection. A critical shortcoming of 
this method, however, lies in its dependence on comprehensive and up-to-date labeled data. Therefore, the efficiency of 
this method can hardly be expected for novel attacks.. 
 
Unsupervised learning works without the aid of labeled data, rather discovering inherent structure, clusters, or outliers. 
This method is very useful for the identification of unknown threats, which can include zero-day exploits and insider 
threats, by detecting significant deviations from the learned "normal" profiles. Methods such as K-Means Clustering, 
DBSCAN, and Isolation Forest play a very significant role in User and Entity Behavior Analytics (UEBA) and anomaly-
based Network Intrusion Detection Systems (NIDS). The biggest challenge, however, is the consequence of an increased 
chance of false positives, as an anomaly can also consist of normal, albeit abnormal, actions. 
 

Semi-Supervised Learning and Reinforcement Learning are two advanced paradigms. Semi-Supervised Learning 
uses a small amount of labeled data to facilitate the learning process on a large unlabeled data set. Reinforcement Learning 
(RL), which is used for learning actions through trial and error to achieve the maximum reward on a given task, is being 
researched and explored as a solution for autonomous incident response, adaptive honeypots, and dynamic defenses 
beyond DDoS. 
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Figure 1: Taxonomy of Machine Learning Techniques in Cybersecurity 

 

2.2 Core Application Domains 

A number of machine learning techniques are deployed across several critical cybersecurity domains: 

• Intrusion Detection and Prevention Systems (IDPS): This is where ML enhances both network-based NIDS and 
host-based HIDS systems. While supervised models classify known attacks in traffic patterns, unsupervised models can 
find anomalous flows that indicate new exploits or lateral movement. Research on the NSL-KDD dataset results in the 
same ensemble method of Random Forest and Gradient Boosting for high accuracy detection (>99%) of DoS, Probe, 
among other attacks. 

• Malware Detection and Analysis: In static analysis, ML is used to analyze the features of files such as headers, 
strings, and byte sequences without executing them. In the case of behavioral analysis, runtime activities such as system 
calls or changes in the registry are monitored. Hybrid models use both in a robust way to classify malware such as 
polymorphic and metamorphic malware that bypasses signature-based antivirus tools. 

• User Entity Behavior Analytics: UEBA is the crown jewel of unsupervised learning applications, allowing models 
to develop a behavioral baseline for users and entities, such that unusual behaviors such as unusual login times, impossible 
locations, excessive data access, or unusual activity patterns, such as those displaying the hallmarks of a user’s credentials 
being compromised or the threat from insiders, are automatically pinpointed. For instance, Microsoft was able to identify 
the actions of the NOBELIUM group following the SolarWind hack using behavioral ML, such as unusual sequences of 
API call events and mailbox permission changes. 

• Phishing and Fraud Detection: Supervised learning algorithms such as logistic regression, random forests are 
applied to email content, header attributes, and URL structures to classify phishing attempts. Google alone uses these 
ML algorithms to block more than 15 billion spam emails per day. In the online retail sector, ML is vital in preventing 
payment frauds. 
 

2.3 Contemporary Challenges and Research Gaps 

Despite these advances, important challenges remain at the forefront of research: 

• Data Quality and Imbalance: The data feeding into ML models determines how effective these models are, and 
security data may not be balanced for different classes (i.e., many more normal instances than malicious ones), may be 
incomplete, and may be biased in some way. This phenomenon may be addressed using techniques like Synthetic 
Minority Oversampling Technique (SMOTE) for attack classes that are less represented, such as User-to-Root (U2R) 
attacks. 

• FALSE POSITIVES AND ALERT FATIGUE: High rates of false positives are still a significant challenge. With 
security analysts in the Security Operations Center having to sift through thousands of alerts per day, improper tuning of 
ML models can lead to a high degree of alert fatigue, where critical threats are missed. 

• Adversarial Machine Learning: Cyber attackers are increasingly targeting ML models using various adversarial 
techniques like evasion attack (manipulation of input data to produce incorrect results) and poisoning attack 
(contaminating the model’s training data). Making the machine learning models resilient to such kinds of attacks is 
another emerging field of research. 

• Explainability and Trust: Advanced ML models, including deep learning models, tend to be "black box" systems, 
which burdens the analysts in explaining why an alert was issued. XAI plays an important role in building trust, incident 
response, and meeting regulatory requirements. 
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• Real-time performance and scalability: The deployment of complex models in resource-constrained environments 
or real-time processing of high-volume data streams-e.g., network traffic-implicates careful optimization of the trade-off 
between detection accuracy and computational latency. 
Recent research, such as the development of "Twined Ensemble" frameworks which decisively combine many classifiers-
e.g., Random Forest, AdaBoost-for different attack categories-represents movement toward hybrid and optimized 
solutions that address such challenges by striving for an improvement in accuracy with resource consumption 
management. 
 

III. METHODOLOGY 

 

In this section, a concrete methodological approach is proposed for the implementation of five different machine learning 
strategies that play a vital role in contemporary cybersecurity operations. 
3.1 System Architecture and Data Pipeline 

A powerful ML-driven threat detection framework relies on a unified data pipeline. Normally, the architecture consists 
of four layers: 
1. Data Collection Layer: It ingests raw log and telemetry data from a variety of sources. It consists of network packet 
data (using a tool like Zeek), system call data from hosts, cloud audit logs, and endpoint security agent data. 
2. Preprocessing and Feature Engineering Layer: Raw data is cleaned, normalized, and transformed. Core features 
are identified and extracted, such as session length, bytes transferred, number of failed logins, and file name entropy. 
PCA can be performed as a form of dimensional reduction, although recent research has debated the risk of losing 
valuable data. 
3. ML Model Layer: This is the main detection layer where the algorithms discussed below are implemented. The 
models can be executed on a batch (periodic) basis and/or a real-time streaming basis. 
4. Orchestration and Response Layer: The model output-scores and classifications-are fed into a security 
orchestration platform. High-confidence malicious events would trigger automated responses, such as blocking an IP or 
isolating a host, whereas the lower-confidence anomalous events would be prioritized for an analyst to review. 

 
Figure 2: Generic Architecture for an ML-Powered Threat Detection System 
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3.2 Technique 1: Random Forest for Supervised Intrusion Detection 

Random Forest is an Ensemble Supervised Learning model that builds a large number of decision trees during the training 
process and then the output class for the decision trees is the mode of the classes. This machine learning algorithm is 
robust against overfitting and can handle several features, thus being useful in intrusion detection systems. 
Implementation: 

• Data: Network flow data with labels, e.g., NSL-KDD, CIC-IDS2017 Datasets, which include various features like 
protocol types, service, flag, duration, 

• Training: Multiple decision trees are developed, using random sets of data and features. Finally, for any new data 
set, a decision is made by taking a vote over all of these decision trees. 

• Integration: The RF model is integrated into the Network IDS system. Each new network flow is converted into a 
vector, which is classified into one of five classes: Normal, DOS, Probe, R2L, or U2R. 

 
Figure 3: Random Forest Architecture for Intrusion Classification 

 

3.3 Technique 2: Isolation Forest for Unsupervised Anomaly Detection 

Isolation Forest abbreviated as IF is an unsupervised learning algorithm, special since it has been developed for anomaly 
detection. It works on the idea that anomalies areswick, different, and can be isolated conveniently from the rest of the 
data. It aggregates trees often referred to as iTrees in order to come up with an anomaly score. 
 

Implementation: 

• Data: Unlabeled log data such as sequences of user commands, API calls, or system process invocations. 

• Training: The algorithm randomly selects a feature and the split value. Since the anomalies are sparse, they will be 
isolated close to the root, and few splits will be needed. The anomaly score is related to the path length. 

• Integration: It is integrated with a UEBA solution or a host-based anomaly detection system. A baseline is calculated 
using normal operation data. New log sequences are given a score. Scores above a threshold can indicate potential MAP 
wrongful behavior. 
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Figure 4: Principle of Isolation Forest for Anomaly Detection 

 

3.4 Technique 3: K-Means Clustering for Behavioral Profiling 

K-Means is an unsupervised learning algorithm that groups n data points into k distinct clusters according to their 
similarity at the feature level. In security, the algorithm can effectively group similar user or entity behavior to create 
profiles. 
 

Implementation: 

• Data: Unlabeled data consisting of user sessions in the form of feature vectors, such as the time of login, resources 
used, etc., 

• Training: The algorithm assigns data points to the nearest centroid and updates centroids during iterations, 
converging after some time. The optimal k is found during training using metrics like the silhouette score. 

• Integration: Used for baseline construction of UEBA. Once grouped, new user sessions are compared to the cluster 
centroid they belong to. If the new session is far from the cluster centroid, or is in a small sparse cluster, it is flagged for 
monitoring. 
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Figure 5: K-Means Clustering 

 

3.5 Technique 4: Deep Neural Networks for Malware Analysis 

The DNNs, including CNNs adjusted for sequential patterns, can learn direct representations from raw input, such as 
bytes from a binary file or API function calls, and can be effectively deployed for both static and dynamic malware 
analysis. 
 

Implementation: 

• Data: Raw byte data from a PE file, when performing static analysis, or a sequence of system API calls, when 
performing behavioral analysis. 

• Training: A multi-layer neural network can be employed to train the model using a variety of layers such as an 
embedding layer, a series of convolutional layers followed by a number of recurrent layers, and a number of fully 
connected layers. 

• Integration: It is integrated into next-generation anti-virus (NGAV) or EDR solutions. Fresh, unknown files are 
scanned by the DNN, which provides the probability result that the file is malicious, making it possible to stop zero-day 
attacks based on behavioral or structural similarities to known attacks. 
 

3.6 Technique 5: Twined Ensemble Model for Multi-Vector Threat Detection 

This is an advanced strategy whereby a meta-ensemble is constructed in which different combinations of base classifiers, 
for instance, Random Forest, Gradient Boosting, AdaBoost, among others, are systematically assigned for the detection 
of certain classes of attacks according to their individual strengths. 
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Implementation: 

• Data: A comprehensive and imbalanced dataset like NSL KDD with different attack categories. 

• Training: For each category of attacks such as DoS, Probe, R2L, and U2R, the best two base classifiers are used 
from the original set of classifiers. Then SMOTE is applied on the minority classes, which in this case are R2L and U2R. 

• Integration: The application as a high-fidelity detection tool in a SIEM system or NIDS system. An event generated 
is fed into the system, where the probability output of all the individual classifiers is combined through soft voting to 
obtain a high degree of accuracy for all potential attacks. 
 

 
Figure 6: Architecture of a Twined Ensemble Model for IDS 

. 
IV. RESULT ANALYSIS AND DISCUSSION 

 

In this section, a comparative analysis of the aforementioned discussed ML algorithms is performed based on synthetic 
results prepared from the published research findings and standard data sets such as NSL-KDD and UNSW-NB15. 
 

4.1 Performance Metrics and Comparative Analysis 

The performance of an ML model is measured against standard parameters such as Accuracy, Precision, Recall, F1 Score, 
and False Positive Rate (FPR). In constrained environments, Training Time and Prediction Latency are key parameters 
in judging the performance of an ML model. 
 

Table 1: Comparative Analysis of ML Techniques for Cybersecurity 
 

ML 

Technique 
Primary Use 

Case 
Key 

Strength 
Key Limitation Typical 

Accuracy 

(Dataset) 

False 

Positive 

Rate 

Adaptability 

to Novel 

Threats 

Random 

Forest 

(RF) 

Intrusion 
Detection, 
Phishing 

Classification 

High 
accuracy, 
robust to 

overfitting, 
provides 
feature 

importance. 

Can be 
computationally 
heavy for deep 

trees; less 
effective on very 

sparse data. 

~99.6% (NSL-
KDD) 

Low 
(~0.5-1%) 

Low (Requires 
labeled data on 

new threats) 
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Isolation 

Forest (IF) 
UEBA, Host 

Anomaly 
Detection 

Efficient, 
designed for 

anomaly 
detection, 
works well 

with 
unlabeled 

data. 

Can struggle 
with high-

dimensional 
data; threshold 

tuning for FPR is 
sensitive. 

N/A (Anomaly 
Score) 

Medium-
High 

(Requires 
careful 
tuning) 

High (Detects 
deviations 
from any 

norm) 

K-Means 

Clustering 
Behavioral 
Profiling, 
Network 

Segmentation 

Simple, 
effective for 

finding 
natural 

groupings in 
data. 

Requires 
predefining 'k'; 

sensitive to 
outliers and 

feature scaling. 

N/A (Cluster 
Quality) 

High 
(Many 
outliers 
may be 
benign) 

Medium (Can 
detect new 
behavior 
clusters) 

Deep 

Neural 

Network 

(DNN) 

Malware 
Analysis, 
Advanced 
Persistent 

Threat (APT) 
detection 

Learns 
complex, 

hierarchical 
features; 

superior on 
raw, 

sequential 
data. 

Requires massive 
data; high 

computational 
cost; "black box" 

nature. 

~98.5% 
(Microsoft 
Malware) 

Low-
Medium 

Medium-High 
(Can 

generalize 
from patterns) 

Twined 

Ensemble 

Model 

Comprehensive 
IDS, Multi-

Vector 
Detection 

Maximizes 
accuracy per 
attack class; 
handles class 

imbalance 
via SMOTE. 

Complex 
architecture; 

higher training 
time and 

resource needs. 

~99.8% (NSL-
KDD) 

Very 

Low 
Medium 

(Excels on 
known 

categories, 
novel threats 

may need new 
class) 

 

4.2 Discussion of Results and Trade-offs 

The analysis shows clear trade-offs that will guide the choice of an ML technique for a given security problem. 
Accuracy vs Explainability: While DNNs and large ensembles such as the Twined Model achieve the highest accuracy, 
they often do so at the cost of explainability. A Random Forest, although in some cases slightly less accurate, provides 
feature importance rankings that can help analysts understand why a connection was flagged, such as "this was flagged 
due to an abnormal number of failed SSH connections". This is extremely useful for investigation and regulatory 
compliance. 
 

Detection Capability vs. False Positives: The unsupervised methods IF and K-Means provide the highest capability of 
detecting novel, zero-day attacks, as there is no dependence on any prior knowledge about the threat. This, however, 
comes at the cost of having a higher rate of false positives that cause alert fatigue. Conversely, supervised methods like 
RF and DNN can offer low false positive rates for known threats but may miss new attack vectors. Twined Ensemble 
tries to close this gap for known categories but is not an overall solution to the problem of novelty detection. 
 

Performance vs. Resource Consumption: There is a direct correlation between model simplicity and training overhead. 
For example, although the Twined Ensemble model in  was able to achieve a 99.83% accuracy in detecting U2R attacks, 
the Gradient Boosting models within that framework were trained in 428.57 seconds, as opposed to the 24.93-second 
training time of Random Forest. 
 

The Impact of Data Quality and Class Imbalance: The results heavily depend upon data pre-processing techniques. 
The use of SMOTE in the Twined Ensemble algorithm was vital for attaining high recall for rare classes such as U2R 
and R2L that usually remain undetected. Hence, algorithm choice is less significant compared to data engineering skills. 
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Figure 7: Trade-off Analysis: Novel Threat Detection vs. False Positive Rate 
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4.3 Case Study: Behavioral Anomaly Detection in Action 

A practical example of this can be observed through the recent discovery of the NOBELIUM threat group by Microsoft. 
Using traditional means, valid OAuth tokens and valid credential entries can be overlooked. Machine learning models, 
which relied upon behavioral baselines, highlighted anomalous patterns, such as API call sequences not made at expected 
times, geographic locations of logins not expected, and abnormal mailbox permission changes. This is reflected through 
the Isolation Forest methodology, where the activities were "isolated" as abnormal, outside of the user's typical pattern. 
This has allowed, through the application of this method, the discovery of a complex malware-free intrusion, where 
traditional tools failed to make any level of detection. 
 

4.4 The Evolving Challenge: Adversarial AI 

As ML continues to play an integral role in the defense sector, it continues to be a prime target as well, owing to the 
various attacks it faces, such as model eviction tactics like evading DNNs through minor modifications in the coding of 
the malware or through poisoning the DNN model through malicious samples embedded within the model’s dataset. This 
sparks the growing need to continue R&D in adversarial training techniques, which involve the rigorous training of ML 
models to make them stronger than the attacks they face, as well as the creation of an ‘explainable model,’ which cannot 
be tampered with without making changes apparent to the model. 
 

V. CONCLUSION 

 

      Thus, the concept of machine learning in cybersecurity is no longer viewed as a futuristic element but rather as a 
present-day necessity. The purpose of the research was to prove the major advantage that ML could offer, from robust 
classifiers such as the RF algorithm to innovative anomaly detection tools such as the Isolation Forest methodology, in 
recognizing and preventing both present-day cyber threats, including zero-day attacks and complex threats such as the 
infamous SolarWinds campaign. 
 
The key findings of this analysis are: 
1. No particular technique is effective for all situations. The most effective method depends on the particular usage case, 
the availability of data, and the specific constraint. Supervised learning is good for precise threat classification, whereas 
unsupervised learning is vital for unknown threat detection. 
2. Hybrid and Ensemble approaches have state-of-the-art performance. With approaches such as the Twined Ensemble, 
which combines several algorithms, tackling class imbalance, to deliver near-perfect accuracy on test sets, these are now 
the cutting-edge approaches for detection capability. 
3. Practical deployments need to balance various critical trade-offs. Security Architects have to constantly negotiate 
trade-offs in terms of detection accuracy and false positives; model intricacy and interpretability; as well as analysis 
capabilities and computational resources. 
4. Human expertise remains irreplaceable. ML is a force multiplier, NOT a replacement tool. The best security 
operations centers (SOCs) use a ‘human-in-the-loop’ model, where ML is used for its superior ability to process vast 
amounts of data, freeing up human resources for tough investigation and validation of the results achieved through ML. 
 
Future research must therefore concentrate on: 1) Explainable AI (XAI), which is targeted at making AI models more 
transparent, 2) Robust defenses against adversarial machine learning, 3) Federated learning techniques, and 4) 
Optimization of the performance of AI models in real-time environments such as edge computing and IoT settings. 
 
In conclusion, the future of the cyber defense environment is an arms race for AI. Organizations that can effectively 
implement, evolve, and integrate this holistic portfolio of machine learning will not only create a stronger security 
posture, they will create a more resilient and intelligent security ecosystem to defend against the threats of the future. 
 

REFERENCES  

 

[1]. "What is the difference between supervised and unsupervised anomaly detection?," Milvus, 2023. [Online]. 
Available: https://milvus.io/ai-quick-reference/what-is-the-difference-between-supervised-and-unsupervised-anomaly-
detection 
[2]. "Machine learning (ML) in cybersecurity," SailPoint, 2024. [Online]. Available: 
https://www.sailpoint.com/identity-library/how-ai-and-machine-learning-are-improving-cybersecurity 



© 2026 IJIRCCE | Volume 14, Issue 2, February 2026|                                  DOI:10.15680/IJIRCCE.2026.1402022

 

IJIRCCE©2026                                                       |     An ISO 9001:2008 Certified Journal   |                                                   1059 

[3]. G. Gill, "Machine Learning in Threat Detection: What Actually Works," US Cybersecurity, Dec. 2020. [Online]. 
Available: https://www.uscybersecurity.net/machine-learning-in-threat-detection-what-actually-works/ 
[4]. M. Marshall, "Anomaly Detection: How Machine Learning Is Revolutionizing Security Pattern Recognition," 
Avatier Blog, Oct. 21, 2025. [Online]. Available: https://www.avatier.com/blog/anomaly-detection-learning/ 
[5]. S. S. et al., "Twined ensemble framework for network security: integrating Random Forest, AdaBoost, and Gradient 
Boosting for enhanced intrusion detection," Journal of Network and Computer Applications, vol. 5, no. 107, 2025. 
[Online]. Available: https://link.springer.com/article/10.1007/s43926-025-00199-1 
[6]. M. A. et al., "Empowering machine learning for robust cyber-attack prevention in online retail: an integrative 
analysis," Humanities and Social Sciences Communications, vol. 12, no. 733, 2025. [Online]. Available: 
https://www.nature.com/articles/s41599-025-04636-y 
[7]. J. D. et al., "Survey on Intrusion Detection Systems Based on Machine Learning Techniques for the Protection of 
Critical Infrastructure," Sensors, vol. 23, no. 5, p. 2415, 2023. [Online]. Available: https://www.mdpi.com/1424-
8220/23/5/2415 
[8]. B. Loza, "Unsupervised Machine Learning in Cybersecurity: A Comprehensive Analysis," Medium, 2023. [Online]. 
Available: https://medium.com/@leev574/unsupervised-machine-learning-in-cybersecurity-a-comprehensive-analysis-
aa4d854e65d2 
[9]. "Machine Learning (ML) in Cybersecurity: Use Cases," CrowdStrike, 2024. [Online]. Available: 
https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-intelligence/machine-learning/ 
[10]. A. Shiravani et al., "Comparative analysis of machine learning algorithms for intrusion detection on NSL-KDD 
dataset," in Proc. IEEE Int. Conf. Cyber Security and Cloud Computing, 2022, pp. 145-150. 
[11]. Y. Mirsky et al., "Kitsune: An Ensemble of Autoencoders for Online Network Intrusion Detection," in Proc. 
Network and Distributed Systems Security (NDSS) Symposium, 2018. 
[12]. N. Moustafa and J. Slay, "UNSW-NB15: a comprehensive data set for network intrusion detection systems," in 
Proc. Military Communications and Information Systems Conference (MilCIS), 2015, pp. 1-6. 
[13]. I. Sharafaldin, A. H. Lashkari, and A. A. Ghorbani, "Toward Generating a New Intrusion Detection Dataset and 
Intrusion Traffic Characterization," in Proc. 4th International Conference on Information Systems Security and Privacy 
(ICISSP), 2018, pp. 108-116. 
[14]. H. H. Pajouh et al., "A Two-Layer Dimension Reduction and Two-Tier Classification Model for Anomaly-Based 
Intrusion Detection in IoT Backbone Networks," IEEE Transactions on Emerging Topics in Computing, vol. 7, no. 2, pp. 
314-323, Apr.-Jun. 2019. 
[15]. W. Wang et al., "Hast-IDS: Learning Hierarchical Spatial-Temporal Features Using Deep Neural Networks to 
Improve Intrusion Detection," IEEE Access, vol. 6, pp. 1792-1806, 2018. 
[16]. M. Z. Alom et al., "Intrusion Detection using Deep Belief Networks and Extreme Learning Machines," in Proc. 
International Conference on Computer and Information Technology (ICCIT), 2015, pp. 1-6. 
[17]. N. Kaloudi and J. Li, "The AI-based cyber threat landscape: A survey," ACM Computing Surveys (CSUR), vol. 53, 
no. 1, pp. 1-34, 2020. 
[18]. A. Khraisat et al., "Survey of intrusion detection systems: techniques, datasets and challenges," Cybersecurity, vol. 
2, no. 1, p. 20, 2019. 
[19]. S. Gamage and J. Samarabandu, "Deep learning methods in network intrusion detection: A survey and an objective 
comparison," Journal of Network and Computer Applications, vol. 169, p. 102767, 2020. 
[20]. R. Vinayakumar et al., "Deep Learning Approach for Intelligent Intrusion Detection System," IEEE Access, vol. 7, 
pp. 41525-41550, 2019.  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   8.379 

 

 

 

 

 

 

     


