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ABSTRACT: Cloud computing provides scalable storage and flexible data sharing, but it introduces serious security
challenges such as unauthorized access and data leakage. This paper proposes an Enhanced Data Security model using
Ciphertext-Policy Attribute-Based Encryption (CP-ABE) access control scheme. The proposed scheme ensures fine-
grained, scalable, and flexible access control over encrypted data stored in the cloud. The system encrypts sensitive
data using attribute-based policies, ensuring that only authorized users with valid attributes can decrypt the information.
Performance evaluation shows that the proposed approach improves confidentiality, access flexibility, and data
integrity compared to traditional encryption methods.
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L. INTRODUCTION

Cloud computing has become one of the most widely adopted technologies for data storage and resource sharing.
Organizations and individuals use cloud platforms to store, process, and share large volumes of data. The main advantages
of cloud computing include cost reduction, scalability, flexibility, and remote accessibility. Despite these advantages,
cloud computing introduces major security concerns because data is stored on remote servers managed by third-party
providers.

Sensitive information such as personal data, financial records, and confidential organizational documents must be
protected from unauthorized access. Traditional encryption techniques such as symmetric key encryption and public key
encryption provide basic confidentiality but fail to offer flexible access control mechanisms. These methods require
complex key management and are not suitable for large-scale cloud environments.

Attribute-Based Encryption (ABE) has emerged as an effective solution to overcome these limitations. Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) allows data owners to embed access control policies directly into encrypted
data. This enables fine-grained and scalable access control where only authorized users with matching attributes can
decrypt the information. The primary objective of this research is to enhance cloud data security using CP-ABE-based
access control mechanisms.

II. RELATED WORK

Researchers have proposed several security models to protect data stored in cloud environments. Traditional encryption
methods such as Public Key Infrastructure (PKI) provide data confidentiality but lack efficient access control. These
methods require secure distribution and management of encryption keys, which becomes complex when multiple users
require different access privileges. Attribute-Based Encryption was introduced to support fine-grained access control.
Two main variants of ABE are Key-Policy ABE (KP-ABE) and Ciphertext-Policy ABE (CP-ABE). In KP-ABE, access
policies are embedded in user keys, while in CP-ABE, access policies are embedded within the ciphertext. CP- ABE is
widely preferred because it gives control to data owners to define access rules. Several improvements have been
proposed to enhance CP-ABE performance. Researchers have focused on reducing computational complexity, improving
scalability, and supporting dynamic user revocation. However, challenges still exist in key distribution, attribute
revocation, and computational overhead. The proposed model addresses these issues by introducing an efficient CP-
ABE-based security framework for cloud data protection.
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III. PROPOSED ALGORITHM

A. Design Considerations

The proposed CP-ABE based cloud security model is designed considering the following parameters:

*  Attribute Authority (AA) is responsible for generating and managing attribute keys.

*  Data Owner encrypts data before uploading it to the cloud.

*  Cloud Server stores encrypted data without accessing plaintext information.

»  Users are assigned attribute-based private keys by the Attribute Authority.

*  Access control policies are embedded into ciphertext.

*  Unauthorized users cannot decrypt data without satisfying access policies.

o System performance is measured based on encryption time, decryption time, and access control efficiency.

*  The time when an unauthorized user attempts access and fails to decrypt data is considered system security
validation.

B. Description of the Proposed Algorithm

The aim of the proposed algorithm is to enhance cloud data security by implementing fine-grained access control using
Ciphertext-Policy Attribute-Based Encryption (CP-ABE). The proposed algorithm consists of three major steps.

[1] Step 1: Attribute Policy Generation and Key Setup

The Attribute Authority generates system public parameters and master keys using CP-ABE setup procedure. The
encryption key generation process is defined as:

PK, MK = Setup (A) ..ccveeeeeiieiieieeieeieceeceeeeeve e eq. (1)

Where:

PK = Public Key MK = Master Key

A = Security parameter

The Attribute Authority generates user private keys based on assigned attributes. SK = KeyGen (MK, A)  eq. (2)
Where:

SK = User Secret Key

A = Set of user attributes

[2] Step 2: Encryption and Access Policy Enforcement

The Data Owner defines an access policy based on required attributes such as role, department, or authorization level.
The data is encrypted using CP-ABE encryption algorithm.

Ciphertext generation is performed as:

CT = Encrypt (PK, M, P).....cccoooeiiiiiiiiaiieeeee eq. (3)

Where:

CT = Ciphertext

M = Original Message/Data P = Access Policy

Only users whose attributes satisfy policy P are allowed to decrypt data.

[3] Step 3: Data Decryption and Access Verification

During data access, users request encrypted data from the cloud server. The system verifies whether user attributes
satisfy the defined access policy.

Decryption is performed as:

M = Decrypt (PK, CT, SK) .....ccceooviiiieiiiiiieee, eq. (4)

If attribute conditions are satisfied, the original data is recovered. Otherwise, access is denied.

eq. (3)
IV. PSEUDO CODE

Step 1: Initialize system and generate public key and master key using Setup algorithm. Step 2: Attribute Authority
assigns attribute-based secret keys to users.

Step 3: Data Owner defines access control policy.

Step 4: Encrypt data using CP-ABE encryption with access policy. Step 5: Upload encrypted data to cloud storage.
Step 6: User requests data from cloud server.

Step 7: Verify whether user attributes satisfy access policy. if (User attributes satisfy policy)
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Decrypt data else
Deny access end
Step 8: Maintain system logs for monitoring access attempts. Step 9: End.

V.SIMULATION RESULTS

The proposed CP-ABE based security model was tested using a simulated cloud computing environment. The
simulation involves multiple data owners and users with different attribute sets. The system implementation was
performed using cryptographic libraries and simulated cloud storage modules.

The proposed algorithm was evaluated based on three metrics:

e Encryption Time

e Decryption Time

e Access Control Efficiency

The experimental results show that the CP-ABE based model provides strong security and flexible access control. The
system successfully prevents unauthorized users from accessing confidential cloud data. Encryption and decryption
operations increase slightly with the number of attributes, but the overall system performance remains efficient.

The simulation demonstrates that the CP-ABE access control scheme improves confidentiality and scalability compared
to traditional encryption techniques. The system also supports dynamic access policy updates without re- encrypting
stored data.

—

L) - - - ]e—,'lkﬂ‘lifl

Attribute -based Access Control with
Constant-size Ciphertext in Cloud Computing

Data Owner

Key for Encryvption spec SecretkeySpec@MeB885S | Get Key | [7?ncr_vp( ] | Nexe |

-?P=ToIQ=ZD=

== —c= —O( =M
== KZJ STMT/O) uz HJ‘—U_ o qu"‘lr::d V USW oSala7s
o= _VV__J_—h B B-R-=ug|C =
= ST T7ER S CS\SS(Teq k)
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VI. CONCLUSION AND FUTURE WORK

The proposed CP-ABE based cloud security model enhances data confidentiality and provides fine-grained access
control. The system ensures that only authorized users can access encrypted data stored in the cloud. The experimental
results demonstrate improved security and efficient access control compared to conventional encryption methods.Future
work can focus on improving computational efficiency and supporting dynamic attribute revocation. Integration of
blockchain technology can enhance secure key management and auditing. The proposed system can also be extended to
multi-cloud environments and large-scale distributed storage systems.

IJIRCCE©2026 | AnISO 9001:2008 Certified Journal | 1079




©2026 IJIRCCE | Volume 14, Issue 2, February 2026| DOI:10.15680/1JIRCCE.2026.1402025
LA At Iee e N | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

N X‘\\ /I\ International Journal of Innovative Research in Computer
s and Communication Engineering (IJIRCCE)
IJI R GCE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

REFERENCES

1. Sahai, A., Waters, B., “Fuzzy Identity-Based Encryption,” EUROCRYPT, 2005.

2. Bethencourt, J., Sahai, A., Waters, B., “Ciphertext-Policy Attribute-Based Encryption,” IEEE Security and
Privacy Symposium, 2007.

3. Goyal, V., Pandey, O., Sahai, A., Waters, B., “Attribute-Based Encryption for Fine-Grained Access Control,” ACM
CCS, 2006.

4. Yu, S., Wang, C., Ren, K., Lou, W., “Achieving Secure and Scalable Data Access Control in Cloud Computing,” IEEE
INFOCOM, 2010.

5. Wang, C., Ren, K., Lou, W., Li, J., “Secure and Dependable Cloud Storage Services,” IEEE Transactions on
Services Computing.

IJIRCCE©2026 | AnISO 9001:2008 Certified Journal | 1080




INTERNATIONAL

STANDARD INNO @ SPACE

SERIAL e

o Wit CrOSS Sf

INTERNATIONAL JOURNAL
OF INNOVATIVE RESEARCH

IN COMPUTER & COMMUNICATION ENGINEERING

(8) 9940 572 462 (2) 6381 907 438 £ ijircce@gmail.com

r :.-'.4.' £ H
WWW. “lrcce.cnm Scan to save the contact details



	I. INTRODUCTION
	II. RELATED WORK
	III. PROPOSED ALGORITHM
	A. Design Considerations
	B. Description of the Proposed Algorithm
	[1] Step 1: Attribute Policy Generation and Key Setup
	[2] Step 2: Encryption and Access Policy Enforcement
	[3] Step 3: Data Decryption and Access Verification

	IV. PSEUDO CODE
	V. SIMULATION RESULTS
	VI. CONCLUSION AND FUTURE WORK
	REFERENCES

