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ABSTRACT: Election is the key process typically utilized for maintaining democracy in a given society. Recent 

technological advancements, such as Blockchain (BC), have been already deployed in previous works to realize non- 

conventional e- Voting systems. The main goal for such proposals is to provide the necessary level of security and 

reliability, while maintaining transparency, trust, and remote elections. However, the distributed and publicity nature of 

BC brought new challenges related to privacy and per- formance trade-off. This paper aims to address these issues by 

integrating smart contracts for reliability and transparency, Differential Privacy for enhancing vote anonymity, and 

Self-Sovereign Identities to unlock the po- tential of the Web3 framework for verifiable credentials and digital iden- 

tities. Specifically, a novel (k, ϵ)- differential privacy mechanism is de- veloped, where a randomly selected candidate 

is pivoted from which re- trievable votes are transferred to other candidates. Final election results are then statistically 

approximated. We evaluate the proposed methods for different arrival rates (10–80 TX/s), different total numbers of 

cast votes (10k–50k votes), and different numbers of elected candidates (2– 8 candidates). To demonstrate the 

applicability of our proposal in real- life scenarios, we deploy our SC on a cloud-based permissioned BC net- work 

using Hyperledger Besu, with nodes set in Google’s EU and USA data centers. 

 

KEYWORDS: Blockchain, E-Voting, Smart Contracts, Differential Privacy, Self-Sovereign Identity (SSI) 

Decentralized Trust, Privacy- Preserving, Computation, Immutable Ledger, Transparency, Anonymi 

 

I. INTRODUCTION 

 

Voting has been a critical tool for maintaining democracy worldwide throughout history. Traditionally, voting proce- 

dures are classically performed using central- ized, paper- based systems that are inefficient in terms of cost and public 

liability. To solve for these issues, e-Voting frameworks have been proposed in the litera- ture Electronic devices or 

systems to cast or count votes in an election [1]. Despite being mostly centralized and suffer from single-point(s) of 

failure limitation, e- voting still provides many advantages over traditional paper-based voting, such as higher 

efficiency, lower cost, and greater accessibil- ity [2]. Because of these advantages, many proposals and initiatives 

around the world have been an- nounced [3], [4], motivating the adoption of e-voting schemes to enhance the 

prosperity of the democratic process in their countries (e.g. Switzerland [5], ken- ya [6], sri lanka [7], australia india 

[9], brazil [10], nigeria [11], russia [12],among Others [13]).More sophisticated and reliable decentralized solutions 
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typically use the block- chain (bc) technology to achieve the required levels of decentralization, leading to public trust. 

Bc is a revolutionary technology that allows for the creation and maintenance of a distributed ledger of transactions 

(txs) that is secure, transparent, and immutable [14]. This technol- ogy was first introduced by satoshi nakamoto in 

2008, as the underlying technology for the bitcoin cryptocurrency [15]. Since then, bc has been applied to various 

domains, such as internet of things (iot) [16], finance [17], supply chain [18], healthcare [19], and electronic voting (e-

voting) [20]. 

 

Bc technology offers a potential solution to some of the aforementioned challenges, by providing a decentralized and 

distributed platform for e-voting that can enhance the trustworthiness and transparency of the voting process [21]. Bc- 

enabled e-voting systems can store the votes in an immutable and tamper-proof way, and allow anyone to verify the 

validity and correctness of the votes. They can also protect the privacy and anonymity of the voters, by using 

cryptography tech- niques such as encryption, hashing, and zero-knowledge proofs [22]. However, state-of-the-art 

solutions do not typically adhere to the most recommended privacy-by-design principles, and thus they are hardly 

adopted in re- alistic scenarios. Bc- based e-voting also faces many challenges, related to ensur- ing the security, 

integrity, privacy, and verifiability of the voting process and re- sults [23]. For instance, despite the technological 

advancements, current e-voting systems often suffer from insufficient privacy measures, which can compromise the 

integrity of voter data and undermine trust in these systems. Moreover, scalabil- ity and performance issues are critical 

considerations [24], particularly for deploy- ing e-voting systems across various network tiers, from small communities 

to large-scale elections. Additionally, bc-based e-voting systems need to provide user-friendly interfaces and 

experience for the voters, who may not be familiar with the technical aspects of the system. Front-end devops teams are 

typically aware of the security and privacy threats related to their parts of the solution implementation. Yet, addressing 

pri- vacy concerns in the back-end is directly related to the understanding of the bc technology as an enabler to e-voting 

through several different approaches. 

 

II. METHODOLOGY 

 

We propose a BC-based Privacy-preserving e-Voting system (BP-Vot), where a pro- posed SC is deployed on an 

Ethereum network. For our experiments, we deploy our SC on a private Ethereum network, established using 

Hyperledger Besu.2 However, the system can also be realized by deploying the SC on a public Ethereum network (e.g. 

the main net). The BC network (regardless of being public or private) is responsi- ble for hosting our SC, which 

consists of all the rules and logic governing the election process, the storage of cast votes, and the announcement of 

election results. 

 

The proposed system further consists of several elements that realize a novel differ- ential privacy mechanism. The 

goal of this mechanism is to hide actual voter prefer- ences while ensuring the integrity and fairness of the election.BP-

Vot users (i.e. electors) are free to participate in the election process using their web3.0 wallets, which can seamlessly 

communicate with any SC. Our SC, in particular, verifies user identities using a standardized Self-Sovereign Identity 

[69] method. As the recent European regulations enforces the usage of web3.0 digital iden- tity wallets through- out the 

continent by the end of 2026 [70], it only makes sense to assume the relevance of our proposed system as it takes 

advantage of of this regula- tion. Figure 2 presents the main elements and protocol steps of the proposed system. 
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FIGURE 1.: Main components and protocol steps of the proposed BP-Vot system. 

 

III. SYSTEM (BP BLOCKCHAIN-BASED PRIVACY- PRESERVING e-VOTING -VOT) 

 

In this section, we discuss the main components ofthe proposed BP-Vot solution, along with the suggested 

communications protocol between those components to realize a privacy-preserving e-Voting scheme. Ad- ditionally, 

we provide details on the system implementation to facilitate the adop- tion/modification of BP-Vot, and reproduction 

of our results. 

 

A. COMPONENTS 

We demonstrated, in Figure 2, the general architecture of BP-Vot including the following core components: 

 

3.1 ELECTION AUTHORITY 

This includes the official party that is typically responsible for initiating, monitor- ing, and finalizing the election 

process. Depending on the context, the election au- thority can be a governmental body, a non-governmental 

organization, or a com- bination of both in some complex scenarios. For exam- ple, it is customary that governments 

carry out the election process while being monitored by third non- governmental parties to assert the maintenance of 

certain ethical, anti- corruption, and/or constitutional activities. 

 

Methods and discussion for inclusion of third party monitoring organizations is out of scope for this work. Thus, our 

main assumption is that the election authority is honest and trustworthy for holding private data of voters except for 

data on who voted to whom. For example, citizens of a given country trust their govern- ment to maintain full private 

records about them such as full name, DOB, Address, Taxes, Bank accounts, etc. but never trust the consequences of 

announcing the candidate for whom they vote. Democratic governments never attempt to disclose such information, 

and never ask their citizens to declare 

 

3.2 VOTER 

By the voter component we mean both 1) the actual person who decides whether to vote or not, and to whom s/he 

would like to cast a vote, and 2) the software com- ponent representing this actual person on the digital 

space.Specifically, we assume a voter is in control of a computing device (e.g. PC, Smart Phone, etc.) which consists of 

a standardized web 3.0 wallet application. This assumption comes with several deep studies on current regulations and 

the market trends, showing that most countries are nowadays adopting general- ized digital identity frameworks (e.g. 

Europe [70], USA [75], Japan [76]). A stand- ardized web3.0 wallet is an application that uses current standards for 

communicating with smart contracts, and is able to hold BC- based assets, such as to- kens and verifiable credentials. 
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3.3 SMART CONTRACT 

Our previously defined smart contract is a core component of the system because it guarantees that private data cannot 

be disclosed by any other system component. In the context of this work, we assume the private information is the 

knowledge of a given voter having voted to given candidate. The methods we implemented in BP-Vot and our smart 

contract, including SSI and differential privacy, guarantees that no sys- tem element can arrive to such information 

 

IV. CONCLUSION 

 

In this paper, we presented a qualitative state-of-the- art review of e-Voting systems that mainly focused on Blockchain 

and privacy aspects. Accordingly, we ar- rived to a research gap to provide a fully decentralized solution that addresses 

the requirements of a reliable e-Voting scheme while preserving full anonymity and self- sovereign identity 

management. To address this, we proposed BP- Vot: a Blockchain- based Privacy-preserving e-Voting system, in 

which we deploy Blockchain, Smart Contracts, Dif- ferential Privacy, and standardized Self-Sovereign Identity. We 

im- plemented our smart contract using the proposed algorithms and privacy techniques and deployed it on a cloud-

based Hyperledger Besu blockchain. We evaluated the performance of the proposed system, using well-know methods, 

in terms of latency and accuracy. 

 

REFERENCES 

 

[1] M. Hapsara, ‘‘Reinstating e-voting as a socio-technical system: A critical re- view of the current 

development in developing countries,’’ in Proc. IEEE Re- gion 10 Symp. (TENSYMP), May 2016, pp. 282–287. 

[2] S. Risnanto, Y. B. A. Rahim, and N. Suryana, ‘‘Success implementation of E- voting technology in various 

countries: A review,’’ in Proc. FoITIC, Jan. 2020, pp. 150–155. 

[3] L. E. Pleger and A. Mertes, ‘‘Use and assessment of E-voting systems: Find- ings from an online-survey among 

Swiss nationals living abroad,’’ Yearbook Swiss Administ. Sci., vol. 9, no. 1, p. 1, Sep. 2018. 

[4] J. Juma and C. O. Oguk, ‘‘Election results’ verification in e-voting systems in Kenya: A review,’’ Int. J. Social Sci. 

Inf. Technol., vol. 2020, pp. 1–14, Dec. 2020. 

[5] R. H. A. Rathnayake, ‘‘Electronic voting system based on blockchain for Sri Lanka: Conceptual overview,’’ Int. J. 

Sci. Res., vol. 12, no. 2, 

[6] T. Haines, ‘‘Review of the overseas e-voting (OSEV) system used in the Aus- tralian capital territory,’’ in Proc. 7th 

Int. Joint Conf. Electron. Voting, 2022, 

[7] M. Alam, I. R. Khan, and S. Tanweer, ‘‘Blockchain technology: A critical re- view and its proposed use in E-voting 

in India,’’ in Proc. Int. Conf. Innov. Comput. Commun. (ICICC), Jan. 2020, pp. 1–8. 

[8] O. Okuro, ‘‘Comparative review of e-voting in India and Brazil: Key lessons for Kenya,’’ Lagos Historical Rev., 

vol. 21, no. 1, pp. 26–56, 2021. 

[9] O. Osho, V. L. Yisa, and O. J. Jebutu, ‘‘E-voting in Nigeria: A survey of vot- ers’ perception of security and other 

trust factors,’’ in Proc. Int. Conf. Cyber- space (CYBER-Abuja), Nov. 2015, pp. 202–21 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   8.379 

 

 

 

 

 

 

     


	ABSTRACT: Election is the key process typically utilized for maintaining democracy in a given society. Recent technological advancements, such as Blockchain (BC), have been already deployed in previous works to realize non- conventional e- Voting syst...
	I. INTRODUCTION
	II. METHODOLOGY
	III. SYSTEM (BP BLOCKCHAIN-BASED PRIVACY- PRESERVING e-VOTING -VOT)
	3.2 VOTER
	3.3 SMART CONTRACT

	IV. CONCLUSION
	REFERENCES

