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ABSTRACT: Digital payment systems have become indispensable for retail commerce, banking, and mobile-first 

financial services, but the same speed and convenience have also expanded the attack surface for fraud. A single rule-

only mechanism is often too rigid to adapt to evolving attacker behavior, while a single machine learning classifier may 

struggle when the data are highly imbalanced, noisy, and temporally unstable. This paper presents a hybrid fraud 

detection framework that integrates supervised learning, anomaly detection, deterministic business rules, and a 

weighted fusion layer into a single operational pipeline. The project combines Gradient Boosting, Random Forest, a 

neural network validator, and Isolation Forest, while a final meta-decision layer consolidates the risk signals into a 

binary fraud judgment. The runtime service further includes merchant blacklisting, rapid transaction monitoring, 

location jump detection, and midnight high-value heuristics for immediate blocking. In addition to explaining the 

models, the paper details the preprocessing flow, feature engineering, model serialization, Flask-based prediction 

service, and transaction history logging. Architecture diagrams, workflow figures, rule charts, and design tables are 

included to show how layered fraud defense can be engineered for clarity, speed, and maintainability. 
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I. INTRODUCTION 

 

The continuous expansion of digital finance has changed the way transactions are initiated, authorized, and monitored. 

Consumers now expect instant payment confirmation, banks rely on real-time authorization, and merchants operate 

across multiple channels and time zones. This convenience, however, has created a parallel opportunity for attackers. 

Fraudsters exploit stolen credentials, account takeover, synthetic identities, merchant abuse, social engineering, and fast 

transaction bursts to hide malicious activity inside otherwise ordinary payment streams. 

 

The fraud detection problem is fundamentally dynamic rather than static. A system that performs well on historical 

examples may still fail when the attacker changes location, transaction velocity, amount distribution, or merchant 

category. For this reason, modern fraud research increasingly combines machine learning with explicit operational 

rules. Reviews in the area emphasize that fraud detection remains a highly active topic because losses continue to rise 

while attack strategies become more adaptive. Ensemble learning, anomaly detection, and explainable thresholds are 

now preferred over single-model approaches when the goal is practical deployment rather than only offline 

benchmarking. 

 

The core design principle behind the proposed system is layered defense. The first layer performs fast deterministic 

checks that can reject obviously unsafe activity in constant time. The second layer performs model-based scoring using 

supervised and unsupervised learners. The third layer fuses the independent outputs into a single decision, reducing 

dependence on any one classifier and improving resilience when the input distribution changes. 

 

Unlike interface-centered demonstrations, the emphasis here is on the analytical and architectural core. The user 

interface can be displayed separately when the final report is prepared, but the journal narrative intentionally focuses on 

data flow, model behavior, rule logic, and the decision path that turns raw transaction fields into a fraud judgment. 
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II. RELATED WORK AND RESEARCH GAP 

 

Fraud detection research has evolved from hand-crafted rule systems toward statistical learning, ensemble methods, and 

deep learning. Earlier approaches relied heavily on logistic regression and decision trees because of their transparency 

and low computational cost. Later work showed that tree ensembles, especially Random Forest and boosted methods, 

often outperform simpler classifiers on fraud tasks because they can capture nonlinear interactions and mixed-type 

features. 

 

Recent studies also point out that many fraud models are evaluated on artificially balanced data, while the operational 

world remains strongly imbalanced. This means that accuracy alone is not enough, and models must be judged by 

recall, false positive rate, stability, and explainability. Another line of work introduces interpretable fraud frameworks 

that pair prediction with threshold tuning and feature explanation, reinforcing the idea that a useful fraud system should 

support human decision-makers rather than simply output a label. 

 

A parallel stream of research uses sequence and graph-based models to encode transaction context, entity relationships, 

and behavior over time. These methods are powerful but can be computationally heavy and harder to explain in a 

student project. The present work occupies the middle ground between overly simple and overly complex solutions. It 

does not attempt to reproduce a large-scale graph neural network, but it goes beyond a single classifier by combining 

multiple learners, a fusion stage, anomaly detection, and a fast rule engine. 

 

III. PROPOSED SYSTEM ARCHITECTURE 

 

The proposed fraud detection system is organized as a layered decision pipeline. Transaction details enter the system as 

structured features, are normalized and adapted to the expected model input, pass through multiple predictive engines, 

and are then combined into a final fraud decision. The key objective of the architecture is to separate concerns: 

preprocessing is kept distinct from prediction, prediction is kept distinct from business rules, and both are kept distinct 

from the logging layer. 

 

The architecture follows five practical stages. First, transaction data and user context are captured. Second, the raw 

values are cleaned and converted into a feature vector suitable for the trained models. Third, the model layer computes 

probabilities or anomaly flags using a supervised ensemble and an unsupervised detector. Fourth, the rule layer applies 

hard constraints that reflect observed fraud behavior, such as blacklisted merchants or rapid repeated transactions. Fifth, 

the output layer stores the decision in local history so that the same account can be analyzed over time. 

 

This organization aligns with layered fraud control principles in modern payment environments, where real-time rules 

are followed by scoring logic and downstream investigation. The structure makes the system easier to explain in a 

journal setting and also makes it more maintainable if the models or rules need to be upgraded later. 

 

 
 

Figure 1. Layered architecture of the proposed fraud detection system. The interface layer is intentionally omitted. 
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Table 1. Major modules of the proposed system 

 

Module Primary function Implementation relevance 

Input capture 
Receives amount, merchant, location, 

and balance information 

Forms the transaction record used by 

the API 

Preprocessing Cleans and adapts raw features 
Ensures model compatibility and 

consistency 

Supervised models 
Estimate fraud probability from 

labeled patterns 
Capture known fraud structures 

Isolation Forest 
Detects unusual behavior without 

labels 
Flags novelty and anomaly 

Fusion layer Combines multiple model outputs 
Improves robustness versus a single 

classifier 

Rule engine Applies hard fraud heuristics 
Blocks obvious high-risk cases 

immediately 

History logger 
Stores decisions and transaction 

events 
Supports traceability and auditability 

 

IV. METHODOLOGY 

 

The methodology is built around the project's current training and inference pipeline. At training time, historical 

transaction data is cleaned, encoded, balanced where appropriate, and then used to train multiple models. At inference 

time, the service receives a transaction request, adapts the feature vector, queries the models, applies deterministic 

rules, and returns a decision. The methodology therefore has two distinct operating modes: a batch-oriented learning 

phase and a low-latency scoring phase. 

 

Data preparation begins by standardizing column names and removing missing values. Categorical fields are label 

encoded and numerical features are scaled with StandardScaler. This matters because models such as logistic regression 

and neural networks are sensitive to feature magnitude. The training pipeline also introduces engineered attributes such 

as amount-to-balance ratio, logarithmic amount transformation, and a location risk proxy. These derived features are 

useful because fraud rarely appears in a single raw field; it emerges through relationships between fields. 

 

Fraud detection is a classic imbalanced learning problem. Fraudulent transactions are rare, and naïve accuracy can be 

misleading because a model that predicts every transaction as legitimate may still appear strong. The training pipeline 

therefore uses SMOTE to rebalance the supervised datasets and help the classifiers learn the minority fraud class. This 

is a pragmatic choice for a project-scale implementation because it improves the model's exposure to minority patterns 

without requiring an extremely large labeled fraud corpus. 

 

At the same time, the paper treats oversampling carefully. In real deployment, class imbalance remains, so a model 

should not be judged only on balanced training partitions. The more important takeaway is that the project uses 

oversampling to help the learners internalize fraud patterns while the final runtime logic still operates on real 

transaction requests. 
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Figure 2. Transaction scoring workflow from feature adaptation to rule checking and audit logging. 

 

V. MODEL STACK AND FUSION STRATEGY 

 

The project uses a multi-model stack rather than a single learner. Gradient Boosting is used as a strong supervised 

learner for one transaction family, Random Forest is used for another, a feed-forward neural network is trained as an 

additional pattern recognizer, and Isolation Forest is used for behavioral anomaly detection. This combination mirrors a 

common pattern in fraud systems: one model captures strong labeled signals, one model captures nonlinear interactions, 

one model captures hidden representation-level patterns, and one model watches for outliers that do not resemble the 

training distribution. 

 

The use of multiple models is not only a performance choice but also a design choice. In practical financial 

environments, no single model is expected to remain optimal indefinitely. Merchant behavior changes, users travel, 

spending habits evolve, and fraudsters adapt. A fusion approach is therefore preferable because it reduces dependence 

on a single inductive bias. The final fusion layer in the project acts as a compact meta-classifier that receives the 

individual risk outputs and converts them into a single binary fraud decision. 
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The neural network in the project serves as a validation layer rather than the only decision-maker. It is deliberately 

lightweight and is used to increase representational diversity in the stack. The final fusion mechanism is a logistic layer 

that consumes the output risks and learns how to combine them. This design is attractive for a journal paper because it 

is easy to explain: supervised classifiers estimate known patterns, anomaly detection estimates unusual behavior, and 

the fusion layer reduces these signals into one actionable score. 

 

 
 

Figure 3. Model stack and fusion emphasis in the proposed design. 

 

VI. RULE-BASED FRAUD POLICIES AND RISK LOGIC 

 

A notable improvement in the current version of the project is the addition of explicit fraud heuristics. These rules are 

not meant to replace machine learning; instead, they act as a fast safety layer that catches obvious high-risk patterns 

before or alongside model scoring. In financial systems, this approach is important because some fraud cases are 

sufficiently clear that they should be blocked immediately, even if the model score is not yet extreme. 

 

The runtime rules implemented in the API include several practical triggers. First, merchant blacklisting is used to stop 

known fraudulent merchant identifiers. Second, location jump detection compares the current transaction location with 

the previous one and flags unrealistic jumps inside a short time window. Third, rapid transaction monitoring counts the 

number of transactions in the last minute and flags users who exceed a threshold. Fourth, a midnight rule marks high-

value activity during late-night hours as suspicious. Fifth, large purchases that consume a large fraction of available 

balance are treated as risky. These rules are deliberately simple because their job is to be interpretable and quick. 

 

The project also uses a weighted risk engine. Instead of assuming that each model contributes equally, the system 

assigns relative influence to the individual outputs. Credit risk receives the highest weight, followed by digital risk, 

neural risk, and behavioral anomaly risk. This design is preferable to a blind average because not all detectors have the 

same maturity or confidence in the same context. 
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Figure 4. Relative contribution of the risk engine components used in the fusion layer. 

 
 

Figure 5. Rule hierarchy used for immediate fraud blocking and downstream model refinement. 

 

Table 2. Operational rule triggers and their purpose 

 

Rule Trigger condition Design purpose 

Merchant blacklist 
Merchant identifier already known as 

suspicious 
Block clearly unsafe entities early 

Location jump 
Large location change within a short 

time interval 

Catch impossible travel or account 

compromise 

Rapid transactions More than three transactions in one Detect burst behavior and automated 
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Rule Trigger condition Design purpose 

minute misuse 

Midnight high value Large amount during late-night hours Flag time-window risk spikes 

High balance depletion Amount close to available balance 
Reduce exposure to large fraudulent 

withdrawals 

 

VII. IMPLEMENTATION AND DEPLOYMENT 

 

The implementation uses a Python-based backend connected to a web-facing transaction flow. The model-training 

pipeline is developed in Python using Pandas for data handling, NumPy for numerical operations, scikit-learn for 

classical machine learning, imbalanced-learn for SMOTE, and TensorFlow/Keras for the neural component. The 

trained models and scalers are serialized with Joblib so that the serving layer can load them without retraining on every 

request. This separation of training and inference is important because it keeps prediction time low and allows the 

system to remain stable during use. 

 

The backend is exposed through a Flask API that accepts JSON transaction input. During inference, the API parses the 

amount, balance, merchant code, and location code, and then constructs the data structures required by the individual 

models. The response includes the fraud flag as well as a risk breakdown so that the decision is not opaque. This is 

useful for debugging, evaluation, and future explainability extensions. 

 

The stored account histories demonstrate that the project is not merely a standalone classifier but a transaction-aware 

system. Login history and payment history are preserved for each user, which makes it possible to inspect repeated 

suspicious behavior and reconstruct sequences of events. The system architecture therefore includes state persistence, 

inference, and logging, which together are the minimum ingredients for a realistic fraud prototype. 

 

From an engineering perspective, the implementation is intentionally modular. Each script owns a specific 

responsibility: the training script constructs the model package, the API script performs prediction, and the 

HTML/CSS/JavaScript files provide the application shell. This separation improves code readability and makes the 

project easier to explain in a viva or publication context. 

 

 
 

Figure 6. Login page 
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Figure 7. Dashboard page 

 

 
 

Figure 8. Send Money page 
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Figure 9. Payment History page 

 

VIII. EVALUATION AND DISCUSSION 

 

A full publication-grade fraud paper normally reports benchmark metrics such as precision, recall, F1-score, ROC-

AUC, and false positive rate. The current project, however, is designed primarily as an engineering prototype and 

therefore emphasizes system behavior, decision logic, and architectural completeness. The most relevant evaluation 

question is whether the system can process transactions consistently, apply the correct rules, and maintain a clear 

separation between model evidence and deterministic safety checks. On that basis, the current implementation is strong 

because it already provides layered detection, interpretable outputs, persistence, and a real-time API. The most 

important technical advantage of the proposed design is that it does not depend on a single detector. Fraud data are 

noisy, class-imbalanced, and temporally unstable. An ensemble can absorb some of this instability, while the rule layer 

provides immediate control over the most obvious abuses. The anomaly detector adds a useful complement because 

fraudsters do not always resemble the historical fraud class; some attacks appear first as outliers in behavior, location, 

or timing before they become recognizable in labels. 

 

A second advantage is operational transparency. Because the API returns separate risk components, a rejected 

transaction can be understood in terms of which model or rule contributed most strongly. That makes the system easier 

to defend in an interview, easier to debug during development, and easier to extend into a more formal explainability 

layer later. Recent research increasingly highlights that interpretability is not optional in fraud detection, especially 

where analysts must justify a decision to a customer or compliance team. The main operational risks are threshold 

miscalibration, concept drift, input inconsistency, explainability gaps, and rule explosion. Each of these has a 

corresponding mitigation in the architecture: weighted fusion instead of a blind average, periodic retraining, feature 

adaptation, history logging, and a small interpretable rule set. In long-term extensions, the system can be upgraded with 

sequence learning, graph-based relations, or federated learning. 
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Table 3. Operational issues and mitigations 

 

Operational issue Risk if ignored Mitigation in the proposed design 

Threshold miscalibration 
Too many false positives or false 

negatives 

Use weighted fusion and tune 

decision threshold 

Concept drift 
Old fraud signatures become less 

useful 

Retrain models periodically and 

update rules 

Input inconsistency 
Model receives malformed or 

incomplete requests 

Validate and adapt features before 

scoring 

Explainability gap Hard to justify rejected payments 
Return separate risk components and 

history records 

Rule explosion 
Too many ad hoc checks reduce 

maintainability 

Keep the rule layer short, 

interpretable, and auditable 

 

IX. CONCLUSION AND FUTURE WORK 

 

This paper presented a professional journal-style description of a hybrid fraud detection system for digital payments. 

The system combines feature preprocessing, SMOTE-assisted training, supervised learning, neural validation, anomaly 

detection, weighted fusion, and deterministic fraud rules into a coherent operational pipeline. The architecture is 

intentionally layered so that immediate risks can be blocked quickly while more ambiguous cases are evaluated by 

multiple models. The proposed design is suitable for digital banking prototypes, payment gateways, and educational 

demonstrations where explainability and response time matter. Its main contribution is not a single high benchmark 

number but a robust and well-modeled decision pipeline that can be extended in several directions. Future 

improvements may include a temporal transaction sequence model, graph-based entity linkage, calibrated threshold 

tuning, and a formal evaluation suite with ROC and confusion-matrix reporting. Overall, the project shows that a fraud 

system can be made both understandable and operational when machine learning is combined with explicit rules and a 

well-designed inference service. That balance is especially valuable for academic projects, where the goal is not only to 

build something that works, but to build something whose design can be clearly explained, defended, and improved. 
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