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ABSTRACT: Automation is critical for keeping system stability and performance across vast networks and server
infrastructures in today's IT environments. Manual monitoring of server resources (CPU, memory, disk usage etc.) is
time consuming and prone to human errors. In order to relief these issues, this project aims to implement an automated
System Health Monitoring framework with Python, Prometheus and Grafana. An automation script implemented in
Python connects via SSH to multiple servers, gathers live system metrics, parses them, and exposes them to Prometheus
for continuous monitoring. These metrics are visualized and explored via Grafana, which gives the systems team
immediate insight into how well the system is performing as well as what resources are being consumed. It helps in early
failure detection, helps with operational efficiency & reduces manual monitoring tasks. Such an automation approach
incorporates high reliability, scalability and improved visibility across multi-vendor environments (Linux, AIX and
Solaris servers).

KEYWORDS: System Health Monitoring, Python Automation, Prometheus, Grafana, SSH Monitoring, Server
Performance, Distributed Systems.

L. INTRODUCTION

Today’s enterprise IT infrastructures consist of broad ranges of server platforms and operating systems, including
environments such as Linux, AIX, and Solaris. An important operational requirement is to ensure that such systems are
always available and performing at their best. But traditional system health monitoring techniques rely heavily on manual
intervention, as administrators log into specific servers and check CPU, memory, disk and running process utilization.
This approach does not only lead to lags, inconsistencies, and high operational overhead; it also is not a very scalable
solution. Hundreds of servers in an infrastructure make manual health checks impossible and not proactive but reactive.
Challenges such as delayed fault detection, inconsistent command outputs across disparate operating systems and a lack
of central visibility can lead to increasing down time and decreasing reliability of the service. The only solution to
overcome these challenges is an Automated, Centralized, Scalable monitoring system which can work in all types of
server environments.

The automated server health monitoring framework presented in this paper uses Prometheus for metric aggregation and
alerting, Grafana for visualization, and Python for SSH-based metric collection. The solution reduces manual monitoring
efforts by about 80% and offers real-time insights into system performance while integrating seamlessly into enterprise
environments.

II. RELATED WORKS

Early methods of system monitoring relied on scheduled cron jobs, manual inspection, and simple shell scripting.
Although these techniques were more efficient than completely manual checks, they lacked real-time alerting capabilities,
scalability, and centralized reporting, particularly in heterogeneous environments with Solaris, AIX, and Linux systems.

Although they introduced visualization and alerting features, centralized monitoring platforms like Nagios, Zabbix, and

Datadog frequently have complicated configurations, expensive licensing, or few customization options. Prometheus's
adaptable data model, pull-based architecture, and native alerting support have made it a popular choice in light of recent
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developments in open-source monitoring tools. By offering sophisticated dashboards for historical trend analysis and
real-time visualization, Grafana enhances Prometheus.

Because of its vast ecosystem and libraries, including the Prometheus client library for metric exposure and Paramiko for
SSH connectivity, Python has become a dominant language for infrastructure automation. Together, these technologies
make it possible to create scalable, affordable, and adaptable monitoring systems that are appropriate for contemporary
business settings.

II1. PROPOSED SOLUTION

To address this challenge, this work presents an automated monitoring system implemented in Python, Prometheus, and
Grafana. The developed solution makes use of a Python-based script to establish secure SSH connections with multiple
servers and collect key system health metrics like CPU utilization, memory usage, disk space consumption, and the
number of active running processes. As this monitored environment consists of heterogeneous operating systems, the
command outputs collected are parsed and standardized to make sure that all metric representations come out uniformly.
Processed metrics will then be exposed through a Prometheus-compatible endpoint and are kept updated at regular
intervals inside a time-series database. Prometheus will keep assessing these metrics against configured threshold values
and send alerts in case abnormalities occur--for example, excessive CPU usage. Grafana helps in retrieving stored metrics
from Prometheus, which are finally visualized in interactive dashboards to facilitate real-time monitoring, detailed
analysis of historical trends, as well as thorough analysis of server activity in detail. The proposed model has been created
to ensure it can be scaled to accommodate more servers seamlessly without compromising its performance in any way.
The model will be able to minimize monitoring activities by approximately 80 percent by employing a health check
process along with a measure to include timeouts as well.

IV. TECHNICAL CONVENTIONS

This section outlines the conventions applied to the writing, notation, and the metrics used in this paper. The IEEE
formatting template was applied after all technical content was completed to maximize the quality of the content. Standard
abbreviations are defined at first use, and the metrics for system performance (CPU, memory, and disk) are expressed in
percentage ranges, derived from the utilized the operating system's reporting features. Presentation features such as manual
pagination and numbering are managed by the IEEE template to keep everything uniform.

A. Abbreviations and Acronyms

Every acronym and abbreviation used in this work is defined at the point where it appears. For readers who are not
familiar with the terminology used in distributed infrastructures and system monitoring, this approach guarantees clarity.
The following are important acronyms used in this paper:

A cryptographic network protocol called SSH (Secure Shell) is used to provide safe remote server access.

The central processing unit, or CPU, is a server system's main processing component.

Random Access Memory, or RAM, is volatile memory used to run active processes.

An interface that facilitates communication between software components is called an API (Application
Programming Interface).

The operating system, or OS, is the software that controls the hardware and software resources.

IBM's UNIX-based operating system is called AIX (Advanced Interactive Executive).

B. Units

The International System of Units, or SI, is the primary unit used in this paper to represent all measurable quantities
associated with system performance.

Examples consist of:

e CPU utilization as a percentage (%)

e Gigabytes (GB) are used to express memory capacity.

o Gigabytes (GB) are used to measure disk usage.

e Time intervals measured in seconds (s)
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To avoid confusion when interpreting metrics, mixed unit systems are avoided. Abbreviations and spelled-out units are
not combined; instead, units are written consistently. For instance, disk capacity is not expressed in mixed forms like
"gigabytes/GB," but rather as "gigabytes" in text and "GB" in figures.

To preserve numerical clarity, decimal values always contain a leading zero (e.g., 0.75, not.75). The system health metrics
gathered from Linux, AIX, and Solaris servers are accurately interpreted thanks to these conventions.

C. Equations

The system health monitoring framework uses percentage-based CPU, memory, and disk resource utilization metrics to
assess server performance. These metrics are used in Prometheus and Grafana for threshold-based alerting and
visualization. They are derived from operating system-reported values.

The following is a definition of the utilization metrics:

CPU used

CPU —_—
usage CPU total X 100

Memo Memory used
TY usage “Memory total
Disk used

Disk —_
S8 pisk total X

V.APPROACH AND FLOW

It describes the overall approach, methodology, and workflow to be followed for the design and implementation of the
automated and scalable server health monitoring system. The approach puts much emphasis on the automation of metric
collection, ensuring secure communication with real-time visualization and alerting across heterogeneous server
environments.

A. Methodology

An Agile-based methodology was adopted for the development of the proposed system. The project was implemented in
iterative phases, allowing continuous testing, validation, and refinement of features.

The methodology involves:

Identifying system health metrics such as CPU utilization, memory usage, and disk consumption.

Establishing secure SSH-based connections to Linux, AIX, and Solaris servers using Python.

Collecting and normalizing system metrics across different operating systems.

Exposing the collected metrics through a Prometheus-compatible /metrics endpoint.

Storing and evaluating metrics using Prometheus with threshold-based alerting.

Visualizing real-time and historical metrics using Grafana dashboards.

This structured approach ensures scalability, reliability, and minimal manual intervention in monitoring large server
infrastructures.

B. Workflow

The workflow of the proposed system health monitoring method can be explained as depicted below: Initially, the server
details are added/configured with the centralized configuration file. As such, the dynamic inclusion of Linux, AIX, and
Solaris hosts can be made.

Once the host is set up, the monitoring system will now establish connections to each server securely through SSH
authentication. It will be able to use various authentication methods, including password and key authentication. After
establishing a connection successfully, health metrics are collected from servers. This involves obtaining critical health
metrics like CPU, memory, disk, and active processes. In this case, these metrics are retrieved from servers. However, to
make such metrics uniform across various operating systems, the command-line outputs are processed.

The normalized metrics are then made accessible through the /metrics endpoint, implemented in Prometheus-compatible

fashion, by the exporter that is based on the Python code. The metrics are periodically scraped by Prometheus, making
use of their time series database.
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Grafana queries for the stored metrics from Prometheus using PromQL and visualizes them through its interactive
dashboards, which provide real-time visualization of server health and performance trends.

During this phase, the system checks whether predefined threshold values have been breached. An alert notification will
be sent in case any metric crosses the configured limits; otherwise, if there's no threshold breach, then the system will

continue with the monitoring cycle without an interruption.

This workflow provides a continuous, automated, and scalable monitoring of server health with proactive alerting and
centralized visualization.

C. Tables

TABLEI. TECHNOLOGY STACK USED

COMPONENT TECHNOLOGY PURPOSE
USED
MONITORING SCRIPT | PYTHON 3 METRIC
COLLECTION AND
PARSING
METRIC STORAGE PROMETHEUS TIME-SERIES
STORAGE  AND
ALTERING
VISUALIZATION GRAFANA DASHBOARDS
AND TREND
ANALYSIS
COMMUNICATION | SSH SECURE REMOTE
ACCESS
DEPLOYMENT DOCKER SERVICE
COMPOSE ORCHESTRATION

TABLE II. SUPPORTED OPERATING SYSTEM

OPERATING VERSION TYPE MONITORING

SYSTEM METHOD

LINUX RHEL / UBUNTU | SSH-BASED
COMMANDS

AIX IBM UNIX SSH-BASED
COMMANDS

SOLARIS ORACLE UNIX SSH-BASED
COMMANDS

TABLE III. MANUAL VS AUTOMATED MONITORING

ASPECT MANUAL AUTOMATED
MONITORING MONITORING

EFFORT HIGH LOW

REQUIRED

MONITORING PERIODIC CONTINUOUS

FREQUENCY

SCALABILITY LIMITED HIGH

ERROR HIGH LOW

PROBABILITY

RESPONSE TIME SLOW FAST

TABLE1V. TABLE V. TABLE VI.
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D. Architecture Diagram
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Fig.1 Architecture Diagram

The proposed system's architecture is modular and safe because it is built in layers. There is an infrastructure layer with
different types of servers, a security layer that lets SSH encrypted communication, a monitoring layer that uses a Python
exporter, and a layer that focuses on monitoring and storing information through Prometheus. Docker Compose is the
layer that handles deployment, and Grafana is the layer that handles visualization. It makes it possible to watch servers
in different places from one central location.

E. Libraries used

» Paramiko: This Python module is essential for making SSH connections to remote servers. It securely executes
commands on those servers and helps gather system data efficiently.

« time: Used to handle timing operations like pausing the program briefly, tracking elapsed time, or setting up scheduled
checks at regular intervals.

* 0s: Provides tools for interacting with the underlying operating system, such as verifying available disk space, managing
folders for storing logs, and working with file paths dynamically.

* sys: Grants access to system-specific variables and command-line inputs, which makes it easier to supply server lists or
runtime parameters to the monitoring script.

» paramiko_expect (SSHClientInteraction):Facilitates interactive SSH sessions by allowing commands that require
ongoing interaction (like top or tail commands) to run and capture their output automatically.

« glob: Helps fetch lists of files from directories based on patterns, which is handy for collecting multiple logs across
servers for further analysis.

 multiprocessing (Process): Allows the program to launch multiple monitoring tasks simultaneously, so several servers
can be checked in parallel without causing delays.

« prometheus_client: Enables the Python script to expose metrics in a format that Prometheus can scrape, store, and then
visualize through Grafana dashboards.

* json: Used for formatting collected system information and metrics into JSON, making the data structured and easy for
other services like Prometheus to consume.
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- _____________________________________________________________________________________|
VI. OUPUTS AND DIAGRAM

Fig 2. Grafana visual-1

Fig 4. Grafana visual-3

Fig 5. Grafana visual-4
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Fig 6 Prometheus Dashboard 1

Fig 7 Prometheus Dashboard 2

Manual vs Automated System Health Monitoring
100} 100%

80 |
60 |-

40 |

Effort Required (%)

20}

Manual Monitoring Automated Monitoring

Fig.8 Manual vs Automated System monitoring
VII. CONCLUSION

It talks about the idea of using Python, Prometheus, and Grafana to make an automated system health monitoring solution
for server environments that are different from each other. It lets you safely and continuously collect CPU, memory, and
disk metrics from the systems while also giving you a central view and proactive alerts. The solution replaces manual

health checks, which makes it easier to scale, more reliable, and more efficient to run. It also lets you monitor Linux,
AIX, and Solaris servers in real time.

VIII. LITERATURE SURVEY

System health monitoring The area has been well studied. All large IT systems in business and government have to keep
up their availability and performance. Traditionally, administrators would get into each server by the root or privileged
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user login and run some simple commands such as 'ps' (process status), to find out what CPU, memory and disk is being
used. The disadvantage of solitary man operation combined with historical checking method is that it inevitably leads to
an expanded possibility for failure in all those areas. Very rare or even nonexistent, therefore, must be one system which
unattended that ingenuity itself became too much work exerted on behalf of machines Early attempts to automate
monitoring and usage employed shell scripts with cron jobs. Although these routines improved efficiency, they provided
both conventional reports in a clumsy manner. We had no real-time statistics, alerting capabilities across poly-OS
environments such as Linux, AIX, and Solaris. Newer solutions are built on stacks that leverage central monitoring systems
like Nagios, Zabbix and Datadog that used for visualization and alerting. But these are often quite complicated to configure,
may have associated licensing costs or lack the ability to customize as needed. Recently, Prometheus has emerged as a
popular option for an open-source, time-series database specialized in metrics monitoring. It has a flexible data model, an
alerting system built in, and works with custom exporters, which makes it a good choice. Grafana also offers rich,
interactive dashboards that make it easier to keep an eye on things and fix problems. Python is also a popular choice for
making custom monitoring tools because it is flexible and has a lot of libraries and frameworks. Libraries like Paramiko
(for SSH connections), Regex (for parsing command outputs), and the Prometheus client library (for metric exposure)
make it easier to build strong, automated monitoring solutions.
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