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ABSTRACT: The rapid evolution of the Internet of Things (IoT) has significantly impacted the healthcare industry by 

introducing smart, efficient, and real-time patient monitoring systems. IoT-based healthcare monitoring systems use 

various interconnected devices such as wearable sensors and smart medical devices, as well as cloud-based systems, for 

real-time collection and analysis of patient health data. These systems enable remote monitoring of various health 

parameters, such as heart rate, body temperature, blood pressure, and oxygen levels, thereby minimizing the need for 

frequent patient visits and enabling prompt medical intervention. 

 

This paper provides a comprehensive review of IoT-based smart healthcare monitoring systems, particularly focusing 

on recent developments from 2020 to 2025. Various IoT-based healthcare monitoring system architectures, 

communication systems, and sensors used for healthcare monitoring systems are discussed in this paper. The 

integration of IoT-based systems with various technologies such as Artificial Intelligence and cloud computing has 

further enhanced data analysis and decision-making capabilities. Although various benefits of IoT-based healthcare 

monitoring systems have been identified, certain challenges and difficulties act as barriers for its adoption. 

 

The study demonstrates the potential of IoT in revolutionizing the health sector in the following areas: patient care, cost 

reduction in health, and continuous monitoring. Future research should be directed towards developing a secure, 

scalable, and intelligent health system. 
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I. INTRODUCTION 

 

Healthcare systems worldwide are in a dynamic stage of development due to the advancements in digital technologies. 

Among these technologies, the Internet of Things (IoT) has gained popularity as a revolutionary technology for the 

real-time monitoring and management of patient health. IoT-based smart health technologies use devices such as 

wearable sensors, smart medical devices, and wireless communication technologies to collect and transmit health 

information. This allows health practitioners to remotely monitor patients and track their health conditions, thereby 

minimizing the need for frequent hospital visits. 

 

In traditional health systems, patient health is monitored only in hospitals and during checkup sessions. This often leads 

to a delay in the detection of critical health conditions. IoT-based health technologies have removed these barriers and 

offer real-time monitoring of health conditions such as heart rates, body temperature, blood pressure, and oxygen 

levels. These technologies can immediately notify doctors and caregivers in case of any abnormalities in patient health 

conditions. 

 

Additionally, the integration of IoT technologies with other technologies such as cloud computing, Artificial 

Intelligence (AI), and machine learning improves data processing, analysis, and decision-making. This enables 
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predictive health care in which health risks are identified before they become major health issues. Smart health care 

systems also reduce health care costs and increase access to health care services in remote areas. 

 

However, various challenges affect the implementation of health care systems that use IoT technologies. Among these 

challenges are security concerns, privacy issues, network reliability, and compatibility of various devices used in health 

care systems. Therefore, it is essential to consider these challenges in order to ensure efficient use of IoT technologies 

in health care systems. The paper provides a comprehensive review of health care systems that use IoT technologies in 

smart health care monitoring systems. It explores recent advancements in health care systems that use IoT technologies, 

various technologies used in health care systems that use IoT technologies, various applications of health care systems 

that use IoT technologies, and various challenges associated with health care systems that use IoT technologies. 

 

II. REVIEW OF EXISTING PAPER 

 

1. IoT-Based Smart Healthcare Monitoring Systems — Patel et al. (2021) 

Patel et al. (2021) have given a detailed review on IoT-based smart health care monitoring systems. This study 

emphasizes the importance of various IoT devices, like wearable sensors, in health care monitoring systems. It also 

emphasizes that various wireless communication technologies are used in health care systems to increase efficiency in 

health care services. However, various difficulties were also identified in the study. 

 

2. IoT-Based Health Monitoring System — Reddy et al. (2022) 

Reddy et al. (2022) presented an IoT-based health monitoring system that uses sensors to collect health information 

from the patient and transmit the information. The system concentrates on monitoring vital health information such as 

heart rate and body temperature. According to the research, IoT can enhance health care by sending alerts in time. 

However, there are challenges such as network connectivity and device reliability. 

 

3. Smart Healthcare Systems Using IoT — Al-Shaikhli & Al-Hilali (2020) 

In a paper published by Al-Shaikhli and Al-Hilali (2020), they discussed various IoT-based smart healthcare systems 

along with their architecture. In this paper, they have discussed the integration of IoT in the field of health care. They 

concluded that IoT has a huge potential in health care but still faces various issues in terms of compatibility and 

security. 

 

4. IoT-Based Patient Monitoring System — Singh & Gupta (2023) 

In another study, Singh and Gupta (2023) have emphasized on the design and implementation of IoT-based patient 

monitoring. The IoT-based patient monitoring system allows for continuous patient monitoring and sends alerts for any 

abnormality. The study shows the efficiency of IoT technology for patient safety. The IoT-based patient monitoring 

system is facing challenges such as delays in transmitting patient data and power consumption. 

 

5. IoT in Healthcare: Applications and Challenges — Kumar & Tiwari (2024) 

Kumar & Tiwari (2024) presented various applications of IoT in healthcare along with the challenges faced in its 

implementation. In the paper, the applications of IoT in remote patient monitoring and smart hospitals are discussed. In 

addition, the challenges faced in the implementation of IoT in healthcare, such as privacy, security, and standardization, 

is presented. 

 

6. AI and IoT for Smart Healthcare Monitoring — Zhang et al. (2025) 

In the study by Zhang et al. (2025), the authors sought to examine the integration of Artificial Intelligence and IoT for 

smart healthcare monitoring. Based on the study, the integration of Artificial Intelligence and IoT enhances the analysis 

of data. However, the authors noted the challenges associated with the approach, including the computational cost. 

 

7. IoT-Based Remote Patient Monitoring Systems — Ahmed et al. (2021) 

Ahmed et al. (2021) conducted a survey on “IoT-based remote patient monitoring systems.” In the paper, different 

architectures for continuous health monitoring are discussed. According to the authors, such systems enhance the 

accessibility of health care but experience challenges such as network reliability and security. 
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1. Security and Privacy in IoT Healthcare Systems — Mosenia & Jha (2020) 

Mosenia and Jha (2020) discussed the security and privacy concerns of the IoT in healthcare systems. In their research, 

the focus was on the security concerns of the system, such as data breaches and unauthorized access. 

 

2. Healthcare IoT: Applications and Challenges — Javaid et al. (2022) 

Javaid et al. in their paper published in 2022 have given an overview of various applications of healthcare IoT along 

with its challenges. In this paper, various benefits have been discussed along with various challenges that are being 

faced in the field of IoT. 

 

3. IoT-Based Smart Health Systems — Habibzadeh et al. (2025) 

Habibzadeh et al. (2025) discussed a review of IoT-based smart health systems and their architectures. The paper is 

focused on integrating IoT technology with cloud computing for data storage and processing. The authors conclude that 

IoT-based systems in healthcare improve healthcare delivery; however, they still have some issues in terms of 

scalability. 

 

III. COMPARISON WITH EXISTING PAPER 

 

From the comparison of existing studies on IoT-based smart healthcare monitoring systems, it can be identified that 

most researchers are focused on real-time patient monitoring systems, remote healthcare services, and advanced 

technologies like cloud computing and AI. In early studies, researchers like Mosenia & Jha (2020) and Al-Shaikhli & 

Al-Hilali (2020) have mainly focused on system architecture and security challenges in IoT-based smart healthcare 

systems. In recent studies, researchers like Zhang et al. (2025) and Habibzadeh et al. (2025) have focused on advanced 

technologies like AI and cloud computing to enhance the performance of the system. In addition to these advantages, 

various studies have identified certain limitations in implementing IoT-based smart healthcare systems. These common 

limitations identified in various studies are data security and privacy issues, network dependence, interoperability 

issues, and high computational requirements. From the comparison of various studies on IoT-based smart healthcare 

systems, it can be identified that even though it has significant potential to revolutionize patient care services, certain 

improvements are still required to enhance the system's performance. 

 

Author & Year Method / Approach Key Contribution Advantages Limitations 

Patel et al. (2021) 
IoT-based wearable 

and sensor systems 

Comprehensive review of 

smart healthcare systems 

Real-time monitoring, 

improved efficiency 

Security and privacy 

issues 

Reddy et al. 

(2022) 

Sensor-based health 

monitoring system 

Monitors vital parameters 

like heart rate and 

temperature 

Early detection, real-

time alerts 

Network 

dependency 

Al-Shaikhli & Al-

Hilali (2020) 

IoT healthcare 

architecture review 

Discusses system design and 

integration 

Improves remote 

diagnostics 

Interoperability 

issues 

Singh & Gupta 

(2023) 

IoT patient 

monitoring system 

Real-time monitoring and 

alert system 
Enhances patient safety 

Data transmission 

delays 

Kumar & Tiwari 

(2024) 

IoT applications 

review 

Covers applications and 

challenges 

Cost-effective 

healthcare solutions 

Lack of 

standardization 

Zhang et al. 

(2025) 
AI + IoT integration 

Combines AI with IoT for 

better analysis 

High accuracy, 

intelligent decisions 

High computational 

cost 

Ahmed et al. 

(2021) 

Remote monitoring 

system 

Survey of IoT-based remote 

healthcare 
Improves accessibility 

Network reliability 

issues 

Mosenia & Jha 

(2020) 

Security-focused 

study 

Focus on privacy and security 

challenges 

Highlights 

vulnerabilities 

Security risks in 

data handling 

Javaid et al. 

(2022) 

Healthcare IoT 

overview 

Applications and benefits in 

healthcare 

Reduced cost, better 

monitoring 

Data management 

challenges 

Habibzadeh et al. 

(2025) 

IoT + Cloud 

computing 

IoT system integration with 

cloud 

Scalable and efficient 

systems 

Deployment 

challenges 



© 2026 IJIRCCE | Volume 14, Issue 3, March 2026                                       DOI: 10.15680/IJIRCCE.2026.1403090 

 

IJIRCCE©2026                                                 |     An ISO 9001:2008 Certified Journal   |                                                         2263 

IV. RESEARCH GAP 

 

However, despite major advancements in IoT-based smart healthcare monitoring systems, some gaps in research need 

to be filled for efficient and reliable implementation of these systems in real-world applications. Firstly, security and 

privacy of data are major areas of concern, as data in healthcare applications is highly sensitive and prone to cyber 

attacks. However, in existing systems, there is a lack of proper encryption and authentication of data. Secondly, a major 

problem in existing systems is interoperability, as different IoT devices and healthcare systems are not completely 

compatible with each other. Thirdly, network dependency and connectivity are major issues faced by IoT systems, 

especially in rural areas where proper internet connectivity is not always available, which reduces the reliability of real-

time monitoring systems. 

 

Another significant gap is the lack of standardization in IoT healthcare frameworks. This makes it challenging to 

deploy a standardized IoT framework in various environments. In addition, some IoT applications in healthcare require 

high computational capabilities and power consumption. These are significant barriers to scalability and usage in 

wearable and portable devices. However, the majority of the proposed IoT models in healthcare focus only on data 

collection and transmission. There is a need for advanced intelligent decision-making mechanisms that can analyze data 

and make accurate predictions using AI and ML techniques. Another gap in IoT-based healthcare is the lack of 

validation in real-world applications. Most proposed IoT-based healthcare systems are validated in a simulated 

environment instead of a real-world environment. This is a significant gap in IoT-based healthcare. To bridge these 

research gaps, it is possible to develop a secure, efficient, scalable, and intelligent IoT-based healthcare system that can 

provide significant improvements in patient care and healthcare services. 

 

V. CONCLUSION 

 

The IoT-based smart healthcare monitoring systems have greatly impacted the healthcare industry by enabling real-

time, continuous, and remote patient monitoring. The integration of IoT technology with other emerging technologies 

such as cloud computing and Artificial Intelligence improves the accuracy, efficiency, and reliability of healthcare 

services. The IoT-based smart healthcare monitoring systems enable healthcare professionals to remotely monitor 

patient health parameters such as heart rate, temperature, and blood pressure. This improves early disease detection and 

ensures prompt medical interventions. The IoT-based smart healthcare monitoring systems have greatly impacted the 

healthcare industry by enabling early disease detection, reducing hospital visits, and lowering healthcare costs. The 

review of existing literature on IoT-based smart healthcare monitoring systems reveals that these technologies have 

several advantages, including patient care, accessibility, and efficient management. However, there are several 

challenges that need to be addressed, such as data security and privacy concerns, network reliability, interoperability, 

and high implementation costs. The IoT-based smart healthcare monitoring systems have not been sufficiently 

validated and standardized, and these challenges need to be addressed. 

 

The focus for future research should be on building a secure, scalable, and energy-efficient IoT-based health care 

system that is interoperable and provides strong security. Intelligent algorithms can be integrated for further 

improvement in decision-making. Thus, IoT has the potential to revolutionize health care in the near future by offering 

a smart, connected, and patient-centric solution for modern health care needs. 
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