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ABSTRACT: Money laundering remains a critical challenge threatening financial systems worldwide, compounded by 
increasingly sophisticated criminal tactics and limitations of traditional rule-based AML systems. This paper presents a 
comprehensive review of recent advancements in Artificial Intelligence (AI) and Machine Learning (ML) approaches 
tailored to anti-money laundering (AML), with a specific emphasis on network and behavioural analytics. Employing a 
systematic PRISMA-guided methodology, it synthesizes current literature focusing on supervised, unsupervised, and 
deep learning models, including graph neural networks and explainable AI techniques that enhance detection accuracy 
and operational efficiency. Key challenges such as false positives, data imbalance, privacy constraints, and regulatory 
compliance are discussed. The review highlights emerging trends including real-time adaptive monitoring, synthetic data 
generation, and human-in-the-loop frameworks to address evolving laundering schemes. Future research directions 
emphasize multimodal data integration, privacy-preserving AI, and standardized evaluation to foster transparent, ethical, 
and effective AML systems. This review provides valuable insights for researchers, practitioners, and regulators aiming 
to advance AI-enabled AML solutions in increasingly complex financial landscapes. 
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I. INTRODUCTION 

 
Money laundering poses a significant threat to global financial systems, with an estimated 2 to 5% of the world’s GDP 
involved in illicit flows annually [1]. The rapid digitization and globalization of financial services have magnified these 
challenges, enabling sophisticated laundering techniques through digital channels such as cryptocurrencies and online 
banking platforms [2]. Traditional Anti-Money Laundering (AML) systems, relying chiefly on static rule-based 
frameworks and manual transaction reviews, are increasingly insufficient in detecting the complex and evolving nature 
of financial crime [3]. These legacy approaches generate high false positive rates, overwhelming compliance teams and 
impeding effective intervention. 
 
Artificial Intelligence (AI) and Machine Learning (ML) offer transformative potential to overcome these limitations by 
uncovering hidden patterns within vast transactional datasets and adapting dynamically to new laundering tactics [4] [5]. 
Advanced approaches, including deep learning and graph-based analytics, enable nuanced behavioural and network 
analysis that reveal multi-layered illicit activities invisible to conventional systems [6] [7]. Integrating explainable AI 
further enhances regulatory compliance by providing transparent and interpretable decision support [8] [9]. This paper 
systematically reviews contemporary AI and ML techniques applied to AML, focusing on network and behavioral 
analytics, and discusses their effectiveness in reducing false positives, improving operational efficiency, and meeting 
regulatory demands. It also highlights challenges and outlines future research pathways for creating robust, adaptive, and 
ethical AML frameworks. 

 

II. METHODOLOGY 
 
This literature review follows the PRISMA guidelines to systematically identify, screen, and analyze peer-reviewed 
studies that apply AI and ML techniques to AML. Academic databases Scopus and Google Scholar were searched with 
a focus on publications from 2020-2025 covering network analysis, behavioural modeling, and advanced detection 
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algorithms. The inclusion criteria targeted works proposing or evaluating AI/ML models specifically for AML or 
financial crime detection, especially those emphasizing graph analytics and user behavioural analysis. Non-English 
papers, rule-based system reports without AI integration, and non-full-text abstracts were excluded. After deduplication 
and relevancy screening, a final set of impactful studies formed the basis of this review to synthesize current trends, 
challenges, and future research directions. 

 

III. OVERVIEW OF ANTI-MONEY LAUNDERING TECHNIQUES 

 
Traditional Anti-Money Laundering (AML) systems primarily rely on fixed rule-based frameworks and manual 
investigations, using predefined thresholds and transaction typologies to flag suspicious activities [10] [11]. While 
straightforward to implement, these static systems exhibit poor scalability and weak adaptability to the evolving 
landscape of money laundering tactics that increasingly exploit novel financial channels and technologies [7] [12]. 
Consequently, high false positive rates overwhelm compliance teams with benign alerts, causing alert fatigue and 
diverting investigative resources from genuine threats [13] [14]. Fragmented regulatory requirements across jurisdictions, 
combined with limited enforcement resources, further impede effective mitigation [15] [16]. Moreover, traditional AML 
tools struggle with the analysis of unstructured data and complex relational patterns involving multi-hop transactions, 
limiting their ability to uncover hidden laundering networks and sophisticated layering schemes [17] [18]. These 
technological and data limitations underscore the urgent need for advanced, intelligent AML methodologies capable of 
dynamic pattern recognition, behavioural analytics, and network-based detection to enhance efficiency, precision, and 
regulatory compliance. 

 

IV. EMERGENCE OF AI AND ML IN AML 

 
Artificial Intelligence (AI) and Machine Learning (ML) are transforming Anti-Money Laundering (AML) by enabling 
dynamic, adaptive systems capable of detecting novel laundering methods and uncovering hidden patterns across vast 
and heterogeneous financial data [4] [5]. Moving beyond static rule-based systems, these technologies utilize supervised 
and unsupervised methods along with deep neural networks and graph-based models to capture complex temporal and 
relational features often missed by traditional approaches [7] [6]. Graph Neural Networks (GNNs), especially those 
employing attention mechanisms, have shown remarkable ability to model multi-hop financial relationships and detect 
layered laundering schemes effectively [19]  [17]. AI-powered AML reduces false positives by intelligently prioritizing 
suspicious cases and integrating diverse data sources such as customer profiles, transaction histories, and network 
connections [20]. Real-time transaction monitoring supported by AI accelerates timely interventions required by 
regulations [21]. Additionally, Natural Language Processing (NLP) techniques extend AML capabilities by analyzing 
unstructured external information like corporate registries and news feeds, enhancing risk assessments with contextual 
intelligence [22]. These advances position AI/ML as critical tools for modernizing AML frameworks in increasingly 
complex financial ecosystems. 

 

V. AI AND MACHINE LEARNING APPROACHES TO AML 

 
Anti-Money Laundering (AML) increasingly leverages a wide range of Artificial Intelligence (AI) and Machine Learning 
(ML) models to improve detection accuracy and operational efficiency [23]. Supervised learning algorithms such as 
logistic regression, XGBoost, and random forests utilize labelled transaction data to classify suspicious activities and 
prioritize alerts, effectively reducing investigator workload [24].Unsupervised techniques, including clustering methods 
like k-means and anomaly detection through autoencoders, identify novel laundering patterns without the need for 
labelled data, thus addressing the challenge of unknown typologies [25] [26]. Deep learning models, especially Recurrent 
Neural Networks (RNNs) with attention mechanisms, capture temporal dynamics in transaction sequences, while Graph 
Neural Networks (GNNs) excel in modelling complex relational structures within financial networks, enabling detection 
of multi-layered laundering schemes [7] [19] [27]. Innovations in graph attention networks (GAT) further improve 
detection precision by dynamically weighting relational importance [19]. Ensemble and hybrid models that combine 
supervised, unsupervised, and deep learning approaches offer robust classification performance, balancing detection 
accuracy and false positive reduction [28] [23].  
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VI. REDUCING FALSE POSITIVES AND ENHANCING OPERATIONAL EFFICIENCY 

 
False positives continue to pose a major challenge in Anti-Money Laundering (AML) systems due to the complexity of 
transaction patterns and the severe class imbalance where illicit transactions represent a minuscule proportion of all 
financial activities  [7] [28]. To mitigate these issues, advanced AI techniques such as synthetic data generation with 
Generative Adversarial Networks (GANs) artificially augment minority classes, alleviating data scarcity and improving 
model learning [7] [29]. Oversampling methods like SMOTE and cost-sensitive learning algorithms further help address 
class imbalance by emphasizing detection of the rare positive cases while minimizing false alerts [30] [31]. 
 
Automated triage frameworks employ risk-scoring models and case-linking algorithms to prioritize alerts, enabling 
compliance teams to focus on the most relevant investigations and effectively allocate limited resources [26] [32]. 
Emerging self-attention deep learning models utilize attention mechanisms to selectively focus on high-risk transactions, 
greatly enhancing the precision of alert triaging and reducing investigative burden [33] [34]. Collectively, these 
advancements have resulted in significant operational efficiency gains in AML workflows by lowering false positive 
rates, expediting case resolution, and improving regulatory compliance adherence. 

 

VII. EXPLAINABILITY AND REGULATORY COMPLIANCE 

 
Regulatory frameworks increasingly mandate that Anti-Money Laundering (AML) systems must be transparent, 
interpretable, and auditable to gain trust among compliance practitioners and satisfy legal scrutiny [35] [36]. Explainable 
AI (XAI) techniques such as SHapley Additive exPlanations (SHAP) and Local Interpretable Model-agnostic 
Explanations (LIME) enable model interpretability by quantifying feature contributions and offering local 
approximations to decision boundaries [9] [37]. These methods transform black-box models into explainable tools that 
elucidate why certain transactions are flagged, thereby addressing regulators’ demands for accountability and enabling 
effective audit trails [38] [39]. Rule-based and white-box models like decision trees also remain relevant in AML contexts 
due to their inherent transparency [4]. 
 
Ensuring regulatory compliance extends beyond model interpretability to include ethical considerations such as fairness, 
bias mitigation, and privacy preservation [40] [41]. AI models trained on historical datasets risk perpetuating biases, 
leading to unfair targeting of specific customer groups and legal ramifications [42] [43]. Privacy regulations like GDPR 
impose strict requirements for safeguarding sensitive customer data during model development and deployment, 
necessitating the use of anonymization, encryption, and differential privacy techniques  ([44] [45]. Harmonizing legal 
requirements across jurisdictions remains a challenge, requiring comprehensive governance frameworks that balance 
innovation with ethical AI practices and compliance[46] [41]. 

 

VIII. CHALLENGES AND LIMITATIONS 

 
Despite significant advancements, AI-powered Anti-Money Laundering (AML) systems face several critical challenges. 
Data privacy regulations such as GDPR restrict access to labelled transactional data, complicating model training and 
limiting availability of high-quality ground truth datasets [45] [4]. Algorithmic biases embedded in historic Suspicious 
Activity Report (SAR) records risk perpetuating unfair and discriminatory risk assessments against particular customer 
demographics and regions, raising ethical and legal concerns  [42] [43]. Scalability remains a pressing issue due to the 
substantial computational requirements for training and deploying large Graph Neural Networks (GNNs) and deep 
learning models, especially in real-time monitoring environments  [1] [4]. Furthermore, dynamic adaptability to evolving 
laundering tactics demands continuous learning systems, which are still nascent and not widely adopted in operational 
settings [7] [47]. Model interpretability and explainability pose ongoing research challenges; effective human-AI 
collaboration is essential to ensure compliance officers can trust and validate AI recommendations in practice, but human-
cantered design and clear auditability mechanisms are underdeveloped  [4] [48]. Addressing these multifaceted 
limitations is critical to realizing the promise of AI-empowered AML frameworks that are robust, fair, transparent, and 
operationally scalable. 

 

IX. FUTURE TRENDS AND RESEARCH DIRECTIONS 

 
Future research in Anti-Money Laundering (AML) is expected to prioritize the multimodal integration of heterogeneous 
data sources, including unstructured external texts processed through Natural Language Processing (NLP) techniques 
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[22] [49]. Streaming Graph Neural Networks (GNNs) and continual learning frameworks will empower real-time and 
adaptive transaction monitoring systems, enhancing dynamic risk assessment and timely interdiction of illicit flows [1] 
[47]. Automation of compliance reporting, facilitated by AI-generated legally defensible narratives, promises to reduce 
investigator workload while ensuring traceability and auditability of suspicious transaction reports [50] [48]. Privacy-
preserving innovations like federated learning and synthetic data generation will enable cross-institutional model training 
without exposing sensitive data, addressing regulatory constraints and fostering collaborative defense strategies [51] [7]. 
Enhancements in Explainable AI (XAI), tailored for financial investigators, alongside human-in-the-loop systems, are 
poised to bolster transparency, trust, and acceptance of AI-driven AML interventions [35] [48]. Furthermore, the 
standardization of benchmarking datasets and development of open evaluation frameworks will catalyze transparent 
progress and reproducibility in trustworthy AI solutions for AML, enabling more systematic validation of model 
effectiveness against evolving laundering techniques [34] [52]. These trends collectively signal a shift towards intelligent, 
ethical, and compliant AML systems that balance technological sophistication with operational and regulatory demands. 

 

X. CONCLUSION 

 
This literature review demonstrates that Artificial Intelligence and Machine Learning are redefining the landscape of 
Anti-Money Laundering by addressing the long-standing limitations of traditional rule-based systems. Across the 
surveyed studies, AI-driven models—ranging from supervised classifiers to advanced deep learning and graph-based 
architectures—consistently enhance detection accuracy, reduce false positives, and provide richer behavioural and 
network-level insights into illicit financial activities. Despite these advances, significant challenges remain, including 
data scarcity, class imbalance, privacy constraints, scalability concerns, and the persistent need for transparent and 
interpretable decision-making to satisfy regulatory expectations. The review highlights that emerging approaches such 
as synthetic data generation, federated learning, streaming GNNs, and human-in-the-loop frameworks offer promising 
avenues for overcoming these barriers. Future progress will depend on integrating multimodal data sources, developing 
standardized evaluation benchmarks, and designing ethical, fair, and privacy-preserving AI systems that can adapt to 
rapidly evolving laundering schemes. Ultimately, AI-enabled AML solutions hold substantial potential to transform 
financial crime detection, but realizing this promise requires sustained collaboration among researchers, practitioners, 
regulators, and financial institutions. By aligning technological innovation with governance, explainability, and 
operational practicality, the next generation of AML systems can become more resilient, adaptive, and trustworthy in 
safeguarding global financial ecosystems. 
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