
International Journal of Innovative Research in 

Computer and Communication Engineering 
(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal) 

 

         Impact Factor: 8.771 Volume 13, Issue 5, May 2025 
 



. 

© 2025 IJIRCCE | Volume 13, Issue 5, May 2025|                         DOI:10.15680/IJIRCCE.2025.1305265

 

IJIRCCE©2025                                                |    An ISO 9001:2008 Certified Journal   |                                                         11153 

Ransomware Detection using Machine Learning 
 

Dr. Arunkumar G H 1, Kallesh V K 2, Pramod K2, Khazi Junaid 2, Naveenkumar D2 

Associate Professor, ISE Dept, Bapuji Institute of Engineering and Technology, Davangere, Karnataka, India1 

UG Student, Department of Information Science and Engineering, Bapuji Institute of Engineering and Technology, 

Davangere, Karnataka, India2 

 

ABSTRACT: The Ransomware Detection System leverages machine learning to provide an intelligent and proactive 

solution for identifying and mitigating ransomware threats in real time. Designed with a user-friendly interface for both 

desktop and server environments, the system continuously monitors file and system behaviors to detect suspicious 

patterns. Using supervised learning algorithms, it accurately classifies malicious activities and triggers alerts before 

significant damage occurs. Developed using Python for core logic and Flask for the web interface, with MongoDB for 

secure log storage, the system ensures efficient data processing and rapid threat response. This approach enhances 

cybersecurity, minimizes potential data loss, and empowers organizations to stay ahead of evolving ransomware 

attacks. 
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I. INTRODUCTION 

 

We have developed a Ransomware Detection System that harnesses the power of machine learning to identify 

ransomware activity based on behavioural patterns rather than known signatures. The system continuously monitors file 

access behaviours and system-level events, enabling the early detection of suspicious activities. By utilizing supervised 

learning algorithms trained on labelled datasets, it can effectively distinguish between benign and malicious processes. 

 

The solution is built using Python for algorithm implementation, Flask for backend service management, and 

MongoDB for secure and scalable data handling. Designed with a user-centric approach, the system provides real- time 

alerts and a dashboard for monitoring threats, enhancing both visibility and response readiness. This intelligent, 

adaptive approach not only strengthens system defences but also contributes to a proactive cybersecurity framework 

suitable for dynamic threat environments. 

 

DATASET 

To ensure a robust and diverse environment for the development and evaluation of the Ransomware Detection System, 

the dataset was constructed through a combination of real-world malware samples, benign executables, and 

synthetically generated binaries. This hybrid dataset included verified ransomware and non-malicious files, sourced 

from open malware repositories such as VirusShare and VirusTotal, along with clean executables extracted from standard 

Windows distributions and software repositories. To simulate varied operational conditions and executable 

characteristics, additional synthetic samples were programmatically created by altering metadata, injecting noise, or 

varying structural attributes. Each sample was analyzed to extract a consistent set of static features such as image base, 

version information size, sections maximum entropy, major operating system version, resources minimum size, size of 

stack reserve, characteristics, size of initialized data, major subsystem version, number of resources, subsystem, 

resources minimum entropy, base of data, and size of image. These features were selected for their relevance in 

distinguishing malicious patterns from benign behavior, enabling efficient training of machine learning models for 

classification tasks. Furthermore, the dataset was augmented with labeled outcomes (ransomware or benign) to facilitate 

supervised learning and performance benchmarking. This enriched dataset proved critical in building and validating 

key system capabilities such as early threat detection, executable profiling, and attack prediction, thereby forming a 

foundational layer of the Ransomware Detection System's architecture. 
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II. RELATED WORK 

 

Recent studies have underscored the growing significance of machine learning techniques in enhancing ransomware 

detection and mitigation strategies. Vinayakumar et al. [1] demonstrated the effectiveness of deep learning architectures 

in identifying ransomware by leveraging both static and dynamic features from executable files. Similarly, Kiran et al. 

[2] explored hybrid models that combine feature-based and behavior-based approaches to enable early-stage ransomware 

identification. Sgandurra et al. [3] emphasized the role of behavioral analysis, utilizing system call patterns and entropy 

metrics to distinguish ransomware activities from normal operations. Liao et al. [4] focused on lightweight detection 

models for endpoint devices, highlighting the use of features such as file size, entropy, and API call sequences for real-

time prevention. 

 

The use of static analysis has been particularly prominent due to its efficiency and lower computational requirements. 

Raff et al. [5] proposed MalConv, a deep learning framework that directly processes raw binary files, eliminating the 

need for manual feature engineering. Anderson and Roth [6] highlighted the importance of selecting meaningful static 

attributes such as image base, version information size, and size of initialized data, which significantly influence 

classifier performance. David and Netanyahu [7] identified entropy-based features— such as sections maximum entropy 

and resources minimum entropy—as critical indicators for ransomware detection. Hasan et al. [8] further explored 

metadata characteristics, including major operating system version, major subsystem version, and subsystem type, in 

improving classification accuracy. 

 

In addition to detection, explainability and adaptability have emerged as vital components in modern cybersecurity 

frameworks. Lin et al. [9] proposed interpretable machine learning pipelines to enhance transparency and trust in 

ransomware detection outcomes. Tang, Liu, and Wang [10] introduced federated learning approaches to enable 

decentralized model training while preserving data privacy. Kumar et al. [11] explored the integration of blockchain 

and AI for secure logging and tamper-proof reporting of ransomware incidents. Lastly, Zargar, Gupta, and Shinde [12] 

conducted a comprehensive review of adaptive learning methods capable of detecting novel and evolving ransomware 

variants, reinforcing the importance of dynamic datasets and continuous model updates 

 

III. METHODOLOGY 

 

The proposed system employs Machine Learning, Static Analysis, and Cloud-Based Processing to develop an 

intelligent and proactive platform for ransomware detection. By leveraging Python-based machine learning libraries for 

model development, Flask for backend deployment, and a structured static feature extraction pipeline, the system can 

identify ransomware threats from executable files before execution. Designed to operate across both local and cloud 

environments, the platform enables real-time scanning, model-driven classification, and administrative control over 

detected threats. This architecture supports dynamic adaptability, detection accuracy, and scalable deployment—
providing a practical solution to the growing challenge of ransomware attacks. 

 

A. System Overview 

The architecture of the proposed system consists of two core modules: 

Feature Extraction and Classification Module: This component extracts meaningful static attributes from executable 

files and processes them through a trained machine learning classifier to predict potential ransomware. 

Administrative Monitoring and Response Module: This module allows cybersecurity personnel to monitor scans, 

review flagged files, and manage updates to the classification model or feature extraction pipeline. 

 

B.Feature Extraction and Classification Module 

This module is designed to automate and optimize the ransomware detection process through pre-execution analysis. 

Static Feature Extraction: Features such as image base, version information size, sections maximum entropy, major 

operating system version, resources minimum size, size of stack reserve, characteristics, size of initialized data, major 

subsystem version, number of resources, subsystem, resources minimum entropy, base of data, and size of image are 

extracted from each executable using a custom parser and PE file analysis tools. 

Model-Based Prediction: These features are fed into a trained machine learning model (e.g., Random Forest, 

XGBoost, or SVM), which classifies the input as either ransomware or benign software. The model is trained on a 

labeled dataset and evaluated for precision, recall, and F1-score to ensure robustness. 
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C. Administrative Monitoring and Response Module 

This module provides a secure web interface for system administrators to oversee threat detection and act accordingly. 

Web Dashboard: Built with Flask and rendered via an HTML/JavaScript frontend, the dashboard allows 

administrators to upload files, view scan results, retrain models with new data, and configure detection thresholds. 

Detection Logs and Analytics: Administrators can monitor detection history, download reports, and visualize system 

performance through metrics such as detection rates, false positives, and model confidence scores. 

 

D. Frontend Integration 

To ensure accessibility and usability, the system includes intuitive interfaces for cybersecurity professionals and system 

operators. 

User Interface: A web-based interface allows easy interaction with the classifier, enabling file uploads, on-the-fly 

scanning, and real-time feedback on threat status. 

Admin Controls: Advanced options include model retraining, data labeling, and batch uploads for bulk analysis, 

supporting agile cybersecurity workflows. 

 

E. Workflow of the System 

The system follows a structured pipeline from input analysis to threat response: 

File Submission: The user uploads an executable for analysis via the web interface. 

Feature Extraction: The system parses the binary to extract relevant static attributes. 

Model Prediction: The machine learning model classifies the file as ransomware or benign. 

Threat Logging and Alerts: If ransomware is detected, the system logs the file, raises an alert, and provides details on 

which features contributed most to the classification. 

 

Administrative Response: Security personnel review logs, initiate containment actions, and optionally retrain the 

model with new threat data. 

This modular and scalable architecture ensures real-time ransomware detection while supporting continuous learning 

and improvement, making it a valuable tool in modern cybersecurity infrastructures. 

 

 

 

Figure 1: System Architecture 

 

Figure 1: System Architecture: illustrates the key components of the ransomware detection system. Executable files are 

first collected and preprocessed to extract static attributes. These features are then analyzed by a machine learning model 

to classify the file as ransomware or benign. The result is displayed to the user through a simple output interface. 

 

IV. RESULTS AND DISCUSSIONS 

 

The proposed Ransomware Detection System demonstrated its effectiveness in identifying malicious executables using 

static features and machine learning techniques. Through systematic implementation and, the system proved 

capable of differentiating between ransomware and benign software with high accuracy, enabling faster threat 

mitigation and enhancing endpoint security. 
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Data Collection 

The system utilized a comprehensive dataset composed of both ransomware and benign Windows PE files sourced 

from public malware repositories and verified safe software rigorousevaluation collections. Static attributes such as 

ImageBase, SectionsMaxEntropy, ResourcesMinSize, and SizeOfImage were extracted from the files. The diversity 

and volume of the dataset ensured sufficient variance across ransomware families and benign file types, making the 

model robust and generalizable. Careful curation and balancing of the data helped prevent model bias and enhanced its 

ability to handle real-world scenarios. 

Data Preprocessing 

Preprocessing played a critical role in improving model performance and reliability. This phase included filtering 

corrupted or incomplete files, normalizing feature ranges, and handling missing values. Feature engineering was applied 

to isolate the most relevant static attributes, reducing dimensionality while preserving discriminative power. The 

filtering phase ensured that only executable files with meaningful patterns were fed into the model, improving both 

training efficiency and prediction reliability. 

 

Classification and Model Evaluation 

The classification stage employed a Random Forest algorithm, selected for its interpretability, robustness to 

overfitting, and ability to handle non-linear data. The model was trained using an 80:20 train-test split, and evaluation 

metrics included accuracy, precision, recall, and F1-score.These results reflect the model’s strong ability to correctly 

identify ransomware samples while minimizing false positives. The ensemble learning approach of Random Forest 

contributed to stable and consistent performance across varied feature distributions. 

 

Display and User Interaction 

Once classification was complete, results were displayed in a user-friendly interface. The output showed whether the 

scanned file was Ransomware or Benign, along with a confidence score and the most influential features contributing 

to the decision. This transparent feedback not only helped in threat detection but also improved user trust in the system. 

For cybersecurity teams, such interpretability was valuable for rapid triaging and decision- making. 

 

System Performance and Reliability 

The system was tested across various datasets, executable file types, and system environments. It consistently 

maintained low latency for predictions, with classification results returned within milliseconds. Due to its reliance on 

static features, the system did not require code execution, making it safe and efficient for offline analysis. Cross-

platform compatibility and lightweight resource usage also allowed for easy deployment in both enterprise and 

educational environments. 

 

Comparative Advantage 

Compared to traditional signature-based antivirus solutions, the proposed system provided proactive threat detection 

without the need for known signatures. It also outperformed basic static heuristics by leveraging complex patterns 

across multiple features. Unlike dynamic analysis methods—which require sandbox execution and pose operational 

delays—the system offered real-time prediction without system interference. This balance of speed, accuracy, and 

safety presents a substantial improvement in endpoint protection workflows. 

 

Educational and Security Implications 

Beyond its technical capabilities, the system holds educational value for cybersecurity learning and training. Students 

and researchers can use it to understand the anatomy of executable files and the application of machine learning in 

malware analysis. From a security perspective, the system empowers organizations to enhance their threat detection 

arsenal, offering a cost-effective and scalable layer of defense against the growing threat of ransomware. 
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Figure 2: Malware file being detected and classified as ransomware through the machine learning-based detection 

interface 

 

Figure 3: Executable file scanned and classified as benign by the ransomware detection interface 

 

V. CONCLUSION 

 

The Ransomware Detection System using Machine Learning provides an accurate, efficient, and scalable approach to 

identifying malicious files in real-time. By analyzing static attributes of executable files and leveraging classification 

models, it enhances early threat detection and strengthens cybersecurity defenses. While it does not include dynamic 

analysis or behavioral monitoring, the system still offers substantial protection through lightweight, interpretable, and 

automated detection. With regular updates and integration into broader security frameworks, it can serve as a vital 

component in safeguarding digital infrastructure against evolving ransomware threats. 
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