D
w ‘ é ISSN(O): 2320-9801
II.' I R cc E ISSN(P): 2320-9798

International Journal of Innovative Research 1in

Computer and Communication Engineering
(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Impact Factor: 8.771 Volume 13, Issue 4, April 2025

@ www.ijircce.com X ijircce@gmail.com & +91-9940572462 (L +9163819 07438



©2025 IJIRCCE | Volume 13, Issue 4, April 2025]| DOI: 10.15680/IJIRCCE.2025.1304037
A B Tl | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

% kﬁ} m International Journal of Innovative Research in Computer
M ¥ and Communication Engineering (IJIRCCE)
IJ I RGCE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Detecting Malicious URLSs using Machine Learning

Mohana P, Govardhini S
Student, Department of Computer Science with Data Analytics, Dr. N.G.P Arts and Science College (Autonomous),
Coimbatore Dt., Tamil Nadu, India
Assistant Professor, Department of Computer Science with Data Analytics, Dr. N.G.P Arts and Science College

(Autonomous), Coimbatore Dt., Tamil Nadu, India

ABSTRACT: This project develops a machine learning-based system for the detection of malicious URLs to enhance
cybersecurity. The system leverages a variety of classification algorithms to analyze URL features and classify them as
either benign or malicious. By using a labeled dataset of URLs with known categories, the model learns to identify
suspicious patterns that are indicative of phishing, malware, and other malicious activities. The backend is powered by
advanced machine learning models, ensuring efficient and accurate URL classification. A user-friendly web application,
built using Flask, allows users to input URLs and receive real-time predictions on their safety. The system's performance
is evaluated using key metrics such as accuracy, precision, recall, and F1-score, achieving an accuracy rate of over 90%.
This machine learning approach provides a reliable tool to assist cybersecurity professionals in detecting and preventing
attacks before they can cause harm. By integrating Al into the process of URL analysis, this system significantly
strengthens security measures and contributes to the reduction of cyber threats.

KEYWORDS: Malicious URLs, Machine Learning, URL Classification, Cybersecurity, Phishing, Malware Detection,
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L. INTRODUCTION

Malicious URLSs pose a significant threat to cybersecurity, often leading to phishing attacks, data breaches, and malware
infections. These URLs are typically disguised as legitimate websites, making them difficult to detect by traditional
methods. Given the increasing number of cyber threats, early detection of malicious URLSs is crucial to preventing damage
and safeguarding users. Current detection methods rely heavily on manual analysis or signature-based systems, which
can be time-consuming and prone to errors.

Recent advancements in machine learning (ML) offer an innovative solution by automating the process of identifying
harmful URLs more efficiently and accurately. This project focuses on applying machine learning techniques, particularly
classification algorithms, to detect malicious URLs. By analyzing features such as URL structure, domain names, and
behavioral patterns, the system is trained to distinguish between benign and malicious URLs with high precision.

A user-friendly web-based application, developed using Flask, allows users to input URLs and receive instant predictions
on whether they are safe or potentially harmful. The system is evaluated based on key performance metrics like accuracy,
precision, and recall to ensure reliable detection. Through the integration of machine learning, this project aims to help
cybersecurity professionals identify and block malicious URLs quickly, reducing the risk of cyberattacks and improving
overall online security.

By automating the detection process and providing accurate classifications, machine learning methods—especially
classification algorithms—have shown great promise in addressing cybersecurity challenges, making them an essential
tool for modern threat detection and prevention.

II. RELATED WORK
Machine learning techniques have become increasingly important in the field of cybersecurity, enabling the early

detection and accurate identification of malicious URLs. These methods have shown great potential in automating the
process of distinguishing between benign and harmful websites, improving online security. Among various techniques,
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deep learning has been widely studied due to its ability to efficiently process and analyze large volumes of complex data,
such as URLs, network traffic, and web content.

Previous work in malicious URL detection has leveraged machine learning models, particularly deep learning methods,
to classify URLSs as either safe or malicious. Convolutional Neural Networks (CNNs) and Recurrent Neural Networks
(RNNs) have been explored for their ability to extract features from URL structures, domain names, and page content.
These models have demonstrated promising results in detecting phishing websites, malware distribution sites, and other
cyber threats. Transfer learning, where pre-trained models are fine-tuned on specific datasets, has also been applied to
improve the performance and accuracy of these models in URL classification tasks.

Feature extraction and classification have been further enhanced by hybrid models. For example, some studies have
combined CNNs with Long Short-Term Memory (LSTM) networks to capture both spatial and sequential dependencies
in URL data, leading to improved classification performance. These Al-driven systems have automated the URL detection
process, significantly reducing the time required for manual analysis and enhancing the overall detection rate.

III. PROPOSED ALGORITHAM

A. Design Considerations:
e Initial Dataset (IDS): A pre-processed dataset containing benign and malicious URLs.
e Feature Extraction: A set of features is extracted from the URL, such as domain name, length, use of special
characters, presence of IP addresses, etc.
e C(lassification Model: The machine learning model (e.g., Decision Tree, Random Forest, SVM) is trained to
detect malicious URLs based on extracted features.

e  Model Evaluation: The performance of the model is evaluated using metrics like accuracy, precision, recall, F1
score, and ROC-AUC.

B. Description of the Proposed Algorithm:

The goal of the proposed algorithm is to detect malicious URLs by classifying them into benign or malicious
categories using a machine learning model trained on extracted features. The proposed algorithm consists of three main
steps:

Step 1: URL Feature Extraction
The first step involves extracting useful features from URLs that can help differentiate between malicious and
benign URLs. Some of the features may include:
e URL Length: Malicious URLSs tend to have abnormal lengths.
¢ Domain Name: Certain domain names may be indicative of malicious behavior.
e  Presence of IP Address: URLs containing direct IP addresses are often malicious.
e Special Characters: URLs with excessive use of special characters or obfuscation techniques.
Step 2: Model Training and Classification
The extracted features are used to train a machine learning model. The following classification algorithms can be
used:
Logistic Regression
Decision Trees
Random Forest
Support Vector Machine (SVM)
Neural Networks (if necessary for larger, more complex datasets)
Step 3: Detection of Malicious URLs in Real-time
After training the model, the system is deployed to detect malicious URLs in real-time. For each new URL, the
following steps occur:
1. Feature Extraction: The features of the incoming URL are extracted in real-time, just as in the training phase.

2. Prediction: The trained model predicts whether the URL is malicious or benign.

3. Action: If the URL is classified as malicious, appropriate actions are triggered (e.g., blocking access to the URL,

sending an alert to the administrator, etc.).
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To improve detection accuracy and reduce false positives, the system could also implement periodic model retraining
with new data, ensuring the model remains effective over time.

IV. EXPERIMENTAL RESULTS

Figure (a) illustrates the performance of the Al-based malicious URL detection system. This system allows users to input
URLs for real-time classification, where the machine learning model analyzes the URLs to predict whether they are
malicious or benign. Using a Random Forest Classifier, the system leverages URL features such as domain analysis,
length, and character patterns to enhance the accuracy of the detection process. The system's ability to quickly and

accurately identify malicious URLSs contributes significantly to online security by assisting in early threat detection and
preventing potential cyber attacks.

Check if a URL is Malicious
Enter a URL:
S o

(A)

Figure (b) shows how the machine learning model analyzes uploaded URLs to detect malicious content. A loading
indicator informs users that the system is processing the URL data. Once the analysis is complete, results are displayed,
indicating whether the URL is safe or potentially harmful.

Check if a URL is Malicious

Enter a URL:

(B)
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Figure (c) illustrates how the AI model analyzes uploaded URLs and predicts whether they are malicious or safe. The
output is displayed as an image showing the predicted classification for each URL, indicating whether it is malicious or
benign.

Check if a URL is Malicious

Enter a URL:

©

VI. CONCLUSION AND FUTURE WORK

The machine learning model effectively predicts malicious URLs, enhancing web security and protecting users from
potential cyber threats. Further refinement and testing are necessary to improve its accuracy and minimize false positives.
The system provides an automated and efficient solution through a user-friendly Flask-based web application, helping
security professionals by reducing reliance on manual URL analysis. Future improvements may include the use of
advanced models, real-time detection capabilities, and cloud deployment for greater scalability and accessibility.
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