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ABSTRACT: Android, being the most widespread mobile operating systems is increasingly becoming a target for
malware. Malicious apps designed to turn mobile devices into bots that may form part of a larger botnet have become
quite common, thus posing a serious threat. This calls for more effective methods to detect botnets on the Android
plat- form. Hence, in this paper, we present a deep learning approach for Android botnet detection based on
Convolutional Neural Networks (CNN). Our proposed botnet detection system is implemented as a CNN-based
model that is trained on 342 static app features to distinguish between botnet apps and normal apps.

KEYWORD: Botnet detection, Android Botnets, Deep learning, Convolutional, Neural Networks, Machine learning.
I. INTRODUCTION

1.1 OVERVIEW
A botnet consists of a number of Internet-connected devices under the control of a malicious user or group of users
known as botmaster(s). It also consists of a Command and Control (CC) infrastructure that enables the bots to receive
commands, get updates and send status information to the malicious actors. Since smartphones and other mobile
devices are typically used to connect to online services and are rarely switched off, they provide a rich source of
candidates for operating botnets. Thus, the term ‘mobile botnet’ refers to a group of compromised smartphones and
other mobile devices that are remotely controlled by botmasters using CC channels.
1.2 Motivation
They have a strong ability to detect security threats, to collect malware signatures and to understand the motivation
and technique behind the threat.
1.3 Objective
The goal is to set the user up for being
unknowingly exposed to a malware infection. You’ll commonly see hackers exploit security issues in software or
websites or deliver the malware through emails and other online messages.

1.4 PROBLEM STATEMENT
In This project we Detect Botnet App. Botnet App Means Some malwares are in- stalled in the App through the
mobile. That Time loss Your Important Mobile Data. So, we avoid all the loss. Our proposed botnet detection
system is implemented as a CNN-based model that is trained on app features to distinguish between botnet apps
and normal apps.

I.RELATED WORK

First we take some project Topic with its reference paper then we finalize one of the easy and useful project which
is mobile malware detection. Because now day security is very important in all areas. Then we take some research
paper for knowing some more information about the mobile malware detection system .then we will start the coding
of our project .till now we will make registration page and login page for our project security. We will use tk inter
library for making login page and registration page. this project will make in machine learning but there is more error
so in this project we solve it we use python for this project.
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I1.LPROPOSED METHODOLOGY

1) A.Block Diagram Description
A. * Admin
In this module, the Admin has to log in by using valid user name and password.

After login successful he can do some operations such as View All Users and Authorize, View All E-Commerce
Website and Authorize, View All Products and Reviews, View All Products Early Reviews, View All Keyword

Search Details, View All Products Search Ratio, View All Keyword Search Results, View All Product Review Rank
Results. *View and Authorize Users.

B. System architecture Diagram

Dt Heart Race
Lo d g 24
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V.CONCLUSION

Botnets are a Dangerous evolution in the malware world. They are being used to damage systems, steal information and
Comprise Systems. They are hard to detect and eliminate. So, Our System Is Useful To detect Mobile Botnet. As
smartphones become more popular, they become victims of potential attacks. With the openness of the Android OS
design and its growing popularity, the growth of unprofessional Android software can be expected. In this paper
specific trends and features of Android botnets have been identified. These can assist in the identification of current
Android botnet and prevent the proliferation of new Android botnets. Future research includes an early study of the
internal functionality of the current Android botnet and a malware program. The purpose of this study is to examine the
development and basic structure of Android botnets to assist in the process of acquiring such botnet. A future focus will
be on identifying Android botnet using a signature and / or behavioural-based acquisition model.
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