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ABSTRACT: Vulnerability Assessment and Penetration Testing (VAPT) are essential methodologies used in identifying, 
testing and remedying weaknesses in security systems and networks. In the present study, we attempt to investigate the 
effectiveness and methodology of VAPT, offering an all-around view of its role in modern cybersecurity trends. 
Vulnerability Assessment is the evaluation that focuses on the identification and catalog of possible security weaknesses 
in a system, whereas Penetration Testing is to simulate real-world attacks in exploiting those vulnerabilities to define the 
real effect and feasibility of such exploitation. This dual method ensures in-depth understanding of potential security risks 
as well as the effectiveness of existing safeguards. This research explains the critical methodologies involved in VAPT 
which include some of the automated scanning tools to identify vulnerabilities and some of the manual testing techniques 
carried out to provide an extensive level of detail. Automation scanning tools provide a general overview of all possible 
vulnerabilities, but the manual techniques involve the use of social engineering and custom exploit development. 
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I. INTRODUCTION 

 
Vulnerability Assessment and Penetration Testing is a process of detecting vulnerabilities from the Web application, 
Authentication Vulnerabilities, Configuration Weakness Vulnerabilities and Mobile Application Vulnerabilites. 
Vulnerability Assessment involves systematically scanning and identifying systems for vulnerabilities misconfigurations 
and providing a detailed report on real-world attacks to exploit vulnerabilities found from the system or application. It 
will be helpful for the organization to protect their system from the attackers and defend to resolve the actual breaches. 
Penetration testing is the step after vulnerability assessment. Penetration Testing is a pivotal cybersecurity practice aimed 
at relating and focusing vulnerabilities within an association’s systems and networks. If you’re curious about how 
companies keep their digital information secure from hackers. Penetration testing frequently called “pen testing” or 
“ethical hacking” is a system used to find vulnerability in a computer system, network, or web operation. By misleading 
real- world cyberattacks, pen testing helps associations uncover security before attackers can exploit them. This visionary 
approach not only enhances the overall security posture but also ensures compliance with regulations, laws and norms.  
Securing sensitive data and maintaining robust security defences.  The thing is to discover these vulnerabilities before 
the bad guys do, so they can be fixed to help any unauthorized access or data breaches. This process is essential for 
guarding sensitive data and secure their organizations from the attackers[1], [2], [3], [4].  
 

1.1 Types of Vulnerability Assessment and Penetration Testing: 
1. Network Penetration testing: -The process of conducting attacks on a network to discover any implicit vulnerabilities 
which can be exploited by hackers to harm your systems and database. Adopting a phased approach, penetration testing 
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experts map the network architecture, identify systems and services, and then leverage various automated tools and 
manual techniques to gain unauthorized access, mimicking real-world attacker behaviour 
[5], [6].   
 

2. Web Application Testing: - Web application testing simulates attacks against your web application to help you identify 
security breaches and vulnerabilities so they can be exploited by the association. Attackers attempt to inject malicious 
code (e.g., SQL injection, XSS), manipulate sessions, and exploit logic flaws so web application testing helps you to 
identify, prioritize, and mitigate risks before attackers exploit them[7], [8].  
 

3. Mobile Application Testing: - Mobile Application Penetration Testing is process of reviewing the safety of a mobile 
app by exploiting real-world attacks. It identifies vulnerabilities and implicit entry points that attackers could exploit and 
harm the mobile device. Often attackers focus on areas such as insecure data storage (cleartext passwords), intercept 
sensitive data in transit, exploit business logic vulnerabilities, and flaws in inter-app communication or API integrations 
and to identify CVEs of card holders[9], [10].4.API Penetration Testing: - API Penetration Testing used for real-world 
attacks by precisely crafting requests to uncover vulnerabilities such as broken authentication, Injection flaws and 
authorization weakness. Pen testers may also use automated tools like postman to automate attacks, manipulate data 
packets and identifying exploitable business logic vulnerabilities[11], [12], [13]. 
 

II. BENEFITS OF PERFORMING VAPT 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

III. WHERE VAPT IS USED 

 
1. Cybersecurity: Organizations utilize VAPT to identify and address vulnerabilities in their IT infrastructure, including 

networks, applications, and systems. 
2. Compliance: Many industries require regular VAPT as part of regulatory compliance (e.g., PCI-DSS, HIPAA, 

GDPR). 
3. Risk Management: Companies assess their security posture to understand risks and prioritize remediation efforts. 
4. Product Development: Developers use VAPT to ensure security is integrated into software products before 

deployment. 
5. Security Training: VAPT results can inform training programs for security teams, highlighting real-world threats and 

vulnerabilities. 
6. Incident Response: Post-incident, VAPT helps organizations learn from breaches and strengthen defences. 

 

 

Flowchart 1Benefits of performing VAPT 
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IV. METHODOLOGY 

 

 
 

V. RESULT &DISCUSSION: 
 

 
 

Table 1 SQL Injection 
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In this we have used sqlmap tool this tool helps to expolit the database where you can get the data from the database. As 
shown below first we have found the database name and then we are finding table name from that database so we can 
access that column and then dump the file whole data  will be visible.Step by step process of sqlmap is shown in below 
given flowchart. 
 

 
 

Flowchart 2 SQL Injection 
 

This is the proof of database files  where we can see the data . 
 

 
 

Picture 1 SQL Injection 
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Sr. No. Title: -02 (OTP BYPASS) 

Description 

An OTP bypass occurs when an attacker finds a way to compromise the authentication process without having the 

legitimate OTP[15]. 

Severity High 

Impact 

By getting unauthorized identity to access their accounts, such as bank accounts or credit cards. The hacker can 

make misuse of your information and blackmail to the user. 

Tools Used  Burp suite 

Proof of Vulnerability 

 
Table 1 OTP Bypass 

 

Enter the phone number and then click on get OTP then you have to enter wrong OTP click on login button then go to burp 
suite tool and, on the intercept, then will get invalid code you have to change it in valid code then forward that code it will 
be automatically login to the site. 
 

 
 

Flowchart 2 OTP Bypass 
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This is the proof of login has been bypassed and it is authenticated to the web page. 
 

 
 

Enter the email address and then click on get OTP then you have to enter wrong OTP click on login button then go to burp 
suite tool and, on the intercept, then will get invalid code you have to change it in valid code then forward that code it will 
be automatically login to the site. 
 

 
 

Table 3 Email Bypass 
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Flowchart 3 Email Bypass 

 

Below there is the proof of login of the user in the website. 
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In this clickjacking we took website of (A) through that we will procced on website (B). We are using <iframe> tag and 

we will put targeted website there and we will keep a button on website (A) which will be redirecting to website (B). 

There is code in button which is given below. 

 

 
 

Flowchart 4 Click Jacking 
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Picture 2 Click Jacking Script 
 

 
 

Table 5 Clear Text Password 
 

Enter the details on the site and use burp suite tool. As we on intercept then we will get the code in that we can the ID 

and password this should not be happened . Any person can see your details and missuse your account privacy.  
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Flowchart 5 Clear Text Password 

 

 
 

Picture 3 Clear Text Password 
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Here is the website in that we have found eBooks from directory. Now write in URL ebooks then it will show you index 
of ebooks. After going to the books Directory and open parent directory. After going to the open Directory and there are 
many ebooks are shown there and we have selected the Crude oil exploration in the world.pdf.   
 

 
 

Flowchart 6 Directory Traversal 
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Picture 4 Directory Traversal 
 

 Sr.No. Title: -07 (HTML INJECTION) 

Description 

There is a security vulnerability that allows hacker to inject HTML script and exploit web pages or application that 

are viewed by other users[20]. 

Severity Low 

Impact 

There can be exploit in web pages by injecting HTML code in web pages and allow an       

attacker to modify the page. 

Proof of Vulnerability 

 
Table 7 HTML Injection 

 

Enter the login details on the site and enter but as you have not registered you will get the error message in that go to 
URL and change error message and write in <h1> tag and press enter the message will be displayed in the dialog box. 
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Flowchart 7 HTML Injection 
 

 
 

Picture 5 HTML Injection 
 

VI. CONCLUSION 

 
In this paper, we elaborated on the applications of Vulnerability Assessment and Penetration Testing. We articulated the 
necessity of VAPT being made mandatory for all forms of cyberspace. We detailed every stage of the VAPT process. This 
paper covers the definition of Vulnerability Assessment and Penetration Testing, and its practical application as a 
technology. This paper should consider the growing importance of VAPT. This paper will be useful for the future 
researchers in VAPT process, tools, and techniques. It will aid in the creation of novel instruments and methodologies for 
VAPT. Postponable VAPT testing can curb the incidence of cyber-warfare and reinforce the security of the system. 

 

VII. FUTURE SCOPE 
 

Increased popularity of smart phone has increased the use of mobile application or increased popularity of applications 
have increased the use of smart phone!! Whatever reason is, but one thing is very clear that Mobile applications are as 
popular as mobiles. Due to this hard-hitting competition among mobile application developers lead them to develop an 
application which serves a different purpose of the users and make their daily task easy. But developers overlook a 
complete software development life cycle and skip or allot less time for testing an application as they want to fill their 
pockets with bucks by launching new applications rapidly in the market. 
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