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ABSTRACT: Driver drowsiness detection using IoT involves implementing smart monitoring systems to identify and
prevent drowsy driving, reducing the risk of accidents. These systems utilize various technologies like video
processing, face recognition, and IoT modules to detect drowsiness in drivers in real-time. When drowsiness is
detected, the system sends alerts to the driver and relevant authorities, aiming to prevent accidents caused by driver
fatigue. The use of sensors like Eye Blink Sensor,IR sensor,Ultrasonic Sensor helps in measuring different parameters
of the driver to predict drowsiness and trigger warning messages when necessary.

In the realm of driver drowsiness detection using IoT technology, several innovative systems have been developed to
enhance road safety. One such system involves the integration of IoT devices to detect drowsiness in drivers and trigger
automatic responses to prevent accidents. By leveraging image processing and smart IoT technologies, this system aims
to predict and prevent accidents caused by driver fatigue. The integration of real-time monitoring and predictive
analytics allows for timely intervention, ensuring the safety of both the driver and other road users. This paper explores
the implementation of an alert system that utilizes IoT sensors to monitor driver behaviour and respond proactively to
mitigate the risks associated with drowsy driving.

KEYWORDS: Driver Drowsiness, Internet of Things, Driver Safety.
L. INTRODUCTION

In the realm of automotive safety, the advent of Internet of Things (IoT) technology has paved the way for innovative
solutions to address critical issues such as driver drowsiness. This paper delves into a sophisticated system designed to
enhance road safety by detecting and mitigating driver drowsiness in real-time without intruding on the driver's comfort
or privacy. It is particularly critical for drivers of buses and heavy trucks, as they may have to work over a prolonged
durations during the peak drowsiness periods (i.e., 2:00 am. to 6:00 am. and 2:00 pm. to 4:00 pm) and under
monotonous or boredom working conditions.

This paper explores the integration of IoT sensors, data analytics, and machine learning algorithms to create a
comprehensive framework capable of monitoring various physiological and behavioural indicators of drowsiness. By
leveraging non-intrusive sensors such as cameras, steering wheel sensors, and biometric devices, this framework aims
to accurately assess the driver's alertness levels and intervene proactively when signs of drowsiness are detected.

The significance of this research lies in its potential to prevent accidents caused by driver fatigue, a leading factor in
road crashes worldwide. By automating the drowsiness detection process and providing timely alerts or interventions,
this framework has the capacity to save lives, reduce injuries, and enhance overall road safety.

Through a combination of cutting-edge technology and a human-centric approach, the IoT-based Non-intrusive
Automated Driver Drowsiness Monitoring Framework represents a promising advancement in the field of automotive
safety, offering a glimpse into a future where smart systems work seamlessly to protect both drivers and passengers on
the road.
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This additional technique of automatically signal the need to park on the left side adds a new dimension to driver
assistance systems, enhancing both safety and convenience. By proactively guiding the driver to park in a designated
area when drowsiness is detected, the framework aims to reduce the risk of accidents caused by fatigue and ensure a
prompt response to potentially dangerous situations. This study paper delves into the diverse realm of video
steganography, shedding light on its concepts, methodology, and implications for secure communication. By
investigating the distinct properties of video steganography and its integration with image and audio steganography
techniques, we seek to reveal the intricacies and advancements in this subject, contributing to the increasing body of
knowledge regarding secure communication methods in the digital era.

II. LITERATURE SURVEY

[1] IoT-Based Non-Intrusive Automated Driver Drowsiness Monitoring Framework for Logistics and Public Transport
Applications to Enhance Road Safety -2023 Secure and Transparent Election System for India using Block chain
Technology. The paper proposes an end-to-end non-intrusive IoT-based automated framework for driver behaviour
monitoring in logistics and public transport applications. It aims to enhance road safety by detecting drowsiness,
sleeping, yawning, and distraction behaviours using computer vision- based techniques. The framework consists of an
embedded system, edge computing, cloud computing modules, and a mobile phone application. Edge computing is
used to minimize latency, Throughput, and packet losses, while cloud computing provides a real-time database for
remote monitoring on an Android mobile application .Computer vision-based techniques are used to detect drowsiness,
sleeping, yawning, and distraction behaviours of the driver .Edge computing is performed using commercial off-the-
shelf embedded boards to minimize latency, throughput, and packet losses .A cloud-hosted real-time database is set up
for remote monitoring on an interactive Android mobile application, allowing administrators to receive drowsiness
notifications and other useful information for driver evaluation .The system achieves an overall accuracy of 96% and
offers enhanced robustness, portability, and usability .The framework provides a holistic unified solution for
drowsiness detection, monitoring, and evaluation of drivers in logistics and public transport applications, aiming to
enhance road safety .

[2] Driver Drowsiness Detection System using openCV and keras-2021:The main objective of the system is to provide
a simple and user-friendly solution for detecting driver drowsiness and ensuring safe road trips The paper aims to
develop a simple and efficient system using OpenCV to ensure safe road trips .The system utilizes an algorithm to
process the image and identify the face by dividing the image into sub-regions and determining if they contain the face
.The use of this algorithm saves time as only face-containing regions are processed .The purpose of Al in the system is
to convert received information into usable data and provide answers to questions related to that information Computer
vision involves transforming information from a still image or video into a representation or another form, and these
transformations are performed to achieve specific goals .Vision systems in computers are still relatively naive and lack
built-in pattern recognition or automatic control of focus and exposure.

[3] It is a research paper that focuses on detecting levels of drowsiness in a driving simulator using image processing
techniques. The study was conducted on five suburban drivers using a virtual reality laboratory . The Violla-Jones
algorithm was used to detect facial expressions and eye location . Criteria for detecting drowsiness included eye blink
duration, blink frequency, and PERCLOS . The study proposed a fast and accurate method for detecting drowsiness by
considering the dynamic changes of the eyes . The method achieved a detection system accuracy of 93% . The paper
also mentions the use of a neural network with three middle layers and two inputs to determine the levels of drowsiness
The research utilized a virtual-reality driving simulator with controlled levels of illumination, noise, and temperature .
The aim was to develop software that could receive color frames from the camera placed in front of the driver and
calculate coordination of facial details.

[4] Eyes Status Detector Based on Light-weight Convolutional Neural Networks supporting for Drowsiness Detection
System-2020 The paper focuses on developing a drowsiness detection system to reduce accidents on the road caused by
driver drowsiness.The proposed methodology involves analyzing the status of the driver's eyes using deep learning
techniques, specifically Convolutional Neural Networks (CNN).The methodology consists of two stages: face detection
and eyes classification. A lightweight CNN is used for face detection, followed by a simple CNN for classifying the
eyesThe system was tested in real-time and achieved an average speed of 50.03 fps (frames per second) on an Intel
Core 17-4770 CPU @ 3.40 GHz. The paper also discusses previous methodologies related to eyes status detection and
drowsiness detection systems, highlighting their strengths and weaknesses. The proposed methodology is compared to
other methodologies that use sensors attached around the eyes to measure and analyze electrical signals. These sensor-
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based methods are fast but less comfortable for users and can be distorted by noise, leading to lower accuracy and
higher costs.

[5] The paper proposes a Multi-tasking Convolutional Neural Network (ConNN) model for detecting driver
drowsiness/fatigue.The model utilizes eye and mouth characteristics to monitor driver fatigue, classifying both mouth
and eye information simultaneously.The proposed methodology is a Multi-task Convolutional Neural Network
(ConNN) model for real-time driver fatigue detection.The model utilizes both eye and mouth characteristics to monitor
driver fatigue simultaneously.Driver fatigue is determined by calculating the duration of eye closure (PERCLOS) and
the frequency of mouth yawning (FOM).The model classifies the eye and mouth information into three fatigue
classes.The model achieved a 98.81% fatigue detection rate on the YawDD and NthuDDD datasets.The training
process involves dividing the datasets into training, validation, and test sets. The training of the proposed model utilizes
the Stochastic Gradient Descent (SGD) optimization algorithm with specific parameters.The study excludes sunglass
driver data from the YawDD and NthuDDD datasets during the training phase.The experimental results are compared
with classification reports and previous studies on the same databases.

[6] The paper explores the development of a drowsiness detection system for car drivers using three methods: EEG and
EOG signal processing and driver image analysis. The authors have previously conducted research on the first two
methods and in this paper, they focus on analyzing the state of the driver's eyes based on images taken during driving.
Two types of artificial neural networks, a 1 hidden layer network, and an autoencoder network, were employed for this
purpose. The autoencoder network used the same input and target vectors as the 1 hidden layer network. Autoencoders
train each layer separately and then stack them together in a single network with multiple layers.The authors intend to
further study the application of neural network classifiers on different images with different drivers, positions, and
lighting conditions. They also aim to eliminate the cropping and downsampling stages of image processing in future
research. The study involved analyzing 200 images of a driver during regular driving, with 100 images containing
opened or half-opened eyes and another 100 images containing closed eyes. The paper highlights the importance of
detecting driver drowsiness due to its significant contribution to accidents caused by fatigue. Statistics show that a large
number of accidents, particularly on highways or after driving long distances, are attributed to fatigue.

[71The paper proposes a system called DriCare that detects drivers' fatigue status using video images,without the need
for additional devices. It focuses on detecting facial expressions associated with fatigue, such as yawning, blinking, and
duration of eye closure. To improve tracking accuracy, the paper introduces a new face-tracking algorithm. It also
designs a new detection method for facial regions based on 68 key points.To recognize facial keypoints, DriCare
utilizes Dlib, a library for facial keypoint recognition. It also employs the MCKCEF algorithm for real-time face tracking
and the MOSSE filter for stable correlation filters to track the object. The system is built using a commercial camera
automobile device, a cloud server for video data processing, and a commercial cellphone for result storage. The cloud
server analyzes the video, detects the driver's degree of drowsiness, and transmits the result to the driver's cellphone
and other apps for issuing a warning if drowsiness is observed.DriCare combines features from the eyes and mouth to
evaluate the driver's state and provide a fatigue warning. Experimental results show that DriCare achieves around 92%
accuracy. The paper mentions the use of a convolutional neural network (CNN) for fatigue detection, featurelocation,
and face tracking.These systems continuously monitor the driver's face using a camera and employ sophisticated
algorithms to analyze facial characteristics that signal drowsiness. Key features analyzed include eye closure duration
and frequency, yawning, head nodding, and changes in facial landmarks. When signs of drowsiness are detected, the
system alerts the driver through visual, auditory, or haptic signals, prompting them to take corrective action. These
systems offer several advantages over traditional methods, such as steering wheel movement monitoring. They are non-
intrusive, require no additional input from the driver, and can provide continuous monitoring. Further, they have the
potential to be integrated with other vehicle systems, such as adaptive cruise control and lane departure warning, to
create a comprehensive safety system.

HLEXISTING_SYSTEM

In one approach, a driver monitoring system was proposed using image processing and machine learning, employing
the HAAR cascade algorithm for face detection and the EAR formula to detect eye openness. Vehicle data from On-
Board Diagnostics-II, including velocity and engine information, was utilized to determine the driver's state. Another
system focused on fatigue detection, combining face, head, and eye detection using HoG, SVM classifiers, and custom
eye detectors. Despite accurate results, this approach suffered from high computation time. A separate study explored
various machine learning algorithms for ECG signal detection in drivers, achieving high accuracy (>99%) with
Convolutional Neural Network (CNN) but at a higher computational cost. Support Vector Machine (SVM) offered a
good tradeoff with 94% accuracy and lower computational demands. The results showed that CNN produced the
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highest accuracy (>99%) but at the expense of a higher computational cost. On the other hand, SVM produced a good
tradeoff in terms of a low computational cost and an encouraging accuracy of 94%..

Disadvantages:

e Not efficient to restore the compression frames.

e Pixel information is lost during the transformations.

e Decrease in the capacity of hiding data in a small cover file.

e High time complexity of the algorithm. PSNR ratio performance is neither good nor effective for standard datasets.

IV.PROPOSED METHODOLOGY

The proposed framework offers an end-to-end unified solution based on the use of IoT infrastructure, which covers
automated drowsiness detection, remote monitoring, as well as evaluation at the backend. The proposed framework is
particularly suited for longer route public and logistics transportation, where a driver is expected to drive over extended
period of time. The effectiveness of the proposed framework has been demonstrated in terms of performance accuracy,
robustness, portability, and usability on two different commercial off-the-shelf embedded boards.

V. IMPLEMENTATION

Implementation is an acknowledgment of a specialized detail or calculation as a program, programming part, or other
PC framework through PC programming and sending. Numerous executions might exist for a given particular or
standard. For instance, internet browsers contain implementation of Internet Consortium-suggested determinations, and
programming improvement apparatuses contain executions of programming dialects. An exceptional case happens in
object-situated programming, when a substantial class carries out a connection point; for this situation the substantial
class is an implementation of the point of interaction and it incorporates techniques which are executions of those
strategies determined by the point of interaction. In the data innovation industry, implementation alludes to post-deals
cycle of directing a client from buy to utilization of the product or equipment that was bought. This incorporates
prerequisites examination, scope investigation, customizations, frameworks combinations, client arrangements, client
preparing and conveyance. These means are frequently directed by an undertaking chief utilizing project the executives
systems. Programming Executions include a few experts that are generally new to the information based economy like
business investigators, specialized examiners, arrangements planners, and undertaking supervisors. To execute a
framework effectively, countless between related undertakings should be completed in a fitting succession. Using a
very much demonstrated execution strategy and enrolling proficient counsel can help however frequently it is the
quantity of errands, lack of foresight and insufficient resourcing that brings on some issues with an execution project,
instead of any of the undertakings being especially troublesome. Comparatively with the social issues it is many times
the absence of satisfactory meeting and two-way correspondence that restrains accomplishment of the ideal outcomes.

Arduino: The Arduino Mega is a microcontroller board in view of the ATmegal280. It has 54 computerized
input/yield pins (of which 14 can be utilized as PWM yields), 16 simple information sources, 4 UARTSs (equipment
sequential ports), a 16 MHz precious stone oscillator, a USB association, a power jack, an ICSP header, and a reset
button. It contains everything expected to help the microcontroller; basically interface it to a PC with a USB link or
power it with an air conditioner to-DC connector or battery to begin. To program this arduino we have a product called
Arduino IDE L

Ringer: A signal or beeper is a sound flagging device,[1] which might be mechanical, electromechanical, or
piezoelectric (piezo for short). Normal purposes of bells and beepers incorporate caution gadgets, clocks, and
affirmation of client information, for example, a mouse snap or keystroke. | PC with OpenCV: OpenCV (Open Source
PC Vision Library) is delivered under a BSD permit and consequently it's free for both scholar and business use. It has
C++, Python and Java points of interaction and supports Windows, Linux, Macintosh operating system, and Android.
OpenCV was intended for computational proficiency and with a solid spotlight on continuous applications. Written in
upgraded C/C++, the library can exploit multi-center handling. Empowered with OpenCV, it can exploit the equipment
speed increase of the fundamental heterogeneous register stage. L USB: USB was intended to normalize the
association of PC peripherals (counting consoles, pointing gadgets, advanced cameras, printers, versatile media players,
circle drives and organization connectors) to PCs, both to impart and to supply electric power. It has generally
supplanted points of interaction like sequential ports and equal ports, and has become ordinary on a great many
gadgets. USB connectors have swapped different sorts for battery chargers.
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UART: A widespread nonconcurrent recipient transmitter (UART) is a PC equipment gadget for offbeat sequential
correspondence wherein the information configuration and transmission speeds are configurable. The electric flagging
levels and strategies are dealt with by a driver circuit outer to the UART. A UART is generally an individual (or part of
an) incorporated circuit (IC) utilized for sequential correspondences over a PC or fringe gadget sequential port. UARTSs
are currently normally remembered for microcontrollers. A connected gadget, the widespread simultaneous and offbeat
beneficiary transmitter (USART) likewise upholds coordinated activity. | Memory card: A memory card, streak card
or memory cartridge is an electronic glimmer memory information capacity gadget utilized for putting away
computerized data. These are usually utilized in compact electronic gadgets, for example, advanced cameras, cell
phones, PCs, PDAs, versatile media players, computer game control center, synthesizers, electronic consoles, and
computerized pianos. |_IR sensor: An item can be identified with an infrared framework comprising of an infrared
transmitter and a recipient. More exhaustively an IR transmitter, otherwise called IR Drove, conveys an infrared
message with a specific recurrence viable with an IR beneficiary which has the errand to distinguish it. There are
different sort of IR sensors for various kind of use. IR innovation is utilized, for instance, in closeness sensors to
distinguish a close to protest, conversely, sensors to track down a way or in counting sensors to count objects.

Miniature electro mechanical framework gadgets (MEMS): Microelectromechanical frameworks (MEMS, likewise
composed as miniature electro-mechanical, MicroElectroMechanical or microelectronic and microelectromechanical
frameworks and the related micromechatronics) is the innovation of minuscule gadgets, especially those with moving
parts. It converges at the nano-scale into nanoelectromechanical frameworks (NEMS) and nanotechnology. MEMS are
likewise alluded to as micromachines in Japan, or miniature frameworks innovation (MST) in Europe. MEMS are
comprised of parts somewhere in the range of 1 and 100 micrometers in size (i.e., 0.001 to 0.1 mm), and MEMS
gadgets by and large reach in size from 20 micrometers to a millimeter (i.e., 0.02 to 1.0 mm), despite the fact that parts
organized in clusters (e.g., computerized micromirror gadgets) can be more than 1000 mm?2. They generally comprise
of a focal unit that processes information (the microchip) and a few parts that connect with the environmental factors,
for example, microsensors. 6.3 Programming Execution

Python: Python is an incredible and cordial language to utilize and learn. It fun, and can be adjusted to both little and
enormous undertakings. Python will cut your improvement time significantly and by and large, composing Python than
different languages a lot quicker. This course will be a fast method for seeing every one of the significant ideas of
Python programming. Python is a significant level, deciphered and universally useful unique programming language
that spotlights on code comprehensibility. The sentence structure in Python assists the developers with doing coding in
less strides when contrasted with Java or C++. The language established in the year 1991 by the designer Guido Van
Rossum has the programming simple and amusing to do. The Python is broadly utilized in greater associations in light
of its numerous programming ideal models. They for the most part include goal and item arranged utilitarian
programming.

OpenCV: OpenCV (Open Source PC Vision) is a library of programming capabilities essentially focused on continuous
PC vision. Initially created by Intel, it was subsequently upheld by Willow Carport then Itseez (which was subsequently
procured by Intel). The library is cross-stage and free for use under the open-source BSD permit. OpenCV upholds the
profound learning structures TensorFlow, Light/PyTorch and Caffe.

Installed C: Implanted C is a bunch of language expansions for the C programming language by the C Norms Panel to
address shared trait gives that exist between C augmentations for various inserted frameworks. By and large, installed C
programming requires nonstandard augmentations to the C language to help fascinating elements, for example, fixed-
point number-crunching, numerous unmistakable memory banks, and essential I/O tasks.

ZigBee : This gives a concise depiction of a portion of the significant elements of the IEEE 802.15.4 and ZigBee
conventions. There are a large number of exclusive remote frameworks made today to tackle a huge number of issues
that likewise don't need high information rates however require minimal expense and exceptionally low current
channel. These restrictive frameworks were planned in light of the fact that there were no principles that met their
necessities. These heritage frameworks are making huge interoperability issues with one another and with more current
innovations. The ZigBee union isn't pushing an innovation; rather it is giving a normalized base arrangement of
answers for sensor and control frameworks. ZigBee is ready to turn into the worldwide control/sensor network
standard.

Activity Diagram

A component of the Unified Modeling Language (UML), an activity diagram shows the sequential flow of actions
inside a system, process, or use case graphically. It helps developers and stakeholders comprehend system behavior by
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using a variety of graphical features, including activities, actions, control flow arrows, decision points, merge points,
starting and final nodes, and so on. These elements help to illustrate the progression of tasks and decisions. Activities
are rounded rectangles that represent particular operations or tasks; actions are rectangles that show specific phases
inside these activities. These components are connected by control flow arrows, which show the logical order of events.
While merge points combine divergent channels, decision points—marked by diamonds—introduce constraints or
choices, directing the flow along distinct directions. The first node indicates the beginning

wakeupp aplicallion uge casa

s
{ |
‘\\H_:amera_/f_,-'
."'I -\."\. ,_,-—I—-._
I_/_

i g

.

Realtima

camara phanes

- "'\-\.._\
i Sye EIwE A } —
'\\ analyzing S faclal proceseing

- WakeApp application

~ /

iy

Activity Diagram
VILALGORITHMS

For extraction.

o Install the required libraries: Verify that OpenCV (opencv-python) is installed.

e To obtain positive samples, take pictures of eyes in various stages, such as open, closed, and half closed. Give
them appropriate labels.

e Obtain Negative Samples: Compile pictures of objects without eyes.

e Train a Cascade Classifier: A cascade classifier can be trained using the positive and negative samples. There are
multiple processes involved in this intricate process. OpenCV provides tools like opencv_traincascade and
opencv_createsamples. This is a computationally demanding procedure that may take some time.

e Load the Trained Cascade Classifier: In your Python code, load the trained cascade classifier.

e Record Video Stream: You can record video from a webcam or a file by using OpenCV.

To identify eyes in each frame of footage, using the loaded cascade classifier.
VII.CONCLUSION

The conclusion drawn from the information provided in the document is the critical need for addressing road safety
issues in India through various measures. The document emphasizes the importance of improving infrastructure,
enforcing traffic rules, and raising public awareness to reduce the frequency and severity of accidents on Indian roads.
It highlights the immediate challenges faced after accidents, including physical injuries, emotional trauma, financial
burdens, legal consequences, and disruptions to daily life routines. Moreover, the document discusses the significance
of detecting driver drowsiness as a major cause of road accidents and the development of a drowsiness detection system
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using IoT technology to enhance driver safety. The system aims to monitor drivers for signs of drowsiness and issue
alerts to prevent accidents caused by impaired driving. Additionally, the document outlines the objectives of the
proposed application system, such as capturing images of unauthorized persons, reducing vehicle speed when the driver
is drowsy or drunk, and implementing alarms to reduce post-accident fatalities. The use of buzzers as audible alerts in
drowsiness detection systems is highlighted, emphasizing their role in preventing accidents due to driver fatigue .

VIII.RESULTS

Systems for detecting driver drowsiness have become essential instruments for improving road safety by reducing the
dangerous risks brought on by accidents caused by fatigue. These systems provide real-time monitoring of a driver's
level of awareness by integrating many sensors to detect crucial driver factors such as eye movements, head position,
and steering behaviour. Timely notifications are sent when indicators of drowsiness are observed, advising the driver to
take appropriate breaks or corrective action. Research has continually shown how effective these technologies are at
reducing driver fatigue-related incidents, highlighting their importance in preventing accidents and enhancing road
safety in general. In addition to lowering the number of accidents, these systems help drivers become more conscious
of their own levels of weariness, which promotes a safe driving culture.

Additionally, the information gathered by these devices provides insightful knowledge about driving habits and patterns
of weariness that might guide future improvements in traffic safety protocols. It is crucial to recognize that although
these systems are helpful, personal accountability is still necessary. This includes getting enough sleep, taking frequent
breaks, and adhering to safe driving procedures.
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