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ABSTRACT: The MORSE code-based authentication system integrates MORSE code into AI and IOT for improved 

security. Users can assign clear and dynamically generated Morse Code patterns as digital signatures. Authentication is 

completed by entering a Morse code on the defined input device. AI analyzes both input speed and patterns to prevent 

unauthorized access or imitation. Over time, the system adapts to the behavior of individual users, ensuring smooth and 

accurate authentication. IoT technology enables remote authentication, support devices such as smartphones, and smart 

home systems. This innovative solution promises to provide a secure, user-friendly authentication method while the 

technology is being developed. 
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I. INTRODUCTION 

 

In today's digital age, security is a growing problem due to rising cyber threats, unauthorized access, and data injury. 

Traditional authentication methods such as passwords, pins, and biometry remain largely in use. Keywords are 

functional, but are susceptible to cyberattacks such as phishing, brute force attacks, keylogs, and login information.  

Biometric authentication such as fingerprint scanning and facial recognition provides improved security, but 

ops challenges such as risks, data protection concerns, and reliance on specific hardware. These issues have led to the 

search for alternative authentication methods that compensate for security and user convenience. Such a solution is a 

Morse Code-Based Authentication, a clear approach. This encodes authentication registration information with 

abbreviations and long signals, called points and lines. Morse Code was originally developed for telegraphy and has 

been evaluated for its simplicity, reliability and adaptability.  

 

Using Morse codes for authentication provides a secure and innovative mechanism by entering the user as a Morse 

code sequence instead of an alphanumeric grid. This method greatly reduces the risk of intercepting or replication by an 

attacker. This is because it is not based directly on text entries. This system improves security through integration of 

time-sensitive sequences that require authentication attempts in named time frames. This prevents repeated attacks. 

Using Morse Code's Artificial Intelligence (KI) - Authentication improves the efficiency and adaptability of your 

system. The AI algorithm analyzes input patterns, anomaly detection, and user action checks. This distinguishes 

between intentional input and error. As the system learns from the behavior of individual users, it can become more 

accurate over time and knows that it will access and trigger security warnings when necessary. This adaptability 

ensures that the system remains secure even if the user changes the interaction pattern. IoT allows users to authenticate 

remotes and enable secure access to systems or devices without physical interaction. For example, you can use Morse 

Code-Authentication on the Smart-Home system to unlock doors or activate safety features using your mobile device. 

 

In the Industrial Settings, IoT-enabled Morse Code Authentication authentication can control access to limited areas, 

allowing only certified employees to enter a confidential zone. The synergy of AI, Morse code, and IoT creates a multi-

layer authentication system that offers both security and flexibility. One of the main benefits of Morse Code 

authentication is its resistance to common cyber attacks. In contrast to traditional password authentication, which is 

susceptible to brute force attacks, Morse Code sequences not only contain specific character patterns, but also include 

timing variations. Another important benefit is the accessibility of the system. Morse Code - Authentication can be 
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adapted to several input methods, including touch (press), hearing (language input), and vision (blinking patterns). This 

includes this among people with disabilities. For example, Visual-Paired users can authenticate users on a language-

based basis, but those with mobility disorders can use the button. This inclusiveness allows the system to be accessible 

to a wide range of users, regardless of physical limitations. However, the learning curve in particular has challenges 

with Morse Code authentication. Remember the Morse code sequence around dot and dash patterns that are difficult for 

some people, as opposed to traditional passwords that are easy to create. To overcome this, AI control features such as 

the adaptive learning module help users feel more comfortable over time than ever before. Real-time feedback during 

the authentication process helps users reduce errors and improve user-friendly. Speed of authentication is another 

challenge. In contrast to passwords that can be entered quickly, Morse Codes require more time as they require time-

based input signals. This can slow down the authentication process, especially in time sensitive situations.  

 

However, AI progress can improve speed by predicting user input and rigour according to the process without    

optimizing security. Additionally, you can use Morse code authentication. It improves both security and convenience 

among other security measures such as biometry and multi-factor authentication. In the financial industry, it can be 

used to secure banking transactions and provide an additional layer of protection against unauthorized access. 

Similarly, it can protect patients and medical devices in medical patients and prevent unauthorized access to 

confidential information. Wearable Medical Devices can also use Morse Code-Authentication to restrict access to 

critical data. In the military and defense sector, Morse Code-Authentication Communication channels and access to 

limited areas make it possible for only certified people in sensitive locations to occur. As cybersecurity threats develop, 

the need for safer and innovative. 

 

The combination of Morsecode, AI, and IoT represents a future solution that improves protection against the latest 

cyber threats. As for the future, Morse Code's future certification lies in the continuous integration into emerging 

technologies. The further expansion of the AI model will result in greater detection and accuracy of Morse Code inputs. 

Blockchain technology also serves to create a decentralized authentication framework, providing even more security by 

preventing unauthorized data manipulation.[1] 

 

II. RELATED WORK 

 

In [2], Srivastava (2020) proposed a Morse code-based authentication system enhanced with Artificial Intelligence 

(AI). The system generated unique user identifiers through Morse code sequences and comprised a Morse Code 

Generator, an AI-based Recognizer, and an authentication module. While AI significantly improved recognition 

accuracy, the study identified challenges such as the complexity of learning Morse code, recognition errors, and 

scalability issues in handling numerous unique sequences. 

 

In [3], Venkatapur et al. (2019) focused on improving security in Morse code-based authentication systems through 

cryptographic encryption. By encrypting Morse code sequences prior to authentication, the approach added a robust 

security layer. Although this method enhanced protection against unauthorized access, it faced limitations related to 

usability, including susceptibility to phishing and the cognitive difficulty of recalling Morse patterns. 

 

In [4], Sanjay (2020) explored the integration of machine learning to enhance Morse code recognition and verification. 

Machine learning algorithms were trained to classify Morse sequences with high accuracy, effectively reducing manual 

errors. However, the system required extensive labeled data and computational resources. Issues such as incorrect 

Morse input further emphasized the need for reliable error correction mechanisms. 

 

In [5], novel Morse Code-Based Authentication System was introduced, combining AI and IoT to offer a secure, 

scalable alternative to traditional authentication methods. The system supported multimodal input (e.g., button presses, 

sound, blinking) and utilized AI for accurate recognition, error correction, and anomaly detection. Its cloud-enabled 

architecture enabled real-time, low-resource authentication across various IoT devices. Features such as real-time alerts, 

multi-factor authentication integration, and adaptive learning ensured strong security, minimized false positives, and 

supported proactive threat prevention. 
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III.  PROPOSED MODEL 

 

Fig 1: Block diagram of Proposed System 

 

The proposed Morse Code-based secure authentication system combines Morse Code, AI-powered detection, and IoT 

connectivity to provide a secure and scalable authentication solution. By integrating Morse Code into an extension 

technology for machine learning, the system provides excellent protection against unauthorized access and provides a 

flexible, customizable way to check users. In contrast to traditional password-based systems, this approach includes 

multifactor authentication (MFA), biometric authentication, and cryptographic security, enhancing access control 

mechanisms. Record Morse Code inputs on several interfaces, including touch sensors, sound-based Morse Codes or 

microphones for physical keyboards. The pre-processing technique is used to clean and standardize the input signal. 

This ensures accurate characterization. The AI-based pattern recognition model analyzes Morse codes and converts 

them into alphanumeric signs. After translation, the system checks the sequence with the database registered user. B. 

Additional authentication layers such as Biometric Review using fingerprint or facial recognition or OTP checks are 

used to improve safety through a robust MFA process. Input - If Morse code matches a valid user profile, permissions 

are granted. If an unsuccessful attempt to authenticate or suspect activities such as some incorrect input fails, the 

system triggers a notification to notify the security officer or administrator. AI Control Detection uses deep learning 

models such as CNN and LSTM to process Morse code inputs and improve the accuracy of noisy environments. The 

system also adapts to user-specific input areas, improving its robustness. IoT-enabled devices integrate the system with 

Smart Access Control and enable real-time checking for limited areas. IoT sensors are aware that they will trigger 

warnings via unauthorized attempts, email, SMS, or mobile notifications. A retrylit-based graphical user interface 

allows administrators to view protocols, monitor access requirements, and receive immediate warnings in the event of 

unauthorized attempts. Visual and voice notifications alert security personnel of suspicious activity and ensure 

immediate action. Additionally, the system protocol fails along with timestamps and device stamps and is supported in 

forensic analysis during security violations. Company settings ensure access to limited areas such as server rooms and 

databases. Smart Homes allow you to use Morse Code as an additional level of security to unlock doors and access 

sensitive data. Military applications benefit from improved security for communication and limited areas, making them 

accessible only to authorized people. To optimize efficiency, the system supports handling of GPU acceleration through 

frameworks such as Pytorch and Tensorflow. This allows real-time detection even in high traffic environments. 

 

Future improvements may improve both security and user-friendly. AI-driven anomaly detection can identify 

suspicious registration patterns and prevent cyberattacks before they appear. The implementation of edge computing 

allows direct authentication processing on IoT devices, reducing latency and bandwidth usage. Additionally, language 

Morse Code authentication improves accessibility and allows users to authenticate themselves with language signals. 
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Blockchain-based identity management allows authentication protocols to be stored in distributed main registers for 

increased security and transparency. Its scalability, real-time monitoring functions and advanced security functions 

make it a valuable alternative to traditional authentication methods, providing future proof solutions for protecting 

sensitive data and infrastructure. 

 

IV. COMPARITIVE CASE STUDIES 

 

Comparative analyses were performed to assess the effectiveness of the proposed Morse code-based secure 

authentication system and to compare it with traditional methods such as password-based registration, biometric 

authentication, and token-based safety. This study showed that traditional password-based authentication is susceptible 

to a variety of threats, including brute-force attacks, phishing, and registration information. Biometric systems such as 

fingerprints and facial recognition provide security improvements, but they continue to be susceptible to spoofing and 

data protection issues. Token-based systems such as OTP authentication improve security, but often face challenges 

related to delays or failures in OTP delivery. In contrast, the proposed MORSE code authentication system offers a 

highly secure and adaptable alternative by integrating MORSE code input with AI control detection and IoT-based 

access control. Rule-based decoding was exposed to incoming speed variations and noise treatment limitations, leading 

to inconsistent accuracy. HMM-based detection improved accuracy but fought against irregular input patterns from 

users with different lighting speeds. Deep learning models, especially CNNS and LSTM, outperform traditional 

methods by accurately recognizing Morse code patterns, even for loud, inconsistent inputs. The integration of AI-

controlled detection into an IoT-enabled safety infrastructure has also improved real-time processing to ensure efficient 

and secure authentication. Traditional authentication protocols require manual reviews that can slow threat detection 

and response. In contrast, the proposed system uses real-time alerts, such as automated notifications via email, SMS, or 

mobile apps. By including a user-friendly, optimistic interface, security personnel can simply monitor authentication 

attempts, pursue failed registrations, and analyze safety threats in real time. The computational efficiency of the 

authentication system was also analyzed in a variety of deployment environments. Cloud-based solutions provided 

scalability, but delays were introduced due to network dependence. Local processing reduced response times, but was 

limited by hardware limitations. The proposed system with edge computing, Morse Code detection, and real-time 

authentication are directly active on IoT devices.  

 

By combining AI-controlled MORSE code detection with IoT-based access control, the system offers a scalable and 

secure alternative to traditional authentication methods. Future improvements include blockchain-based identity 

management, language-based Morse Code entry, and AI-driven anomaly detection, predicting and preventing potential 

security risks before they occur. 

 

V.  RESULTS AND DISCUSSION 

 

The effectiveness of the proposed MORSE code-based secure authentication system was evaluated based on many 

experiments to assess accuracy, security and real-time capabilities. These tests included a variety of authentication 

scenarios, including various Morse code input speeds, crazy environments, and integration of multi-factor 

authentication (MFA). The AI model analyzed Morse code sequences input via touch-based keyboards, microphones, 

or IOT sensors using deep learning techniques, including long-term networks (long-term memory) and folding 

networks (CNNS). The accuracy of the system in interpreting Morse Code was measured with manually verified data to 

ensure reliable service. The AI model effectively distinguishes between valid authentication sequences and noise, 

minimizing false alarms and prevents unauthorized access attempts. Additionally, the system successfully integrated 

biometric methods such as fingerprint and facial recognition that provide an additional layer of safety. The combination 

of MORSE code input and MFA reduces the risk of theft and brute-force attacks, making it a reliable alternative to 

traditional password-based methods. Comparison with traditional Morse code decoding methods, including regular-

based algorithms and hidden Markov models (HMMS), showed that rules-based methods that had to deal with 

inconsistent input data rates would improve the LSTM and CNN models in terms of adaptability and accuracy. The AI 

model demonstrated the ability to recognize Morse code sequences, even when input patterns between users differ, and 

when they learn and adapt over time. If some authentication attempts or suspicious activity failed, the IoT-enabled 

warning mechanism triggered a real-time notification and sent an automatic warning to the administrator via email, 

SMS, or mobile app. Additionally, audio warning systems with high levels of security are enabled around the area to 

ensure immediate response to potential threats. The Streamlit-based Graphic User Interface (GUI) allows security 

personnel to monitor authentication protocols in real time, visualize Morse code input sequences, check access control 
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status, and improve overall monitoring efficiency. By combining AI-controlled Morse Code detection with an IoT-

enabled safety infrastructure, the system presents a scalable and innovative approach to protecting digital digital and 

physical assets. Future improvements include blockchain-based authentication protocols for improved security, edge 

computing solutions for optimized real-time processing on IoT devices, and Morse Code authentication that increases 

access and user friendliness in a variety of environments. Furthermore, the implementation of adaptive learning 

algorithms can further improve the recognition process, reduce the false positive aspects, and improve authentication 

reliability. The compatibility of the system and various IoT devices makes it suitable for providing a variety of 

applications, such as smart homes, industrial control systems, and secure facilities.  

 

 

                 Fig 2: Home Page                                                                                                   Fig 3: Register Page 

  

Future research can examine the application of quantum cryptography to protect Morse code in transit and provide a 

progressive security layer for the development of cyber threats. Furthermore, improving the user experience by 

including haptic feedback for real-time input verification, especially for people with disabilities, can make the system 

more accessible. The integration of AI-based anomaly detection also benefits in identifying rogue authentication 

attempts. This prevents unauthorized access and reduces potential security risks. The versatility of the system can be 

further extended by allowing compatibility with a variety of transmission methods, such as infrared and ultrasound 

signals, which are particularly useful in environments where traditional wireless communication can be restricted or 

restricted. 

 

 

 
 Fig 4: Registration Successful Page                                                                Fig 5: Registration Successful Page 
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Fig 8: Telegram Bot 

 

The Home Page acts as the main gateway for users interacting with the Morse Code-Based Secure Authentication 

System. It offers an easy-to-use interface that outlines key details about the system's features. Users are given two 

primary choices: Login and Register, enabling them to either sign in to their existing account or create a new one. The 

Login Section allows users to authenticate using Morse code input through various methods, such as a touch-sensitive 

pad, microphone, or an IoT-connected device designed for Morse code entry. 

 

VI. CONCLUSION AND FUTURE WORK 

 

This project effectively demonstrates the integration of Artificial Intelligence (AI) and the Internet of Things (IoT) and 

improves secure authentication through Morse code base input. To detect MORSE code using deep learning models 

such as folding networks (CNNS) and land-saving time memory (LSTM) networks, the proposed system addresses the 

challenge of developing secure, scalable, and innovative authentication mechanisms. The system achieves a high level 

of accuracy when interpreting Morse Code (91% under controlled conditions and 87% in large environments) while 

simultaneously providing a user-friendly experience through an IoT-enabled authentication platform. This approach 

offers a new alternative to traditional methods, minimizing the risk of aisle violations, phishing attacks and registration 

theft. After recognizing an authentication error or suspicious activity, the system sends real-time warnings via email, 

SMS, or mobile notifications, and activates the audio alert system in a highly secure area. Comparative analysis with 
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other authentication methods, such as the rule-based Morse Code decoder and hidden Markov model (HMMS), shows 

that AI-controlled Morse Code detection exceeds these methods in terms of efficiency accuracy, adaptability, and 

efficiency. It offers the ideal solution for enhancing access control and protecting sensitive digital and physical assets.  

This AI-enhanced way not only improves authentication security, but also optimizes IoT-based identity testing, 

enabling industries such as banking, healthcare, defense, and critical infrastructure protection. This increases efficiency, 

security and user access in real-world applications. 

 

Finally, the proposed system provides a scalable, intelligent and secure authentication solution related to the limitations 

of traditional ID testing methods. Given the continuous improvements in AI control abnormality recognition, IoT 

security infrastructure and predictive authentication, this model could play a key role in the future of digital identity 

protection. Furthermore, integration of edge computing reduces latency, improves security, and Morse Code-based 

authentication is a practical alternative to next-generation access control systems. 
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