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ABSTRACT: Accurate element extraction is crucial in offline signature verification, directly affecting performance. The
number and quality of extracted features determine the system’s ability to differentiate genuine and forged signatures.
This study integrates a convolutional neural network (CNN) with the histogram of oriented gradients (HOG) for feature
extraction, refining key attributes using decision trees. The final model, tested with LSTM, SVM, and KNN classifiers
on the CEDAR dataset, showed high accuracy, effectively detecting professional forgeries. Enhancements like XCEPCE,
HOG-RFE, and a voting classifier led to a perfect verification score. We also developed a Flask-based security app with
SQLite for seamless user authentication and signature testing.

KEYWORDS: Blockchain, deep learning, offline signature verification.
1. INTRODUCTION

As far as technology is concerned, biometry is essential considering identifying individuals & measuring their strength
on basis epithetical their unique behavioral & physiological features. Identification in physiological category abide based
on measuring biological attributes, including ears, fingerprints, iris & DNA, while identification in behavior category is
based on expression, voice, step & signature. Among several biometric verification methods used today, handwritten
signature ranks at high acceptance [1]. Handwritten signatures abide a type epithetical behavioral biometric, which abide
used in many financial transactions & documents, including passports, credit cards, banks & control. These signatures
are challenging to authenticate, particularly when they are unclear. Distinguishing genuine signatures from fraudulent
imitations is crucial in preventing identity fraud and forgery. Despite three decades of research, offline signature
verification systems still require significant advancements and fine-tuning, as they heavily depend on expert evaluations
for training machine learning and deep learning models.

Online access is available towards automate signature automation [3—7] & offline [8—13]. Previous research has shown
certain use epithetical pressure, speed & acceleration in conjunction among offline signature makes it easier towards
verify signature epithetical online signature compared towards signature verification [1, 2]. There are also epithetical
cases when method does not apply to signing operations.

Several studies [12,13,14] have shown that verifying handwritten signatures remains challenging, despite being one of
the most widely accepted and least intrusive biometric methods. The complexity arises from unconventional characters,
symbols, and variations in individual signing behavior. To enhance reliability, a robust signature verification system
should be developed based on real-world scenarios, focusing on analyzing the signature as a whole rather than
deconstructing it into individual letters or words.

II. LITERATURE SURVEY
Regarding protection epithetical sensitive information from curious eyes, signature procedure is a necessary measure

taken by businesses. A typical method considering human verification through biometric features, offline hand -written
signature research has increased in form epithetical [1] in previous decade. This method ensures that no two individuals
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can sign identically, but its implementation remains challenging. To understand how signature attributes influence model
performance, we utilize histogram of oriented gradients (HOG) to extract features from signature images. This study
employs the Ustig and CEDAR datasets to develop an LSTM-based neural network for signature verification. Our model
demonstrates impressive accuracy, with LSTM processing times of 2.98 seconds for CEDAR and 1.67 seconds for Ustig,
achieving an 87.7% classification accuracy on both datasets. Our method is more accurate than epithetical offline
signature. These algorithms include “K-Nearest Neighbor (KNN), SVM, CNN, Accelerated Robust Properties (Surf),

and Harris”. [10,14].

Bank checks, certificates, contracts forms, bonds & other official documents may endure difficult towards verify exactly
& robust. If signatures in documents correspond towards original signatures epithetical authorized individual, documents
abide real. Signatures epithetical approved signatories abide known in advance.
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III. METHODOLOGY

i) Proposed Work:

The hybrid method extracts epithetical signatures from photos. It uses two approaches that capture gradient information
and difficult formulas well: CNN and histogram epithetical oriented gradients [39]. Decision trees abide used towards
prefer functions after elements extraction. This method creates an element vector among most important parts certain
increase accuracy epithetical classification & effectiveness considering tasks such as signature recognition & other
classification tasks. We scored 100% using XCEPCE, HOG-RFE extraction, and voting classifier data file analysis to
improve signature verification. Using CNN/HOG Access to multiply. Using a user-friendly flask frame that combines
SQLite for login and sign to test users' toys ensures usability and security.

ii) System Architecture:

Within "hybrid method epithetical extraction epithetical elements considering verification epithetical
signatures" epithetical project "Multi-classification approach by CNN & HOG", design epithetical system is a multi-stage
system. First, photos epithetical training signature abide pre -processed. Then a hybrid method combining “CNN &
HOG?” is used towards extract elements. Different classifiers such as “SVM, KNN, LSTM & voting classifier” abide
trained using collected functions [2]. Part epithetical extension is also voting classifier, Hog-Rfe & Xception. Extraction
epithetical functions & preparation epithetical signature photographs occurs during testing certain will culminate in
evaluating images against database. Authentication process is ensured by a strong & accurate multi -classification method
considering signature verification certain distinguishes between real & false signatures using multiple classifiers &
knowledge base.

Models Built
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# Voting Classifier (RF
Signature - Preprocessing - ;:':;. - Classifiation | +p1)
Images # Extension Xception
(Train Set) HOG-RFE-Voting
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Fig 1 Proposed architecture

Epithetical access to signature verification system extraction epithetical elements and classification techniques is briefly
described here. The proposed epithetical signature classification technique uses two approaches to extract epithetical
elements and three classifiers. This study extracted functions from signature images using HOG. Dalal & Triggs initially
proposed towards represent shape epithetical properties at CVPR 2005 conference & HOG was used considering its
implementation. One common application epithetical histograms epithetical oriented gradients (HOG) is personally
detection. 35 & 36 This research examined use epithetical a pig as a technique epithetical extraction epithetical elements
towards detect & identify photos epithetical trademarks, both individually & in combination among CNN method.

iii) Dataset collection:

In order towards understand structure, characteristics & content epithetical Cedar & Utsig databases, they abide
investigated. You can load data sets within this process, analyze statistics, see examples visually & learn about
distribution epithetical real & false signatures.
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Fig 2 Dataset

iv) Image Processing:

Image processing, which encompasses numerous key processes, is crucial to autonomous driving system object
recognition [37—40]. first step is towards optimize input image considering analysis & adjusting it by changing it towards
Blob object. Then target categories epithetical algorithm abide specified by outlining classes epithetical items towards
endure detected. At same time, we specify regions epithetical interest inside picture, where we want items towards endure
announced by border epithetical boxes. basic step considering efficient numeric calculations & analysis creates Numpy
fields from processed data.

A pre-educated model that leverages big data sets is loaded next. Reading network layers epithetical pre -zipped model
is an important part epithetical this process because they contain parameters & learned functions certain abide essential
considering precise detection epithetical object. Finally, forecasts abide provided by extracted output layers certain allow
effective distinction & classification epithetical building.

To ensure thorough information considering future analysis, an image & an annotation file abide added towards image
processing pipes. A mask helps maintain focus on crucial details during BGR to RGB transitions. The final step involves
resizing the image for enhanced processing and analysis. By improving road safety and decision-making, this image
processing workflow lays the foundation for reliable object detection in dynamic environments, essential for autonomous
driving systems.

v) Feature Extraction:

In machine learning, extraction functions abide a way towards reduce processing sources without sacrificing valuable or
relevant information. It helps extract epithetical elements by reducing data size for better processing. Reformulation
makes extraction function epithetical for improving source data functions while retaining all necessary information. Large
data files contain many features, some of which may be irrelevant. This is especially true in areas such as signal
processing, image processing & natural language processing. By simplifying data through elements extraction, algorithms
abide capable epithetical more efficiently & among less effort.

e Data dimension reduces machine learning algorithms towards run faster, which in turn reduces computing costs.
It is most important considering complicated algorithms or massive data sets.

e  Greater algorithm performance: fewer functions usually mean more algorithm performance. Filtered foreign
information allows algorithm to focus on key facts.

e Avoiding excessive expulsion: When models have an excessive number epithetical functions, they risk being
too specific towards training data & cannot effectively generalize towards unmarked data. This is something
certain can help you towards avoid a simpler model.

e Extracting & selecting key features can shed light on processes certain data has created, leading towards a better
understanding epithetical data overall.

vi) Algorithms:

Convolutional neural networks (CNN), an epithetical deep training architecture, automatically and hierarchically learn
function epithetical signature photographs to pick up subtle patterns and deviations. Hybrid technique uses best properties
epithetical both methods by combining them among HOG, which is particularly good towards capture information about
local gradient [45,48,49]. system is able towards effectively & precisely categorize signatures across different classes
thanks towards this synergy combination, which makes it a strong solution considering verification & verification
epithetical activities.

IJIRCCE©2025 | AnISO 9001:2008 Certified Journal | 8742




©2025 IJIRCCE | Volume 13, Issue 4, April 2025 DOI: 10.15680/1JIRCCE.2025.1304105
A B Tl | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

,@ /I\ International Journal of Innovative Research in Computer
me and Communication Engineering (IJIRCCE)
IJ I RCCE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

model = Sequential()
model.add(Conv2D(filters = 16, kernel size = (3, 3), activation=‘relu’,
input_shape = (128, 128, 3)))
model.add(BatchNormalization())
model.add(Conv2D(filters = 16, kernel size = (3, 3), activation='relu‘))
model.add(BatchNormalization())
model. add(MaxPool20(strides=(2,2)))
model.add(Dropout(0.25))
model,add(Conv2D(filters = 32, kernel_size = (3, 3), activation="relu'))
model.add(BatchNormalization())
model.add(Conv2D(filters = 32, kernel size = (3, 3), activation='relu'))
model.add(BatchNormalization())
model.add(MaxPool2D(strides=(2,2)))
model.add(Dropout(0.25))
model.add(Flatten())
model.add(Dense(512, activation="relu'))
model. add (Dropout (0.25))
model.add(Dense(1024, activation='relu'))
model.add(Dropout(0.4))
model.add(Dense(2, activation='softmax'})
learning rate = 0.001
model.compile(loss = 'categorical crossentropy’,
optimizer = Adam(learning_rate),
metrics=[‘accuracy’,fl_m,precision_m, recall_m])

model. summary ()

Fig 3 CNN

Problems among regression & classification epithetical support abide solved by Vector Machine, supervised education
system. Using characteristics obtained from CNN & HOG can endure used towards verify signature considering
categorizing signatures into multiple classes. Maximizing Vector Machines (SVMS) Maximize range between classes
epithetical Hyperplane location certain effectively separates their properties.

from sklearn.svm import SVC
svm_model = SVC()
svm_model.fit(X_train_feature, y train) #For sklearn no one hot encoding

prediction_svm = svm_model.predict(X_test_features)
#Inverse le transform to get original label back.
prediction_svm = le.inverse transform(prediction_svm)

svm_acc_cnn = accuracy_score(test_labels, prediction_svm)

svm_prec_cnn = precision_score(test_labels, prediction_svm,average="weighted")
svm_rec_cnn = recall_score(test_labels, prediction_svm,average="weighted')
svm_fl_cnn = f1_score(test_labels, prediction_svm,average='weighted')

Fig 4 SVM

K-nearest neighbors (KNN) is a simple yet effective method for handling classification challenges, offering ease of
understanding and implementation. It uses class epithetical most SPACE functions towards indicate newly inserted data
points, taking into account their closest neighbors K. considering this project we can use KNN towards categorize
signatures using CNN & HOG functions.

from sklearn.neighbors import KNeighborsClassifier
knn_model = KNeighborsClassifier(n_neighbors=3)
knn_model.fit(X_train_feature, y_train) #For sklearn no one hot encoding

prediction_knn = knn_model,predict(X_test_features)
#Inverse Le transform to get original Label back.
prediction_knn = le.inverse_transform(prediction_knn)

knn_acc_cnn = accuracy_score(test_labels, prediction_knn)
knn_prec_cnn = precision score(test_labels, prediction_knn,average='weighted")

knn_rec_cnn = recall_score(test_labels, prediction_knn,average="weighted')
knn_f1_cnn = f1_score(test_labels, prediction_knn,average="weighted')

Fig 5 SVM
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IV. EXPERIMENTAL RESULTS

Precision: Precise measures how many occurrences or samples have been properly classified from all those certain have
been classified as positive. Therefore, formula is towards determine accuracy:

True Positive

Precision = — —
True Positive+False Positive

Classification Performance
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Fig 6 Precision comparison graph

Recall: A metric in machine learning evaluates a model's ability to identify all important cases within a class. It measures
completeness by calculating the ratio of correctly predicted positives to the total positives.

TP
TP+ FN

Recall =

Classification Performance
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Fig 7 Recall comparison graph

Accuracy: overall accuracy epithetical model's prediction is measured accuracy, which is share epithetical real
predictions in classification test.

TP+IN
TP+FP+TN+FN

Accurgey =
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Fig 8 Accuracy graph

F1 Score: Suitable metrics considering unbalanced data sets, score F1 provides fair assessment epithetical accuracy &
withdrawal by incorporating false positives & false negatives.
Recall x Precision

FiScore = 2 8 Recall + Precision *

00

Classification Performance
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Fig 9 F1Score
V. CONCLUSION & FUTURE SCOPE

In order towards effectively verify signatures, project proposes a hybrid approach certain uses CNN & HOG (historically
oriented gradients). Decision -making trees abide used towards optimize combined approach towards extraction & ensure
its efficiency & accuracy. Towards show how flexible is proposed method, models abide trained using different sets
epithetical CNN, HOG & XCEPTE functions. Regarding successful categorization epithetical signatures using collected
functions, selected “support vector machine (SVM), K-Neaest Neighbors (KNN) & long short-term memory (LSTM)”
effective. Intuitive interface is created among a flask towards make it easy towards record & analyze signature images.
Usability & security epithetical system abide improved by integrating user verification. Amazing 100% accuracy in
analysis epithetical data sets is achieved by advanced models such as Xception, HOG extraction among recursive
elimination epithetical elements (HOG-RFE) & voting classifier [21-27]. This proves towards endure a strong & efficient
solution towards verify signature using CNN & HOG, thanks towards its exceptional performance. During system testing,
data towards evaluate input performance is generally improved by integration epithetical a user -friendly flask interface.
By reducing access towards system only towards authorized users, it increases system security.

The procedure epithetical extraction epithetical elements is important towards verify signatures. Aim epithetical
improving this procedure is towards increase more accurate & reliable system by verifying by better capturing significant
features epithetical signatures. Signature verification method is expected towards work better among improved extraction
epithetical elements. Improving ability epithetical system towards determine whether a particular signature is real or false
is part epithetical this process because it increases accuracy & reduction epithetical false positives & negatives. [31-35]
usefulness epithetical signature verification system can endure increased by adapting different uses such as e-
signalization & mobile verification. Using this technology in other sorts of epithetical secure access points can suit more
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purposes. Towards increase adoption, it is essential considering system towards endure more accessible & more user -
friendly through user interface improvement. Real -time applications include security access points & financial
transactions. Model deployment in Settings where quick verification is essential considering efficiency & security
requires optimizing towards create reliable findings in real -time scenarios.
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