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ABSTRACT: Credit card fraud has seen a significant rise in recent years, largely driven by the rapid expansion of e-
commerce. With millions of transactions taking place daily, detecting fraudulent activity has become a major challenge
for banks striving to minimize losses and ensure customer security.

In this study, we explore the use of a fuzzy database approach to identify credit card fraud. Fraud detection involves
analyzing user behavior to identify, predict, or prevent suspicious or undesirable activities. Classifying transactions as
either legitimate or fraudulent is treated as a data mining problem.

We specifically focus on the application of fuzzy logic, discussing its core components—fuzzy rules, membership
functions, fuzzification, and defuzzification. The method is then implemented on a dataset using the Fuzzy Logic Toolbox
in MATLAB.

Finally, the performance of this fuzzy logic approach is compared with that of the Artificial Neural Network (ANN)
method. Our results show that the ANN method outperforms fuzzy logic, delivering approximately 33% higher accuracy
in detecting fraudulent transactions.

KEYWORDS: Fuzzy database, inaccurate data, membership function, linguistic representation, neural network.
I. INTRODUCTION

The use of credit cards has become one of the most common methods for making online purchases. However, this
convenience has also led to a sharp increase in fraudulent activities. Traditional pattern-matching algorithms are no longer
sufficient to detect such fraud effectively. To ensure accuracy and minimize false positives, there is a pressing need for
more efficient and intelligent fraud detection systems.

Credit card fraud can be broadly defined as any unauthorized transaction carried out by someone other than the legitimate
account holder. It is a deliberate and illegal act carried out to gain unauthorized financial benefits. With the rapid growth
in online transactions, the scale and complexity of fraud have increased dramatically. In real-world scenarios, fraudulent
behavior often appears as anomalies in transaction data—but detecting these anomalies is not a straightforward task.
Simple rules and manually set thresholds by domain experts are often inadequate in dealing with the evolving nature of
fraud.

Given the sheer volume of transactions—millions occurring every month—manual detection is practically impossible.
Therefore, automated systems powered by computers have become essential. While basic statistical techniques can be
used to flag suspicious activity, they often fall short in capturing the diversity and subtlety of fraudulent patterns. This
has led to the exploration of more sophisticated approaches such as machine learning, which offer better adaptability and
improved accuracy.

The main objective of this paper is to improve and enhance traditional fraud detection methods by introducing more
intelligent and automated systems. Specifically, this study focuses on the application of fuzzy logic—a concept first

introduced by Lotfi Zadeh in 1965. Unlike classical set theory, which deals in absolutes (0 or 1), fuzzy logic allows for
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reasoning with uncertain or vague information. This approach mimics human decision-making, which often operates in
terms of probabilities and degrees of truth.

One of the advantages of fuzzy logic is that it uses simple, human-readable rules, making it accessible even to those
unfamiliar with the underlying mathematics. Mallinson and Bentley (1999) demonstrated that fuzzy rules can offer both
accuracy and interpretability in classification tasks.

In this paper, we implement a fuzzy logic-based fraud detection model using the Fuzzy Logic Toolbox in MATLAB. The
performance of this model is then compared with that of a neural network-based model, using the same dataset for
evaluation.

The structure of the paper is as follows:

e Section 2: Review of related work

e Section 3: Description of the proposed methodology

e Section 4: Implementation of fuzzy logic in fraud detection

e Section 5: Discussion of the neural network approach and comparative analysis

II. RELATEDWORK

Yongbin et al. [8] developed a behavior-based credit card fraud detection model that analyzes transaction patterns. They
applied fuzzy logic membership functions to preprocess the data, which was then fed into a Self-Organizing Map (SOM)
algorithm. The SOM output was used to classify each transaction as either fraudulent or legitimate.

Similarly, Carneiro et al. [3] employed cluster analysis alongside artificial neural networks (ANN). They normalized
the data and used a multilayer perceptron (MLP) to classify transactions into fraud or legitimate categories.

Guo et al. [4] focused on the sequence of operations in a transaction. They used a confidence-based neural network
and evaluated its accuracy using the Receiver Operating Characteristic (ROC) curve.

Maes et al. [5] proposed an automated fraud detection system combining ANN and Bayesian Belief Networks (BBN).
They also utilized the ROC curve to assess the performance of their model.

Our approach differs in several key aspects. First, we preprocess the data using a behavior-based credit card model
that evaluates user behavior based on historical transactions. We then apply fuzzy logic in MATLAB to create
membership functions, which cluster the data into meaningful categories.

Unlike previous models that typically classify transactions as either legal or fraudulent, our system introduces a third
category: suspicious, allowing for more nuanced detection. To validate our approach, we feed the processed data into
the system and observe the classification results. We also test the dataset using an Artificial Neural Network (ANN)
and compare the performance of both methods using the Mean Square Error (MSE) metric.
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III. METHODOLOGY AND PROPOSED SYSTEM

3.1 Proposed System Model

Info of new History of
tramsaction tramsacton
behavioar data
Diata
praprocess
Fraud
detection
¥
Lezal Suospicious Fraud
transaction transacton transacton

Figurel.Creditcard fraud process detection model.

The credit card transaction statement obtained from the bank contains detailed information about both the user and the
transaction itself. To determine whether a transaction is legitimate, suspicious, or fraudulent, it is essential for banks to
analyze not just the current transaction, but also the user’s transaction history. Tracking this historical data alongside new
activity significantly enhances the accuracy of fraud detection.

This section is structured into three parts. First, we describe the data preprocessing steps and how the raw data is cleaned
and prepared for analysis. Next, we provide a detailed explanation of the fraud detection algorithms used in this study.
Finally, we present and validate the results obtained from our experiments.

3.2 Data Preprocess Algorithm
The original credit card transaction from the bank contains the date, amount and location of transaction (seta).The
representation of these data can be expressed as [8]: xi={date, amount, location}, xi€a

To design an effective credit card fraud detection system, the pattern of the credit card use needs to be tracked [6].
Observing the history helps detect the fraudulent transactions, as any variation from the average history pattern is
considered suspicious.

In order to do so, the history of past transactions needs to be considered in the data fed into the proposed system. The
following needs to be calculated:

Average transaction time in hours
Date of the last transaction in days
Frequency of transactions per day
Averagetransactionamount
Averagetransactionlocation

bl

The derived dataset (set B) will then be [8] xi={time, interval, frequency, amount, location},xi€EB
Next, the membership functions willbe created usingfuzzy logic toolbox in Matlab.
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IV. FUZZY LOGIC

4.1 FuzzyLogicAlgorithm

Five inputs: time, amount, location, interval, and frequency of credit card transaction.

Output:Credit card classification shown in linguistic terms.

Eachinputhasfuzzyvariables.

Each fuzzy variable is associated with a membership Function.

The membership function is calculated for each fuzzy variable.

The rules’ strength is calculated based on the membership function of the fuzzy variable.

Credit card classification is calculated by taking the maximumofthe selected output set as the final result.

N

Membership Functions, Input and Output Membership function is important to be defined for each variable, input and
output. In our paper, we have chosen a mixof triangular and trapezoidal function depending on the defined range. The
strength of the detection algorithm highly depends on the way the functions are created.

Time: this input denotes the time difference between the current(new)transaction and the average time of transaction for
one user. It has three membership functions: (low, medium, high).Each variable has a membership function associated
with it. The ranges of this input are shown in Table 1.

Input Field Range (days) Linguistic Representation
Time <4 Low Mid High

4-7

7>

Tablel.Defined range for input time.

Amount:  the  transaction amount shows the difference between the current transaction
amountandtheaveragetransactionamount.It has three membership functions (low, medium, high). The corresponding
membership function range is shown in table

2.Table2.
InputField | Range Linguistic
(dollars) Representation
Amount <10 Low
10-50 Mid
50> High

Table2.Defined range for input amount.

Location: In this study, the location attribute is categorized based on the distance from the Greater Toronto Area
(GTA). We define three categories:

1. Inside GTA

2. Outside GTA but within Canada

3. Outside Canada

IJIRCCE©2025 | AnISO 9001:2008 Certified Journal | 14124




© 2025 IJIRCCE | Volume 13, Issue 7, July 2025| DOI:10.15680/1JIRCCE.2025.1307028
LA AN | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

aiﬁ )&,\} /I\ International Journal of Innovative Research in Computer
28 and Communication Engineering (IJIRCCE)
IJI R CCE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

- _____________________________________________________________________________|
These categories are incorporated into the fuzzy logic system using appropriate membership functions. The specific
membership function ranges for each category are presented in Table 3.

Interval: this attribute describes the time difference, in days, between the current transaction ate and the last transaction
date. It has three member ship functions(days, months, years). The ranges are defined in Table 4.

I 1 I I I
Low Med high
1
i C L =
L
n
- | T | - | |
0 2 - b 8 10 12
Figure2.Time membership function range
I , I 1 .I
oW meduim high
1
nC L =
LU
i u |
= = ] ] ] ]
0 20 40 60 80 00

Figure3.Amount membership function range

Frequency this input denote show frequent the user is using their credit card per day. Fraudulent transactions showed that
they tend to be more frequent [1]. It has three membership functions (low, medium, high). The ranges are shown in table
5.

Output: the credit card transaction type is described here. It has three membership functions (legal, suspicious, and fraud)

the ranges are defined in a way that 0-1 means the transaction is legitimate. As the output increases, the transaction
becomes more suspicious. The membership function ange is shown in Table 6.

IJIRCCE©2025 | AnISO 9001:2008 Certified Journal | 14125




© 2025 IJIRCCE | Volume 13, Issue 7, July 2025| DOI:10.15680/1JIRCCE.2025.1307028
LA AN | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

ﬁiﬁ k‘\} %{ International Journal of Innovative Research in Computer
,.‘ : and Communication Engineering (IJIRCCE)
IJI R CCE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Input Field Range ILinguistic Representation
Location 1 GTA
2 Outside GTA OutsideCanada

Table 3: Defined range for input location.

Input Field Range (days) Linguistic Representation
Interval 30 days months

30-90

330>

Table 4: Defined range for input interval.

Input Field [Range Linguistic Representation
Frequency <3 low medium high

3-5

5>

Table5: Defined range for input frequency

The type of credit card transaction is classified using a fuzzy logic-based output variable. This output is defined with
three membership functions: legal, suspicious, and fraudulent. These functions represent the degree to which a
transaction falls into each category.

The membership ranges are defined as follows:

e A value between 0 and 1 indicates that the transaction is considered legitimate.

e As the output value increases, the transaction is increasingly flagged as suspicious.
e Higher values indicate a greater likelihood of fraud.

The exact range and structure of these membership functions are presented in Table 6.

Rule Creation

In this step, a total of 16 fuzzy rules were created and input into the Fuzzy Logic Toolbox. The effectiveness of each rule
was influenced by the membership function ranges defined earlier. Additionally, the weights of the rules varied based
on the significance of each input parameter.

For instance, the input variable ‘location’ was assigned a higher priority. This is because many online frauds are often
linked to transactions occurring in geographic locations that differ significantly from the user's usual spending patterns

(7.

System Testing

To validate our system, a sample size of 100 of 5 elements was created. Also, the predicted output was created of 100
samples of 1 element. Furthermore, as a case study, real data was collected from one of the author’s credit card. Inthis
case study62 samples were collected for two months’ worth of transactions.
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outputField Range Linguistic Representation
Result 0-1 legal suspicious fraud

1-2

2-3

Table6. Defined range for output results.
V. ARTIFICAL NUERAL NETWORK

Neural Network Algorithm
Artificial neural network toolbox was used in Matlab to test our results.

1. The fitting app was chosen for our application.
2. The datasets was selected, 100 samples of 5 elements as inputs and 100 samples of 1 element as target.
3. The dataset was randomly divided into 70% training 15%testing and 15% validation.
4. Figure4
5. The number of neurons in the hidden layer was chosen to be 10

& Randomly divide up the 100 samples:

W Tianing; 0% 70 samples

W Validation: 15% v 13 samples

W Testing 15% v 15 samples

Figure4.Dividing the data into training, validation and testing.
Legal I I susp;in:ius I I fraud
0 0 1 1.5 i 2 3
Figure5.Membership function range for the output.

SystemTesting

The datasets were trained based on the specifications defined in the earlier stages. The training process was repeated
multiple times to account for variations in initial conditions and sampling. This iterative approach ensured that the best
possible results were obtained and recorded.
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VI. RESULTS

After running both proposed algorithms, the results were tested by the mean of how much they match the predicted
output. Figure 6 shows the best performance of ANN algorithm after 12 iterations.

Best Validation Performance is 0.085634 at epoch 6

wo'F

Train
Validation
Test

Best

Mean Squared Error (mse)

10 1 1 | 1 1 1
0 2 4 6 8 10 12

Figure7. Mean square error representation.
VII. CONCLUSION

Accurate and efficient computing methods are essential for credit card fraud detection in order to minimize processing
time and reduce false alarms. In this study, we employed a behavioral credit card model to monitor user spending
patterns. The raw data was preprocessed and transformed into meaningful attributes. Using fuzzy logic, we defined
membership functions for each attribute and created a set of rules, each weighted according to the importance of the
corresponding input.

To validate our approach, we also implemented an Artificial Neural Network (ANN) model and compared its
performance with the fuzzy logic system. The results showed that the ANN model was approximately 33% more
accurate than the fuzzy logic approach. However, the fuzzy logic system still produced acceptable results, achieving a
mean square error (MSE) of 0.476.

One key advantage of our system is that it operates directly on the existing data available in transaction statements,
eliminating the need for specialized preprocessing tools.

For future work, we aim to deploy our system on real-world credit card transaction data involving multiple users.
We also plan to expand our research into big data analytics to handle the massive volume of transactions processed on
a daily basis.
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