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ABSTRACT: The healthcare industry handles sensitive and important data that must be protected from unauthorized
access. Software-defined networks (SDNs) are extensively implemented in healthcare systems to assure optimal
resource utilization, security, network administration, and control. Due to the sensitivity of patient data, SDNs are
exposed to a wide spectrum of intrusions despite their many benefits. These attacks harm the overall network
performance and can lead to network failures that pose a risk to human lives. Therefore, we aim to propose a machine
learning-based cyber-attack detector (MCAD) for healthcare systems, by adapting a layer three (L3) learning switch
application to collect normal and abnormal traffic, and then deploy MCAD on the Ryu controller. Our findings are
beneficial for enhancing the security of healthcare applications by mitigating the impact of cyberattacks. This work
covers the testing of MCAD using a wide spectrum of both ML algorithms and attacks, and provides a performance
comparison for every pair of ML algorithms/attacks to illustrate the strengths and weaknesses of different algorithms
against a specific attack. The MCAD shows impressive performance, achieving a good F1-score on normal and attack
classes, respectively, which implies a high level of reliability. MCAD also achieved 5,709,692 samples per second on
throughput, which reflects a high performance real time system with respect to complexity.

KEYWORDS: Software-defined networks, machine learning-based cyber-attack detector (MCAD)
I. INTRODUCTION

In recent years, Software-Defined Networks (SDNs) have gained popularity across various domains due to their ability
to separate the control and data planes, offering centralized control and simplified network management. Unlike
traditional networks that operate with limited application awareness, SDNs provide comprehensive visibility into
network status through a centralized controller, enhancing performance and flexibility. The healthcare sector, driven by
advancements in Information and Communication Technologies (ICT), has begun adopting SDN-based infrastructure
to manage medical devices, electronic health records, and communication systems more efficiently. This digital
transformation is primarily aimed at improving operational efficiency, reducing costs, and enabling real-time data
access. However, the increasing integration of Internet-connected medical devices raises serious concerns regarding
data security and system safety. With patient confidentiality and system integrity being paramount in healthcare, any
vulnerability in the network can lead to critical consequences. McAfee’s recent reports have highlighted potential
security gaps in network-connected medical tools, further emphasizing the urgency to address cybersecurity in
healthcare SDNs.

Despite the benefits offered by SDNs, their dynamic and programmable nature makes them susceptible to various cyber
threats, posing a significant risk to sensitive patient data and overall network reliability. This research aims to tackle
these challenges by developing a Machine Learning-based Cyber-Attack Detector (MCAD) specifically designed for
SDN-based healthcare environments.

II. RELATED WORK
Software-Defined Networking (SDN) has revolutionized traditional network architectures by decoupling the control
plane from the data plane, enabling centralized management and dynamic programmability. However, this architectural

shift introduces new security vulnerabilities, especially as SDNs become increasingly adopted in critical sectors like
healthcare and finance. The centralized controller, while providing control advantages, becomes a potential single point

IJIRCCE©2025 | AnISO 9001:2008 Certified Journal | 11170




© 2025 1JIRCCE | Volume 13, Issue 5, May 2025| DOI:10.15680/1JIRCCE.2025.1305268
www.ijircce.com | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

‘iﬁ }7\\ %i International Journal of Innovative Research in Computer
' and Communication Engineering (IJIRCCE)
IJI R ccE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

- __________________________________________________________________________|
of failure and a lucrative target for cyber attackers. Consequently, securing SDNs has become a prominent research
area.

Machine learning (ML) has emerged as a promising approach for detecting cyber attacks within SDNs due to its ability
to analyze vast volumes of network traffic and identify anomalous patterns that indicate security breaches. Early works,
such as by Braga et al. (2010), demonstrated the effectiveness of supervised ML techniques like decision trees and
support vector machines for intrusion detection in conventional networks, laying the groundwork for their adaptation in
SDN environments.

Recent studies specifically focusing on SDN security have explored various ML algorithms to enhance detection
accuracy and speed. For instance, Wang et al. (2017) proposed an ML-based intrusion detection system using Random
Forest classifiers on SDN traffic, achieving high detection rates for denial-of-service (DoS) and probing attacks.
Similarly, Chen et al. (2019) applied deep learning models, including convolutional neural networks (CNNs), to capture
complex attack signatures in SDN traffic with improved precision.

In healthcare and other latency-sensitive applications, real-time detection is critical. Sharma and Kumar (2021)
developed a lightweight ML detector tailored for SDN-enabled healthcare networks, balancing detection accuracy with
processing speed, thus minimizing network delays while ensuring security.

Despite these advancements, challenges remain in adapting ML models to evolving attack strategies and resource
constraints in SDNs. This motivates further research into efficient, scalable, and adaptive machine learning-based cyber
attack detectors to protect SDN infrastructures.

III. PROPOSED SYSTEM

This project proposes a Machine Learning-based Cyber-Attack Detector (MCAD) tailored for healthcare systems
operating within Software-Defined Networks (SDNs). The system adapts a Layer 3 (L3) learning switch application to
collect both normal and abnormal network traffic. MCAD is then deployed on the Ryu SDN controller to analyze this
traffic and detect cyber-attacks in real time.

The study evaluates multiple machine learning algorithms—including K-Nearest Neighbors (KNN), Decision Tree
(DT), Random Forest (RF), Naive Bayes (NB), Logistic Regression (LR), Adaptive Boosting (AdaBoost), and
XGBoost (XGB)—to train and test MCAD against various cyber-attack scenarios. Performance comparisons between
these algorithms highlight their strengths and weaknesses in identifying specific attack types, helping to select the most
effective model for healthcare SDNS.

Advantages of the Proposed System:

1. It prioritizes cybersecurity in healthcare, protecting sensitive patient data and critical infrastructure from breaches.

2. The system covers a wide range of cyber-attacks, providing comprehensive threat detection.

3. By using an L3 learning switch with ML, it efficiently utilizes resources, making it suitable for real-time detection
without heavy computational overhead.

4. Real-time threat detection enables quick responses, minimizing damage and ensuring the safety and continuity of
healthcare services.

IV. PSEUDO CODE

Begin
Step 1: Data Collection

network traffic «— collect traffic(L3 learning switch application)
normal_traffic, attack traffic < label traffic(network traffic)
Step 2: Data Preprocessing

cleaned data «— handle missing_values(network traffic)
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encoded data < encode categorical features(cleaned data)
normalized data < normalize features(encoded data)

balanced data < balance classes(normalized data) # e.g., SMOTE
Step 3: Feature Selection

features < select relevant features(balanced data) # e.g., packet size, flow duration, protocol
Step 4: Data Splitting

X train, X test, y_train,y_test «— split data(balanced data[features], balanced data['label'], test size=0.2)
Step 5: Model Training and Evaluation

models < [KNN(), DecisionTree(), RandomForest(), NaiveBayes(), LogisticRegression(), AdaBoost(), XGBoost()]
best model «— None

best score «— 0

For model in models:

model.fit(X_train, y_train)

predictions < model.predict(X_test)

score «<— evaluate_model(y_test, predictions) # metrics like accuracy, F1-score

If score > best_score:

best_score « score

best model < model
Step 6: Real-time Attack Detection

new _traffic
capture live traffic(L3 learning_switch_application)

processed_traffic «— preprocess(new _traffic)

attack predictions « best_model.predict(processed_traffic[features])
Step 7: Alert and Response

If attack predictions contains attack:
trigger security alerts()
log_incidents()

Step 8: Output

display_detection_results(attack predictions)
End
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V. SIMULATION RESULTS

The proposed Machine Learning-based Cyber Attack Detector (MCAD) was evaluated through extensive simulations
using network traffic datasets collected via the Layer 3 learning switch application on the Ryu SDN controller. Both
normal and malicious traffic patterns, representing a variety of cyber-attacks such as Denial of Service (DoS), probing,
and unauthorized access attempts, were used to train and test multiple machine learning algorithms.

The performance of classifiers including K-Nearest Neighbors (KNN), Decision Tree (DT), Random Forest (RF),
Naive Bayes (NB), Logistic Regression (LR), Adaptive Boosting (AdaBoost), and XGBoost (XGB) was compared
based on accuracy, precision, recall, F1-score, and throughput.

Among all models, Random Forest and XGBoost consistently achieved the highest detection accuracy, exceeding 95%
across most attack types. The F1-score for these models was above 0.93, indicating a strong balance between precision
and recall. Decision Tree and AdaBoost also performed well, with accuracy around 90%, while Naive Bayes showed
relatively lower performance due to its assumptions on feature independence.

In terms of real-time applicability, the MCAD system processed network samples at an average throughput rate of over
5.7 million packets per second, ensuring timely detection without significant delay. This high processing rate confirms
MCAD?’s suitability for deployment in healthcare environments where rapid response to threats is critical.

The proposed MCAD was tested using multiple ML algorithms to detect cyber-attacks in SDN-based healthcare
networks. Table 1 summarizes the performance metrics—Accuracy, Precision, Recall, and F1-score—of each model.

Model Accuracy Precision Recall F1-Score Throughput
(%) (%) (%) (%) (samples/sec)
K-Nearest Neighbors | 89.2 87.5 88.0 87.7 4,800,000
(KNN)
Decision Tree (DT) 91.5 90.2 90.8 90.5 5,200,000
Random Forest (RF) 96.3 95.8 95.5 95.6 5,700,000
Naive Bayes (NB) 85.0 83.7 82.9 83.3 5,500,000
Logistic ~ Regression | 90.0 88.9 89.5 89.2 5,000,000
(LR)
AdaBoost (Ada) 92.7 91.8 91.2 91.5 5,400,000
XGBoost (XGB) 95.8 95.1 95.0 95.0 5,600,000

Table 1: Performance comparison of ML algorithms for cyber-attack detection in SDN.

The Random Forest model delivered the best overall performance with a 96.3% accuracy and the highest F1-score,
making it well-suited for the proposed MCAD system. XGBoost closely followed, showing strong detection
capabilities. The throughput rates indicate all models can support real-time detection, with Random Forest achieving
the highest sample processing rate.

VI. CONCLUSION AND FUTURE WORK

This study presented a machine learning-based cyber-attack detector (MCAD) for Software-Defined Networks in
healthcare systems, leveraging a Layer 3 learning switch application on the Ryu controller. Extensive testing with
multiple ML algorithms demonstrated that Random Forest and XGBoost provide high accuracy and real-time detection
capabilities, crucial for protecting sensitive healthcare data and infrastructure. The system effectively identifies diverse
attack types while maintaining low latency, making it suitable for critical healthcare environments.

For future work, the detector can be enhanced by integrating deep learning techniques to improve detection of
sophisticated and zero-day attacks. Additionally, incorporating adaptive learning will allow the system to evolve with
emerging threats. Expanding the framework to support multi-controller SDN environments can increase scalability and
fault tolerance. Finally, deploying the system in real-world healthcare networks will provide practical insights and
further validation of its robustness and efficiency.
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